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Outline

Motivations for hardened networks

— Wire-speed processing with the Field Programmable Port
Extender (FPX) Platform

Systems using the FPX Platform
— Global Velocity GVS-1000 Rackmount Chassis
— Washington University Gigabit Switch

Comparision to other FPGA-based Platforms
— NetFPGAZ2 (Stanford)
— BEE2/RAMP (Berkeley)

Application Development
— Design Flow
— Testbed Integration

* Objectives for integration with DETER
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Interested Parties for Hardened Networks

* Who cares about computer virus attacks
— Network users
— Universities
— Government
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* Who cares about copyright e,
— Record Companies and Movie Studios A 1
— Entertainers, Authors
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* Who cares about confidential data
— Business with proprietary information
* Health care, Government,
— Individuals with proprietary information

 Who cares about infrastructure
— Network operators
— Industry
— Government
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Field Programmable Port Extender (FPX)
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Wire-speed Network Processing
using Reconfigurable Hardware
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TCAM Packet Classifier on the FPX
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Per-flow Queue Management on the FPX
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Firewall / IDP: FPGA Layout on FPX Platform

FPGA Layout of SOC Firewall / IDP on
Virtex 2000E, as mapped to FPX Platform
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Modules Implemented on the FPX

e Intrusion Detection and
Prevention

* |IPv4 CAM Filter
— 104 Bit header matching

e IPv6 Tunneling Module
— Tunnels IPv6 over IPv4

e Traffic Generator
— Per-flow mixing

* Video Recoder
— Motion JPEG

» Hardware/Software Processing
— PicoBlaze
— LEON2

EarlyBird Worm Detection

Statistics Module
— Detailed Event counters

Fast IP Lookup (FIPL)
— Longest Prefix Match

Packet Content Scanner
— Reg. Expression Search

Data Queueing
— Per-flow queue in SDRAM
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22:25:40.439353 agent-jones.arl.wustl_edu.http > armadillol82.cse.wustl_edu.3914:
E 854:854(0) ack 473 win 6432 (DF)

0x0000 4500 0028 13a5 4000 4006 e551 80fc 992a E..(..0.0..0..
0x0010 80fc a6b6 0050 Of4a 10b9 31e7 7346 508b ..... P.J..1.sFP.
0x0020 5011 1920 3ece 0000 P...>. ..

22:25:40.444977 armadillol82.cse.wustl.edu.3914 > agent-jones.arl.wustl_edu.http:
. ack 855 win 16667 (DF)

0x0000 4500 0028 9365 4000 7f06 2691 80fc a6h6

0x0010 80fc 992a 0f4a 0050 7346 508b 10b9 31e8

0x0020 5010 411b 16d3 0000 0000 0000 0000

22:25:40.446736 armadillol82.cse.wustl.edu.3914 > agent-jones.arl.wustl_edu.http:
F 473:473(0) ack 855 win 16667 (DF)

0x0000 4500 0028 9366 4000 7f06 2690 80fc a6b6 E..(.f@...&.....
0x0010 80fc 992a Of4a 0050 7346 508b 10b9 31e8 ...*.J.PsFP...1.
0x0020 5011 411b 16d2 0000 0000 0000 0000 P A ...

22:25:40.446745 agent-jones.arl.wustl_edu.http > armadillol82.cse.wustl._edu.3914:
. ack 474 win 6432 (DF)

0x0000 4500 0028 13a6 4000 4006 e550 80fc 992a S
0x0010 80fc abb6 0050 Of4a 10b9 31e8 7346 508c SFP.
0x0020 5010 1920 3ecd 0000
Fin
End Host: Windows XP
. - A Web server : Apache
with Internet Explorer ck i | tl ed
armadillo182.cse.wustl.edu F—\ Fin agent-jones.arl.wustl.edu
AcK
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WashU Gigabit Switch with FPX Modules

3' U Rackmou\nt ChaSS|s with
8 Gigabit Ethernet Ports

12 - John W. Lockwi ¥ashington University in St.Louis




Global Velocity Chassis with FPX Hardware

3-U Rackmount Chassis with
up to 8 stacked FPX Modules
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Stanford’s NetFPGA2

* Applications developed for FPX could be ported to NetFPGA2
» Each NetFPGAZ2 board supports 4 Gigabit Ethernet Ports

* Each FPX board supports 2 OC-48 or Gigabit Ethernet ports

* NetFPGA'’s V2Pro30 faster than FPX's V2000E

* NetFPGA’s V2Pro30 smaller than FPX's V2000E
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Berkeley’'s BEE2 / RAMP Platform

BEE2 optimized for DSP rather than Internet Packet Processing
FPX Packet procesing Applications could be ported to BEE2
BEE2 has more FPGA and DRAM resources than FPX

FPX has OC48 and Gigabit Ethernet Ports

BEE2 could support 10 Gigabit link interfaces

(using four bundled 3.125 Gbps channels / port)
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GVS-1000 Chassis with Gigabit Ethernet

3-U Rackmount GVS-1000 Chassis with
FPX Modules and 2 Gigabit Ethernet Interfaces
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Reconfigurable Hardware Design Flow

Functional
Verification
(ModelSim)

Constrain
Placement to
modular
Regions (DHP)

In-System, At-
Speed Testing
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Synthesize
Logic
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Install Module and
Generate Traffic
(NCHARGE)

Set Boundry
/10 &
Routing
Constraints
(DHP)

Relocate Modular
Logic within bitstream
(PARBIT)

Verify Post Place|
& Route Timing
(ModelSim)

17 - John W. Lockwood & Washington University in St.Louis

FPX used for Hands-on Tutorials

Gigabit Kits workshops with FPX Tutorials

Participants Programmed FPX
Modules in the CAD Laboratory
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GUI to Install New Hardware Module
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— Reserve 1 or more
Extensible Routers

« Establish alternate path
between Extensible
Routers

— Create VLANSs from 2
Extensible Routers to
managed switch

i gabit Ethernet
Surteh

e FPX Integration _ Virfual
— Route traffic from Network Switch

VLAN A to VLAN B
passing through FPX
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FPX Integratio

n with DETER

Insert FPX
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between nodes
or networks
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