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BGP Security o

e Community in the midst of comprehensive effort to
evaluate and address the security limitations of
BGP, the Internet interdomain routing protocol.

e \Where are we?
e Enormous body of analysis of the behavior of BGP
e Many, many security protocol proposals
e Time-tested operational (protective) procedures
e Community funding, interest, and involvement

Q: Why don’t we have secure BGP?

A: Massively complex protocol interactions involving
thousands of independent (often untrustworthy) entities

A: No complete testbed to evaluate proposals/practices
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Evaluation Testbed: an opportunity? =

e \We have a global, diverse, detailed record of BGP
behavior over extended period

e PREDICT, PCH, Routeviews, RIPE, ...

e Q: How can we exploit this unique repository?
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Iseb: a BGP "way-back” machine? =

e [ arge-Scale eBGP Simulation (lseb)

e (Goal: an experimental apparatus to insert any attack in
any place at any time in the recorded history of BGP.

e Massive-scale distributed simulation
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Simulating the AS g

e Domain: understanding global effects of BGP attacks
and countermeasures

e protocol simplifications (e.g., IBGP, local prefs)

e Hypothesis: real traffic traces will preserve realism of
simulation BGP behavior
e Extract meaningful BGP structure and events from history
e Advantage: verifiable via traces

e Simulation of entire Internet eBGP protocol
® e.d., 20,000+ simulated autonomous systems
e Each AS executes eBGP and maintains BGP table (166Mb)
e Model every BGP message on Internet

e Scalability lies in the clustering of simulated ASes
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Simulation Topology o
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Simulation Setup =
e Single file configuration (process self organization)

e identify the ASes, links, and topology
e As gleaned from BGP data (e.g., SIIS-topo-extract)
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Scripting the experiment ... =
e Single file script delivered to all via master

¢ identify the network events, experimental signaling

e As gleaned from BGP data (future work)

% Demo network Experiment
START

SLEEP 5000

DUMP

DROP 1 1.0.0.0/8

ADD 62 62.0.0.0/8
FAIL 80 81
RECOVER 80 81
ADD 1 1.0.0.0/8

STOP
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Simulation Walkthrough ... =

e A process is started at each host associated with
the simulation

1. The hosts self-organize by contacting the master
process (this is the control channel)

2. The master process advertises the mapping of process
IDs to IP address/port numbers

3. The master informs the processes of the setup of the
experiment (AS assignments, topology, prefixes)

4. Each host contacts the peer processes as needed by
experimental topology

e The experimental script is executed in order
e All data is logged in master log (over control channel)
¢ Models “real time” BGP via messaging
e [imited synchronization (scalability)
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Experimental Visualization
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Experimental Visualization (cont.)
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Experimental Visualization (cont.

j
B
. 1|
[15]
oy

Be ik 2w H ¥ S

Close | Continue| EVEnts: ~ 4o Event Type & All

: I~ _fovly

Hecover Mt

2301 1-A5 53 Dumping Finlshed
23050-A8 52 Dumping Finished
23090-A5 50 Dumping Finlshed
211 30-A5 45 Dumping Finlshed
M T7-AS 4T Dumping Finished
21222-A5 4B Dumping Finlshed
21259-A5 46 Dumping Finished
21I00-AS 44 Dumping Finished
23143-A5 45 Dumping Finished
22301-A5 51 Dumping Finlshed
21421-A5 32 Dumplng Finished
21459-A5 31 Dumping Finlshed
23490-A5 30 Dumping Finlshed
21537-A5 24 Dumping Finished
21502-A5 22 Dumping Finished
2I621-A5 27 Dumping Finished
2I665-A5 25 Dumping Finished
FIT09-A5 ¥ Dumping Finished
2AT52-A5 29 Dumping Finished
FIT90-AS 23 Dumping Finished
23020-A5 33 Dumping Finished
2I06T-AS 2B Dumping Finished

2191 0-AS 26 Dumping Finished

FII20-10 RECY NWITHDRAY 62000008 path=[&0 81 64 61 2 |
FI922-10 RECY WITHDRAW S2.0.0.0/8 path=[&0 81 64 61 53]
F1924=10 RECY \WITHDRAW 120,00/ path=|E0 81 G4 63 31 33
FIIP6-10 RECY \WITHDRAW 61000008 path=[&0 81 64 61 ] w

Systems and Internet Infrastructure Security Laboratory (SIIS)

PENNSTATE




PENNSTATE

Iseb Status 5

e \Working simulator

Large Java-based implementation
Multiprocessor

Self organization

Complete recreation of BGP messaging
Forensic visualization (thanks Peng/Lunquan)
Preliminary version run on DETER (thanks |hab)

e \Working experiments

54 AS topology executing on single processor and 4
processor setup

Executed experiments in real time (scaling?)
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Future work/next steps =

e Realism
e Extension of path selection algorithm (policy extraction)
e Delay modeling (trace analysis, PREDICT)
e PSU: Kevin Butler starting this year

e Attack Modeling

e Extending/using experimental lexicon to model real
attacks (Sandy Murphy -- SPARTA)

e Tools integration
e Analysis
e Building measurement apparatus
¢ Modeling countermeasures
e DETER: Experiment, experiment, experiment, ...
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