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Abstract ing an inherent bias towards the short RTT flows. In a mix-
ture of short and long RTT flows, VJCC allocates band-
TCP with Van Jacobson congestion control (VICC) is width unfairly between them. VJCC treats packet loss
known to have poor performance over large bandwidth- as the indication of congestion in the network. Wireless
delay product paths. Long delay paths, in particular, can |inks where losses may be due to corruption lead to poor
display very poor behavior with VICC slowly probing to performance[5, 6] using VJCC.
acquire available capacity. TCP Performance Enhancing  several schemes have been proposed to improve TCP’s
Proxies (PEPs) constitute one mechanism for ameliorat- performance over wireless and satellite links, such as hav-
ing poor VJCC end-to-end performance by splitting TCP ing a reliable link layer [7], a snoop agent at the base sta-
connections around a long-delay link or network and us- tjon for faster retransmit [8], TCP Selective Acknowledg-
ing alternate congestion control dynamics across the trou- ments [9], or @erformance Enhancement Proxy (PEF)]
blesome portion. Previous congestion control techniquesaround the long delay link or network. PEPs commonly
for use over satellite links have typically constitutedieit  gp|it the end-to-end TCP connection into three, the first be-
tweaks to the Van Jacobson algorithms, Vegas-style con+yeen the sender and PEP end-point on the sender side, the
gestion control, or disabling congestion control altogath  second between the two PEP end-points (spanning the high
in favor of a manual send-rate. This paper analyzes re- delay portion of the network) and the last between the other
sults from measurements of a new congestion control mechpgp end-point and the receiver. An alternate congestion
anism, the eXplicit Control protocol or XCP, between PEPS control algorithm may be applied between the two PEPs to
with a simulated geosynchronous satellite link in the path achieve a h|gher end-to-end performance_ Other conges-
We show that connections using an XCP PEP acquire theirtion control techniques for use over satellite links haye ty
share of eXpenSiVe satellite bandwidth up to 70 times fasterica”y constituted either tweaks to the Van Jacobson a|go_

than end-to-end TCP with VJCC. rithms [11, 12, 13], Vegas-style congestion control [14, 15
or disabling congestion control altogether in favor of a man
1. Introduction ual send-rate. However, these approaches have only been
partially successful.
TCP [1, 2] carries a major portion of the Internet traffic. In this paper we show that fast access to satellite link

It has shown a remarkable resilience to the large magnitude$andwidth can be achieved using$6P PEP
of Internet growth. However, with the large bandwidth- The eXplicit Control Protocol (XCP) is a hew conges-
delay paths, wireless and satellite links, TCP’s congastio tion control proposed by Katabi, et al. [16, 17, 18]. XCP
control algorithm, known as Van Jacobson congestion con-makes use of explicit feedback from the routers. Its scala-
trol or VJCC [3, 4], clearly exhibits its limitations. Long bility is achieved due to the router not having to maintain
delay paths in particular can have very poor behavior with any per-flow state and calculating feedback on aggregate
VJCC being slow to acquire available capacity. TCP has traffic. It also decouples efficiency from fairness and ad-
other difficulties in this operating regime, but the slow ac- justs sender’s rates using two algorithmsanaltiplicative-
quisition of capacity is the one we address here. increase multiplicative-decrease (MIM@@pproach when
TCP with VIJCC makes inefficient use of long fat pipes. adjusting efficiency and aadditive-increase multiplicative-
In the congestion avoidangehase, additive increase allow decrease (AIMDppproach when adjusting fairness. This
TCP to open its congestion windowwvgnd by 1 packetev-  results in higher network utilization and faster conver®en
ery round-trip time (RTT). In high delay networks it would to fair allocation among multiple flows. The initial studies
take a long time to fill up the high bandwidth pipe re- have shown a marked increase in end-to-end link utilization
sulting in underutilization of network resources. VJCC’s in comparisonto VJCC [16, 17].
throughput is inversely proportional to the RTT, thus hav-  Since XCP only changes the congestion control algo-



rithm in TCP, i.e., TCP reliability mechanisms are unaf-
fected, it is not a new transport protocol. The XCP algo-
rithm could also be used in other transport protocols.

We will show that a PEP using XCP congestion con-
trol acquires capacity in a high bandwidth-delay product [ Nodo Ju—s{ NodeC ] ( Node ® j
network up to 70 times faster than an end-to-end VJCC.
We also present preliminary results indicating that the XCP
PEP also converges to fair allocations with multiple flows Node F
quickly.

Section 2 gives a brief description on XCP congestion
control. In Section 3 we describe the XCP PEP in more
detail. Section 4 lays out the testbed topology and experi- Figure 1. Testbed Setup
mental analysis. Section 5 describes some future work and
concludes the paper. end-to-end performance over satellite links than VJCC end-

to-end. The next section provides a details of our XCP PEP.
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2. XCP Protocol
3. XCP-PEP design and implementation

XCP is a feedback-based congestion control system.
Routers in the network provide explicit feedback to the end  Performance Enhancement Proxa® often used to im-
points advising a change in sending rate. The end-pointsprove poor TCP performance in certain environments, like
thus change their sending rate based on the explicit feed-satellite communications, having long RTTs (at least 480ms
back from the network rather than inferring the state of for geosynchronous satellites) and high loss rates. For
congestion in the network. Scalability is achieved due to example, in satellite networks PEPs are deployed around
the routers not having to maintain any per-flow state. All the long delay link and use alternate congestion control
the calculations done in the routers are based on the aggremechanisms such as tweaks to the Van Jacobson algo-
gate traffic that it sees. The algorithm introduces minimal rithms[11, 12, 13], Vegas-style congestion control [14, 15
overhead (a few multiplications and additions) on router’s or no congestion control (using UDP).
processing. The feedback is a function of the aggregate XCP congestion control has been designed to accommo-
throughput, capacity of the bottleneck link and the bottle- date long bandwidth-delay product networks. In this sectio
neck queue [16, 17, 18]. we describe the XCP-PEP in detail.

XCP decouples efficiency from fairness. It applies
a multiplicative-increase multiplicative-decrea$ilIiMD)

policy for efficiency. The efficiency controller calculates Figure 1 shows a basic PEP configuration. Nodes A, E

the aggregate feedback (positive or negative) that is to beF, and G are the endpoints. Nodes B and D are the XCP-
handed out in the next control interval. Using MIMD re- bEps and Node C is an XCP capable router.

sults in faster ramp up to the bottleneck bandwidth and is
advantageous for satellite links (long RTTs) where VJCC o End-point A initiates a regular TCP connection with

3.1. XCP-PEP Design Philosophy

slowly ramps up. The fairness controller applaiditive- Node E. Node B, the sender-side XCP PEP, splits the
increase multiplicative-decreag@IMD) to fairly allocate connection (by intercepting the TCP SYN) and initi-
the capacity to the flows traversing that link. ates a TCP connectiamsing XCPwith Node D, the
Explicit feedback to the end-points results in a quicker receiver-side XCP PEP. Node D, upon receiving the
ramp up of the flow’s sending rate to the optimal and fair XCP PEP connection request, initiates a TCP connec-
allocation of bandwidth amongst the flows. XCP’s conges- tion with Node E, the receiver. Figure 2 shows the
tion control is insensitive to loss. Routers hand out negati connection splitting. The PEP connection triggers a
feedback on seeing any persistent bottleneck queue. Even  TCP 3-way handshake (between nodes B and D) at
if a packet is lost, end-points can quickly recover based us-  the application level. Thédello packets sent from
ing network feedback rather than the sloangestion avoid- the sender-side PEP (node B) to the receiver-side PEP
ance phasas in VJICC [3]. XCP also eliminates VJCC’s (node D) contain details about node A's TCP connec-
inherent bias towards short RTT flows thus resulting in a tion such as end-point addresses and TCP ports. The
greater fairness when RTTs are diverse. sender-side PEP waits until the B-D and D-E TCP con-
Initial studies on XCP have shown significant perfor- nections are established before responding to nodes

mance improvements over VJCC [16, 17]. In this paper A's SYN with a SYN/ACK to achieve rudimentafgte
we show that XCP proxies can be used to achieve a higher  sharing Once the connection is established data can



TCP XxcP TCP

EndSyst PEPL PEP2 Endsys2 PEP’s IP address. This file is used at the startup to install

°°°°°° L I— firewall rules to the divert the packets.
* o 3.2.2 Network Address Translation
/% For each intercepted packet comifigm the end-system,
NIACK accept() returns . . R
e = PEP needs to translate its destination address/port to a lo-
* cal address/port. For the reverse packet direction, it must
At poin PEP2 can translate packet's source address/port (local) to therothe
T end-system’s address and port. In addition, IP and extended

TCP checksums have to adjusted.

This functionality is provided on FreeBSD systems by
the libalias library. It allows for packet aliasing and de-
aliasing rules to be installedPacketAliasRedirectPortgnd
later applied by callingPacketAliasin()and PacketAlia-

e Our XCP PEP is transparent to the end-points. The SOut() Thus, all address caching, translations, and check-

end-point sees a regular TCP connection to its peer.SUms adjustments are done in user space.
No application or transport layer modifications were ~ We have a multi-threaded model where the master thread

required at the end-points. is responsible for the network address translation and-crea
ing new threads when it detects a new connection attempt.

e While a kernel implementation of the PEP functional- The child threads complete the end-to-end connection and

ity is possible, we chose to implement the PEP func- data transfer.

tions in user space. A user space implementation al-  Next we describe the testbed topology and experiments.

lows us to use TCP/IP stack all the way up to socket

buffers to buffer and acknowledge data from end- 4, Experiments and Analysis

points.

Figure 2. TCP Connection over PEP

flow between the end-points.

) ) This section describes experiments we conducted to de-
e There is a one-to-one mapping between TCP and PEPermine if the XCP PEP was effective in providing sources
connections. We did not implement multiplexing of \yith higher bandwidth across a long latency path. We show
TCP connections, mainly for simplicity. It remains a that using the XCP PEP to traverse the high latency section
promising direction for future work. allows sources to rapidly make full use of the link. We also
show traces from typical runs to assist in the intuition and

3.2. PEP Implementation Details report on early fairness results.

Here we provide some of the implementation level de- 4 1 Single Flow Throughput
tails of the XCP PEP. The PEP code has been written for

FreeBSD to be compatible to XCP implementation. Figure 1 shows the testbed topology. The nodes are
Intel Xeon, CPU 2.80GHz, 1GB RAM and run FreeBSD
3.2.1 Packet Interception 4.8 modified to support XCP. The same nodes are used for

TCP and the stacks have been tuned for high bandwidth-

For the XCP PEP to work we configure it as a gateway that delay product networks, e.g., with large transmit and rexei
forwards packets. It intercepts the packets being forwarde puffers. (Throughout the rest of this paper TCP refers to
by removing them from the IP-stack, changes the packetTCP with VIJCC and XCP refers to TCP with XCP con-
headers, fills in the XCP information and re-injects them gestion control.) The high latency is induced by delay-
back into the network. We make use of FreeBSD firewall ing acknowledgments, instead of data packets, from E or
ipfw mechanism in conjunction witdivert sockets ipfw G to A or F at C. Delaying acknowledgments reduces the
redirects the packets tocavert socketvhere they are read,  puffering requirements at C because acknowledgments are
modified and re-injected back into the stack. smaller than data packets. Without this delay inducement,

The PEP configuration file contains the triples in the round trip times would be on the order of 1 ms. With the
form of src, dst, peer Srcanddstare the source and des-  delay, sources see round trip times of 200ms.
tination networks, e.g., 10.10.1.0/24, apeleris the peer The outgoing link from the router on the forward path

1we note that the use of IPsec between nodes A and E will défeat t (link between Node C a.nd D in Flgurg 1) is made the.bOt-
PEP’s ability to intercept the connection. This is a knowarttoming of tleneck by using 100Mbit Ethernet, while all the other links
split-connection PEPs and is discussed in [10]. use Gigabit Ethernet. In a real wide area network it is un-




Scheme Average | Std. Dev The XCP PEP ramps up nearly as quickly as end-to-end
TCP (scenario a) 123.38 1.28 XCP and more than 70 times faster than TCP. The advan-
XCP (scenario b) 1.47 0.32 tages for long-delay connections should be clear.
XCP-PEP (scenario ¢ 1.61 0.26 In our scenario (without losses due to corruption) TCP’s
throughput stays constant once it reaches the maximum.
Table 1. Time(sec) to reach 95% utilization TCP uses min(cwnd, receiver window) as its sending win-

dow, hence if properly tuned the receiver window would

make TCP stable. However, tuning the receiver window
likely that hosts would connect at gigabit rates, this was to get the optimal utilization is a hard problem due to less
used as simple technique to confine the bottleneck to theknowledge of the bandwidth-delay product of the end-to-
long-delay portion of the network. The difference in round- end path. Web100 [19] tries to solve this problem by auto-
trip times between the long-delay and short-delay portionstuning the receiver window.
of the network ensure that the TCP dynamics in the short
network will not affect the end-to-end performance. Anal-
ysis of links where losses are not primarily congestive re-
mains future work?

We compare the XCP PEP to end-to-end TCP and end-
to-end XCP to demonstrate that the PEP delivers nearly the
same performance as end-to-end XCP, which is consider-
ably better than TCP performance. In the single flow case, 0 ‘ ‘ Flowl -
this performance is reflected in how quickly a source can 0 50 100 150 200 250
use all of the channel. Under end-to-end XCP this ramp-up Time (sec)
happens very quickly, under end-to-end TCP the congestion Figure 3. TCP: Single Flow, RTT=200ms
control is more conservative and happens more slowly. 100 [

We run our tests with a single end-to-end flow to com-
pare utilization and then with two end-to-end flows to com-
pare fairness. In all cases the round trip time is 200 ms
and the endpoints have a bandwidth-delay product worth of
transmit and receive buffers. In these experiments only one
source/destination pair is sending. » Clowd

Scenario aTCP Flows end-to-endNodes B, C and D 0 0 5 10 15 20 25 30 35 40 45
act as the routers. We set the TCP and socket buffers to Time (sec)
bandwidth-delay product.

Scenario b:XCP Flows end-to-endHere node C is an
XCP-capable router. Nodes B and D are non-XCP routers,
though, because they are not bottlenecks and have negligi-
ble queues, their behavior would not change if they were
XCP-capable.

Scenario c: TCP flows with XCP PEPHere node A
opens up a TCP connectionto Node E. Nodes B and D act ast 20
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Figure 4. XCP: Single Flow, RTT=200ms
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XCP PEP end-points. The TCP connection from the sender N Flow-1 ‘

(node A) to the receiver (node E) is intercepted by Node 0 10 20 30 40 50 60

B, which initiates an XCP connection with Node D who, in Time (sec)

turn, opens a TCP connection with the receiving end. Node Figure 5. PEP: Single Flow, RTT=200ms

C is an XCP-capable router. No modifications to the TCP  Figures 3-5 show the throughput of each source through
stack or application are required at the end-points. the router calculated each round trip time. Each figure is a

Table 1 shows the average time for each scenario to reachrace from a representative run of the experiments talilate
95 percent utilization of the link. Each experiment was re- in Table 1, and they demonstrate how each system delivers
peated 10 times and the mean and standard deviation rethe link bandwidth to the source.
ported. Each RTT an XCP source gets information from the

20ur model is of a network between the PEPs which consists afnly routers about excess capacity there, so they can converge to

XCP flows. Analysis of fair sharing between XCP and VJCC flows i .the link pandWidth quickly (Figures ‘}'5)- With.OUt thiS.&Xtr
outside the scope of this paper. information a TCP source can only increase its rate linearly




each RTT once thesthreshs reached causing it to leave 100 ¢
the slow-start phase and enter congestion avoidance. This
linear increase, following the initial exponential incsea

is displayed in the slope of the line in Figure 3 which is
inversely proportional to the RTT. Confining Reno to low-
latency access networks keeps the ramp-up to the PEP site
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guick, because of the short RTT. F Flowl -
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4.2 Fairness Figure 8. PEP: Two Flows, RTT=200ms

The primary result here is that using the PEP does not
seriously disrupt the XCP fairness. TCP can be somewhat
unfair, as shown in Figure 6, but without input from the

In this section we briefly address the fairness propertiesrouters convergence may take several peak and drop cycles.
of the XCP PEP. Space does not permit a full discussion. XCP, both end-to-end and with the PEP, converges quickly
even with the large delay.

Fairness is an important property for a congestion control 5. Conclusion and Future Work
system, in all but the simplest situations. Otherwise multi
ple sources must share the network resources without prior  This paper has described using an XCP PEP in high la-
arrangement. Some proposed PEP systems neglect this igency networks and shown that the benefits of the XCP pro-
sue and consequently require extensive manual configuratocol described elsewhere can be provided by a PEP in such
tion. a network. Specifically, we have shown that XCP provides
access to full link capacity for a single source more then 70
times faster than a source using only Reno TCP. We have
Although far from a complete investigation, Figures 6-8 also presented some evidence, albeit preliminary and rough
show that both the end-to-end congestion systems and théhat the XCP PEP will also provide fairness in such an en-
PEP system deliver fairness that passes the eyeball test iyironment.
the simple configuration we have. These figures are gen- \We believe that these results are promising, but there
erated the same way as Figures 3-5, with each point rep-are other topics that need to be more fully addressed be-
resenting the throughput at the bottleneck router over onefore the case for an XCP PEP is compelling. We would

RTT. like to compare XCP PEP with more sophisticated solu-
100 tions proposed for satellite networks like SCPS-TP [15].
o SCPS-TP uses TCP-Vegas-based [14] congestion control
g 87 and tries to differentiate between losses due to congestion
g 60 | from those due to corruption. TCP-Vegas is expected to
g 20 /' perform poorly over systems using bandwidth-on-demand
g / since TCP-Vegas uses delay variation as an indication of
g 20 Flowl - congestion and bandwidth-on-demand systems have high
0k ‘ ‘ Flow2 - | delay variation. We believe that in such cases XCP’s fast
o 50 f{:e (Sif)o 200 2%0 reaction time and fairness would result in a higher perfor-
mance.
Figure 6. TCP: Two Flows, RTT=200ms
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