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Abstract

In this paper, we present DEWP, a router-based
system designedto automatically detect and quar-
antine Internet worm propagation. DEWP detects
worm probing trac by matching destination port
numbers between incoming and outgoing connec-
tions. This approach does not require knowledge
of worm packet cortents or proles of normal traf-
¢ conditions; it can automatically detect and sup-
press worms due to their unusual trac patterns.
We describe how DEWP works and evaluate its per-
formance with simulations. We study the speed of
detection and the e ectivenessof vulnerable host
protection relative to factors including worm scan-
ning techniques, DEWP deployment coverage and
detection intervals. We also investigate false detec-
tions with network trace playback. We show that
DEWP detectsworm propagation within about 4 sec-
onds. By blocking worm probing trac automati-
cally, DEWP can protect more than 99% hosts from
random-scanningworms.

1 Intro duction

Since the widespread outbreak of the Code-Red
worm in July 2001[1, 2] worm intrusion has become
an increasingly sewre threat to the Internet. Code-
Red Il [3], Nimda [4], Slammer [5], and SoBig [6]
worms have all led to considerablecost to our soci-
ety [7, 8]. Prior work [7, 9] has suggestedthat an
automatic worm detection and cortainment system
is important to protect the Internet from worm at-
tacks. We identify three essetial requiremerts for
such a system.

First, this system must detect worm propagation
at a very early stage to suppressthe worm before
it gets out of cortrol [7, 8, 9]. For a router-based
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detection system, it needsto monitor and react to

worm trac within a small time interval (in seconds)
in order to quarantine worm propagation quickly.

Signature-based intrusion detection systems (IDS)

can not respond to these0-day attacks at this speed
dueto the time-consumingworm padket cortent anal-
ysis. Anomaly-based IDS improves detection speed
by monitoring trac changesbut usually have high

falsealarm rate. In this work, we believe that routers
should apply simple but essential worm detection
techniquesfor fast reaction. Thesetechniquesshould
capture key characteristics of worm tra ¢ but are not
computational consuming.

Second, a worm defensesystem needsto create
worm signatureswithout human interferencein order
to react and quarantine worm propagation rapidly. A
signature identi es common characteristics of a spe-
ci ¢ worm suitable for detection and suppression.For
example, it could be the destination port number in
worm packet headers,or substrings of worm packet
payload. Although signatures basedon padket data
contents can unambiguously detect a worm, it is chal-
lenging for an worm detection system to generate
such signatures automatically becauseof the large
computational overhead. On the other hand, we will
show that simple sighaturesbasedon destination port
numberscane ectiv ely detectand contain worm traf-
C.

Third, it isimportant to reducethe falsealarm rate
of worm detection becausefalse positives potentially
lead to denial-of-serviceto legitimate trac. There-
fore, we needto carefully considerthe trade-o be-
tween fast detection and low false-alarm rate when
designing an automatic worm detection and quaran-
tine system.

In this paper, we presert a router-basedworm de-
tection and containment system called DEWP (De-
tector for Early Worm Propagation). As obsened
belov, DEWP detectsworm intrusions, createsworm
signatures,and cortains worm propagation automat-
ically, without human interference. We believe it will
be especially important against worms that propa-
gate rapidly [9], such asthe Slammerworm.



This work has three major corntributions. First,
DEWP applies a novel worm detection algorithm by
matching destination port numbers betweenincom-
ing and outgoing connections. This idea is from the
following two obsenations on worm trac.  First,
a worm usually exploits particular security vulner-
ability corresponding to speci ¢ network port num-
bers. Second,the nature of worms is that an infected
host will probe other vulnerable hosts exploiting the
samevulnerability. Therefore, routers seeingunusu-
ally high levels of bi-directional probing trac with
the same destination port number can infer a new
worm has arisen. In addition, since matching des-
tination port numbers consumeslow computational
power, DEWP is more applicable to real networks
than systemsbasedon padet content analysis suc
asthe Early Bird System[10].

Second,we evaluate DEWP performance by sim-
ulating an outbreak of the Slammer worm, which
is known for the extremely fast spreading (infected
about a total of 75,000hosts in about 15 minutes).
Our results shov that DEWP detects worm propa-
gation in about 4 seconds. With automatic desti-
nation port discovery and packet blocking, DEWP
protects most hosts from infection: lessthan 1%
hosts are compromised by random-scanning worm,
and about 9% hosts are infected by local-scannning
worm. We further investigate seweral important fac-
tors that a ect DEWP performanceincluding worm
probing techniques, deployment coverage,and detec-
tion intervals. We alsostudy issueson falsedetections
with network trace playback.

The nal contribution is that we introduce a new
hybrid simulation model of worm propagation. This
model allows detailed packet-level simulations within
one particular network while represeting the rest In-
ternet analytically. We presen the detailed descrip-
tion of our model in Section5.

2 Related Work

In this section,we rst briey describe techniques
to detect worm attacks. We also review di erent ap-
proachesto quarantine worm propagation.

Intrusion detection systems(IDS) are deployed to
discover DDoS attacks and worm intrusions. There
aretwo di erent kinds of IDS, namely signature- and
anomaly-based. Signature-basedIDS [11, 12] cap-
ture worm attacks basedon pre-compiled signatures
stored in database. Although they identify threats
accurately, signature-basedIDS have little e ect on
unknown worms. On the other hand, anomaly-based
IDS [13] detect newthreats by observingunusualtraf-
¢ changes, that is the dierence between current

trac measuremeh andits normal condition (usually
in a prole). Sinceit is dicult to createa \prop er"
prole to cover all represerativ e aspects of normal
trac condition, anomaly-basedIDS have high false
alarm rate.

DEWP doesnot needsignatureswith worm padet
contents or trac proles. By matching destina-
tion port numbers between incoming and outgoing
connections,it automatically detects worm intrusion
within seconds. DEWP also has lower false alarm
rate sinceit capturescommoncharacteristics of worm
trac directly.

Early Bird System (EBS) [10] is proposedto au-
tomatically detect worm propagation. Similar to our
work, EBS also discovers worm by observing com-
mon patterns in network trac. Unlike the simple
technique of destination port matching, EBS needs
per-packet cortent analysis and complicated hash-
ing function to identify suspiciousworm trac ag-
gregates. Therefore, its applicability to real networks
is questionable.

Honey-pots [14, 15] and its variations (through ag-
gregation and virtulization) monitor un-usedaddress
space(that is, dark space)and capture trac inter-
action with dark spaceas worm intrusions. Honey-
pot is a exible technique to detect unknown threats.
Howewer, it only detects worm propagation when be-
ing directly probed. Also, honey-pots by themselhes
could be compromisedby worms.

Since worm is a threat to the Internet globally,
some proposals [9] call for a nation-wide Internet
worm control authority to coordinate worm detection
and immunization e orts. Other intrusion detection
system [16] also proposedto deploy sensorsaround
the Internet, collect trac statistics, and sendthem
to a data processingcerter. We agreethat global co-
ordination is necessaryto protect the Internet from
worm intrusions. Howewer, there are somedi culties
for these proposalsto realize in near future, suc as
resourceconstraint and administrativ e issues.So, we
take another approac of designinga distributed sys-
tem that detects worm probing trac through local
trac obsenations.

NetBait [17] is a distributed systemthat provides
detailed information about network intrusions. It
collects data from geographically located machines,
which use traditional intrusion detection systems
(such as Snort [11]) to discover worm attacks. The
goal of NetBait is to provide accurate information
to identify infected hosts and expedite the process
of worm containment and clearup. It is complemen-
tary to DEWP which aims at fast detection of worm
propagation.

Current schemesto corntain worm propagation is by
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Figure 1: DEWP architecture.

packet Itering or addressblocking [7, 8]. Researtiers
at Silicon Defenseproposeto partition enterprise net-
work into small cells, and quarantine worm propaga-
tion coordinately [18]. In this work, DEWP applies
padcet Itering to suppressthe spreadof worms.

\Virus throttle" [19] is a scheme to slow down
worm propagation by limiting the number of outgoing
connectionsthat onehost caninitiate simultaneously.
To be e ective, we needto modify current network
implemertation on most end-hosts.

3 Worm Detection and Containmen t

Internet worms can spread very rapidly [7, 9, 20Q].
For example, Code-Red Il worm totally infected
about 360,000 computers in 14 hours with a peak
aggregate infection rate of 2,000 hosts per minute.
The latest MyDo om worm compromisedabout 20,000
hosts in total within 2 hours after it was rst dis-
covered. In order to detect worm trac promptly,
routers needto automatically examinetrac changes
and frequertly conduct worm detections. As a result,
when designingworm detection algorithm for routers,
we needto choosesimple but essential techniques so
that worm detection doesnot interfere with routers'
normal operations.

Figure 1 shows the two componerts that make up
DEWP: the worm detector and padket Iter. DEWP
detects worm intrusions with two steps: destination
port matching and destination addresscourting. Af-
ter it discovers a worm attack and the corresponding
destination port nhumber, DEWP deploys pacet |-
ter to block worm probing trac. Wepresen detailed
design considerationsin following sections.

3.1 Detecting Worm Propagation with

Destination Port Matc hing

DEWP applies a two-step detection algorithm,
rst port-matching, then address-couting. It rst
identi es suspicioustrac by matching destination
port numbers between incoming and outgoing con-
nections. This simple technique actually captures
important characteristics of worm probing trac:
worms usually exploit a vulnerability in the sameser-
vice, and so the same destination port number will
be prominent in both incoming and outgoing tra c
when a worm is spreading. Also, since worms at-
tempt to infect as many vulnerable hosts as possible,
compromisedhostsboth receive and sendworm prob-
ing trac. As a result, corresponding accessrouters
obsene probing tra c in both directions.

DEWP usesport matching asa rst line of Iter-
ing, since it can be done e cien tly in routers, and
sinceit can reduce computational overhead for per-
port chedking. We examine the e ectiv enessof port
matching in Section 6.6. While one might want to
explicitly monitor ports with sourceand destination
addressegwatching a particular host becomeinfected
and then this infection spreadingto another), we do
not take this approach becausea worm can often
spoof its source address when spreading. So, this
ched is lessrobust.

Port-matching alone may identify somelegitimate
trac aspotential worm trac. For example,an ac-
cessrouter of one ISP network may obsene normal
web requeststoward both inside and outside seners.
So, port matching will capture web trac as suspi-
ciousworm probings. To distinguish legitimate tra c
from worm probings and avoid falsepositives, DEWP
intro ducesa secondstep addresscounting. It counts
distinct destination addresse®f outgoing connections
to suspiciousports (N). DEWP identi es worm traf-
¢ whenobservinglarge increasein N. The underline
assumption is that worms probe many more unique
addressesthan normal trac [19], and that worms
result in a rapid increasein number of unique ad-
dressesseen. Through address-couting, DEWP is
also able to capture worms that utilize popular net-
work servicessuch assendmail (MyDo om and SoBig)
and Web (Code-Red).

3.2 Containing Worm Propagation

There are two approadies to quarantine worm
propagation: addressblacklisting and trac lIter-
ing. DEWP usestrac ltering, asking routers to

1Even for polymorphic worms that attack multiple vulner-
abilities, the ports used by eadch vulnerabilit y will appear in
tra c.



Figure 2: Worm containment in ISP 1.

drop padkets with the automatically discovered des-
tination port. We have chosenthis alternative be-
causeit protects more vulnerable hosts than address
blacklisting giventhe sameworm attack and reaction
time [7].

There are two aspects for worm containment: pro-
tecting internal hostsfrom both internal and external
threats, and notifying other networks about the on-
going attack. Theoretically, it is always bene cial to
deploy DEWP to additional ISPsif someother ISPs
have already done so. This is becausethat multiple
systems can coordinate worm detection, and share
the worm destination port number discovered. How-
ever, there are somedi culties in reality that pro-
hibit sudh coordination including administrativ e is-
suesand mutual trustiness amongISPs. So, we focus
on deploying DEWP within one ISP in this work.

In order to show the detailed procedure of worm
containment in one ISP network, we presert an exam-
ple below. We assumethat routers can communicate
with ead other using schemessuc as multicast. For
an ISP | with DEWP deployed (shown in Figure 2),
supposerouter R detects the worm. It rst deploys
packet lIter locally. R may also be able to locate
infected hosts and block their network connections
individually .

Then, R noti es accessrouters of ISP | (labeled
aslin Figure 2) sothat internal hosts are protected
from outside probes. Also, outside hostsare no longer
scannedby infected hosts in I. Finally, routers (in-
cluding accessrouters and R) that aware of worm
propagation further alert their neighbors (labeled as
2). This processcortinues recursively within 1 until
all DEWP-aware routers deploy trac lter.

To protect hoststhat are connectedthrough other

ISPs, accesgouters of | needto notify its peersabout
the worm attack (labeledas3). Upon receivingthese
noti cations, routers in other ISPs repeat the three
stepsdescribed above.

In this work, we focus on early detection and fast
containment of worm propagation SinceDEWP quar-
antines worm propagation with port-based packet |-
tering, it may block legitimate trac to the discov-
ered port. However, we believe that this e ect only
exists when a worm s initially detected. Once we
apply more sophisticated algorithms to further iden-
tify worms such as nding signaturesbasedon worm
padket contents, we should be able to resumeservice
for legitimate trac [8].

4 System Design

DEWP keepstrack of both incoming and outgoing
connections. It maintains one list for ead direction
(port-list) to record the number of connectionsto dif-
ferent destination ports. DEWP also keepsa timer
for eadh entry in port-lists. If one port has not been
accessedor certain time interval, DEWP resetsthe
corresponding list entry. By this means, we reduce
false positives.

DEWP matches non-zero ertries in both port-
lists, and further monitors the outgoing destination
addressesof those connections. Every T seconds,
DEWP cheds the number of unique addressesob-
senedwithin last time interval. DEWP detectsworm
trac with the following condition:

N > N

(1+) 1)

N is the number of unique addressebsened and N
is its long-term average. For simplicity, we use the
Exponertially Weighted Moving Average (EWMA)
to computeN: N = N+ (1 )N.

In the above condition, re ects system's sensi-
tivity to changes. Small expedites worm detec-
tion with a potentially higher false alarm rate. On
the other hand, large increasesdetection con dence
with a cost of reducedsensitivity. Basedon our expe-
rience,we choose = land = 0:125in our simula-
tions. We investigate the e ect of detection interval
T and sensitivity parameter on DEWP performance
in Section 6.4 and 6.6.

For worm containment, we do not considerthe ac-
tual procedureto notify neighbor routers in our cur-
rent work. Hence, we ignore the noti cation delay
among routers. We will investigate this issuein our
future work.
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5 Mo deling Worm Propagation

In this work, we considerthe scenariothat one ISP
network deploys DEWP to protect its hosts. This
imposestwo requiremerts for the worm propagation
model in simulations. First, it should allow detailed
packet-level simulations to evaluate DEWP perfor-
mancein the protected network. Second,it alsoneeds
to re ect worm spreading throughout the whole In-
ternet.

Howewer, due to CPU and memory constraints, it
is usually impossibleto simulate millions of routers
and hostswith padet-level details. Fortunately, since
we are interestedin deploying DEWP to a particular
network, there is no needto model the whole Internet
with such details. So, we apply an analytical model
to represen the rest Internet without DEWP protec-
tion. Comparedto the protected network, we only
needto track seweral state variables in this abstract
world such asthe number of infected hosts.

As showvn in Figure 3, we integrate SIR
(susceptible-infectious-remeal) model [7, 9, 20, 21].
with packet-level simulations in the protected net-
work. The interaction of thesetwo parts is through
actual probing padket transmissions.

Our model has three major di erences from prior
work [20]. First, instead of applying the analytical
model to the whole Internet, we partition the Internet
into two parts and only model the unprotected net-
work theoretically. Second,we model vulnerable and
infected hosts in both parts of the Internet. Third,
instead of using analytical model to compute tra c
metrics for individual routers in detailed simulations,
the protected network in our model interacts with the
rest Internet through actual probing tra c.

5.1 Formal Represen tation of the Mo del

Formally, we presert our worm propagation model
with following equations. We describe model param-
etersin Table 1.

dSy=dt = luSu=S(0) Py; (2)

Parameter | Meaning
Su, lu, Ry | number of vulnerable, infected,
and removed hostsin the rest
unprotected Internet
infection parameter
removal parameter
Nu, Np total number of hosts and the
U, P percertage of vulnerable hostsin
both networks
Pr, Px number of probing padkets received,
sen by the protected network within
onetime unit
Py number of e ectiv e probing padkets
sent from the protected network
within onetime unit
C worm scanningrate

Table 1. Parameters used in our worm propagation
model.

dig=dt = 1ySy=Su(0) ly+Py; (3
dRy=dt = lu: (4)
Px = px Su=Ny; (5)
pr = ClyNp=N; (6)

We also have the following equations for the rest
Internet:

Su+lu+ Ry = Sy(0)
Su(@) = Ny v
N = 2% 1

Su (0) is the number of hostsin the rest Internet that
areinitially vulnerable. N is the addressspaceof the
Internet, which is used by worms to choosevictims.

There is a rough relationship betweenworm scan
rate (C) and infection parameter ( ):

=CSy (0)=N

Equations (2, 3, 4) comedirectly from the math-
ematic represertation of discrete SIR model. It up-
dates states (ly, Sy, Ru, and pr, px, Px) at eat
time unit.

We augmert the SIR model by including two new
variables px, and p; to represen probing trac be-
tween the two networks. As shawn in equations 5
and 6, the e ectiv e probing Py is proportional to py
and the percertage of vulnerable hostsin the unpro-
tected Internet. Further, p, represerts the portion of
aggregateprobing trac sert to the protected net-
work. We describe probing trac generationin Sec-
tion 5.2.



We can usethe mathematical expressionof worm
propagation model to estimate someimportant prop-
erties. For example,in Appendix A, we compute the
time when the protected network receives the rst
probing padket (probing time), and when the rst
host in the protected network is compromised(infec-
tion time). We verify our simulation results with this
analysis.

5.2 Mo deling the Interaction between
the Protected network and the Rest
In ternet

One novel aspect of our worm propagation model is
that the two networks interact through real probing
trac. With a certain scanrate C, an infected host
selectsa target to send out probing padets. If the
target is vulnerable, it is compromisedand starts to
probe other hosts. Probing padkets have no e ect on
invulnerable or infected hosts.

Worms have di erent options to sendprobing pack-
ets. For example, Code Red and Nimda rst set
up TCP connectionswith target hosts; while Slam-
mer worm sendsprobing padkets directly via UDP.
With TCP connections, worms can send out large
payload (for example, 50KB in Nimda's case). But,
the scan rate is limited by the end-to-end latency
to victims, and therefore can not be very high. On
the other hand, UDP-based worms usually have ex-
tremely large scanrate, but only one small probing
padket (400 bytes in Slammer's case). Their probing
is not constrainedby latency, but limited by available
network bandwidth. As more probing trac pumped
into networks, it not only a ects crosstrac, but also
interferes among themsehes.

We study two probing strategiesin this work: ran-
dom and local-preferred scanning. Worms (such as
Code Red and Slammer) that apply random scan-
ning choosean IP addressfrom the whole Internet ad-
dressspacerandomly. This addressmay not even be
used. Other worms (lik e Nimda) prefer to chooselo-
cal neighbors. In this work, we model local-preference
with the probability that an infected host probesits
neighbors in the protected network.

We validate the interaction between both net-
works through simulations (detailed methodology
and model parametersin Section 6.1). In Figure 4,
we show that the change of infection percenage in
both networks follow the sametrend. If we interpret
the infection percertage asthe probability that a vul-
nerable host will be compromisedat time T, Figure 4
can be looked asthe corresponding cumulativ e distri-
bution function (CDF), that isP(t < T). So,we can
apply Kolmogorov-Smirnov goodnessof t test to for-
mally determine if thesetwo CDFs are signi cantly
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Figure 4: Worm infections in both the protected network
and the rest Internet.

Parameter | Value
Na 200M
A 0.037%
Sao 74,250
0.069
Np 2550
D 30%
C 4000/ second

Table 2: Parameters usedto model Slammer worm.

dierent.

Following the methodology described in prior
work [22], we rst compute the maximum divergence
of thesetwo curves (D value) and compareit to the
critical value at 0.05level signi cance (pc—ﬁ, c= 0:874
and n = 256). Sincethe D value (0.0515) is smaller
than the critical value (0.054625),we acceptthe null
hypothesis that the two curves are not signi cantly
dierent from ead other.

6 System Evaluation

We implement DEWP in the network simulator
(ns-2.27) [23] and evaluate its performance through
simulations. In this work, we only considerscenarios
of deploying DEWP to one ISP network.

6.1 Metho dology

Sincewe are particularly interestedin the detection
and quarartine of fast spreadingworms, we evaluate
DEWP performancewith a simulated outbreak of the
Slammer worm.

We choose model parameters (summarized in Ta-
ble 2) basedon previous measuremen study on the
Slammerworm [5]. For simplicity, we do not consider
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removal function (Function 4, represerting hoststhat
die and are removed from service,or becomepatched
and are \cured") in our current work. To investigate
the e ect of dierent worm scanning techniques on
DEWP performance, we consider both random and
local probings.

For the protected network, we randomly selectand
mark 30% of end hosts as vulnerable ( p). Intu-
itiv ely, the higher p, the more likely that hosts in
the protected network are compromised.

In order to easily study the e ect of deployment
on DEWP performance, we choose a topology of a
6-nary tree with 50 routers (Figure 5). All con-
nections have 100Mbps bandwidth and 50ms prop-
agation delay. Each router connects 50 hosts with
100Mbps links (25ms propagation delay). We in-
vestigate DEWP performancein a random-generated
topology in Section 6.5.

We deploy DEWP to routers in the protected net-
work and quartify its performance with two met-
rics: detection delay and infection percertage. We
de ne detection delay as the time interval from the
rst probing padet enters the protected network till
DEWP detectsworm propagation. The infection per-
certage represerts the portion of vulnerable hostsin
the protected network that are compromised.

The coverage of DEWP-aware routers in the pro-
tected network (deployment) and the DEWP detec-
tion interval both a ect performance. We vary these
parametersto investigate their e ects.

Ideally, DEWP will be deployed on all routers.
Howewer, in practice, we may only be able to de-
ploy DEWP to somerouters due to the dicult y of
adding detection algorithm in existing router software
and cortrolling router's accesspolicy. In Section 6.2
and 6.3, we incremertally deploy DEWP to routers
ondierent layers(from 0to 3in Figure 5) and inves-
tigate how detection performance changes. We fur-
ther study DEWP performancewith dierent detec-
tion intervalsin Section6.4. We alsoinvestigate false
alarms of DEWP detection algorithm in Section 6.6,

In all scenarios,we run simulations for 50 times
and calculate statistics of detection delay and infec-
tion percentage in the protected network. Graphs
that shav mean values also indicate 90% con dence
intervals; graphs that shav medians instead depict
25% and 75% quartiles.

6.2 Eectiv eness of Worm Detection
and Quaran tine

We rst considera random-scanningworm. In this
section, we present numbers of infected hostsinstead
of showing the small infection percertages (lessthan
1%). Our simulation results shov that DEWP de-
tects worm trac in 4.8 secondswhen fully deployed
with a 1 seconddetection interval. The median num-
ber of infected hosts is 1, which is the minimal re-
quirement for DEWP to detect worm probing tra c.
Therefore, DEWP quickly detects the worm attack
and e ectiv ely protects almost all vulnerable hosts
from infection.

We further investigate the e ect of deployment
on DEWP performance. As shown in Figure 6(a),
DEWP always detects worm probing trac in 4{5
secondswvhendeployedto di erent layers. So,DEWP
detection delay is not sensitive to deployment in the
scenarioof random-scanningworms.

We also obsene that the median number of in-
fected hosts remains as 1 when DEWP deployment
covers dierent layers (Figure 6(b)). This is be-
causethat infected hostsin the protected network al-
most always probe outside networks rather than their
neighbors: the possibility that an infected host in the
protected network probesits neighbors is very small
(about 2 out of 10 million probes). So, the number
of infected hostsin the protected network is primar-
ily determined by the number of probing padckets re-
ceived from outside. Therefore, DEWP is still able
to protect almost all hosts from infection even when
only deployed on the accessouter.

Based on our results, we conclude that deploy-
ment doesnot have signi cant e ect on DEWP per-
formanceto detect and quarantine random-scanning
worms. Further, it is sucient to deploy DEWP on
the accessrouter to protect vulnerable hosts from
random-scanningworms.

6.3 Eect of Worm Scanning Techniques

Worms could apply other scanningtechniques. For
example, the Nimda worm choosesan addresswith
the same rst two octets with a probability of 50%
and an addresswith the same rst octet with a prob-
ability of 25%. Only 25% of the time, it picks a ran-
dom address. As shavn below, local-scanningworms
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Figure 6: Detect and quarantine random-scanning worm with di eren t layers of deployment.

spreadrapidly within the protected network after the
rst host is compromised. This property imposes
great challengeto worm detection and containment.
In this section,we investigateits e ect on DEWP per-
formanceby simulating a local-scanningworm. With
other parametersunchanged,we con gure the proba-
bilit y that an infected host within the protected net-
work probesits neighbors as 50%.

With full deployment and 1 seconddetection in-
terval, we nd that DEWP detects worm probing
trac in 3.87 seconds. But, almost all vulnerable
hostsin the protected network are compromisedbe-
fore DEWP blocks worm trac. Also, deployment
doesnot have signi cant impact on either detection
delay or infection percertage. Therefore, with 1 sec-
ond detection interval, even though DEWP quickly
detectsworm tra c, it cannot e ectiv ely quarantine
local-scanningworm.

To improve DEWP's e ectivenessin worm con-
tainment, we reducethe detection interval to 0.0625
second. In Section 6.4, we investigate how di er-
ent detection intervals aect DEWP performance
in details; however here we obsene that this more
frequert detection reduces vulnerability to local-
scanningworms.

Our simulation results shov that DEWP detects
worm probing trac in 4.63secondswith full deploy-
ment. We also nd that deployment does not con-
siderably a ect DEWP detection delay. Given the
similar detection delays obsened in all scenarios,we
concludethat DEWP is able to quickly detect worm
attacks regardlessprobing techniques.

On the other hand, even with full deploymert,
we still obsene about 9% vulnerable hosts compro-

14

12 +

10

Median Number of Infected Hosts

0 2 4 6 8 10 12 14 16
Timescale (seconds)

Figure 9: Median Number of infected hosts under di er-

ent detection intervals.

mised in the protected network. The infection per-
certage increasesas we reduce the number of layers
with DEWP deployed. As an extreme case,when we
only deploy DEWP on the accesgouter, all vulnera-
ble hosts in the protected network are compromised
within 10 seconds.Given the dicult y to e ectiv ely
quarantine local-scanningworms, we concludethat a
very small detection interval and wide deployment is
critical to protect vulnerable hosts.

6.4 Eect of Detection Interv als

DEWP conducts address-couting with an inter-
val of T seconds.Di erent detection intervals a ects
DEWP performancesuc as detection delay and in-
fection percertage. We investigate its e ect below.
In this section, we fully deploy DEWP on all routers
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Figure 7: Detect and quarantine local-scanning worm with dierent layers of deployment.

in the protected network.

We rst consider a random-scanning worm. As
shown in Figures 8 and 9, both the detection delay
and the number of infected hosts increaseswith de-
tection intervals. Therefore, we believe that an auto-
matic system should detect worm trac with small
intervals.

For local-scanningworms, small detection interval
is evenmorecritical. As shown in Figure 10, although
we do not obsene signicant dierence in detec-
tion delay (always about 4{5 seconds),the infection
percenage increasesdramatically at larger intervals:
from 9% (T = 0:0625%econd to 100%(T = 1second.
So, we conclude that an automatic system needsto
reactto worm tra c within small time intervalsin or-
der to quickly detect and e ectiv ely quararntine worm
propagation.

6.5 Eect of the Protected Network
Topology

Sofar, we have investigated DEWP's e ectiv eness
with a simple tree topology in the protected network.
Although this setup has simplied our analysis, it
does not re ect real network connections. To evalu-
ate DEWP performancein a more realistic environ-
ment, we replacethe tree topology with a randomly
generatedone (using GT-ITM [24, 25]) as shown in
Figure 11. Link properties and the accessconnection
of the protected network remain unchanged. We also
fully deploy DEWP to all routers.

We rst investigate scenarios with random-
scanning worms. Our results showv that DEWP de-
tects worm probing trac within about 4 seconds

o)
| AN
®/®

@\ /9\@/ Access link to

\® the rest Internet
/ \®
® \ .
/%69
~ ®

Figure 11: Randomly generated topology for the pro-
tected network.

with the detection interval of 1 second. The median
number of infected hosts in the protected network is
1. So,we concludethat for thesetopologies,DEWP is
not sensitive to the protected network topology when
facing random-scanningworms.

For local-scanning worms, the detection delay is
still about 4 secondswith detection interval as0.0625
second. But, we obsene smaller mean infection per-
certage (about 5%) than our previousresults. This is
becausesomenodesin the random generatedtopol-
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Figure 8: Detection interval a ects DEWP performance.

ogy has larger out-degree and deeper hierarchies,
hencesomeprobing padckets are dropped due to con-
gestion causedby more trac aggregation. As a re-
sult, the meaninfection percertage reduces.

6.6 Understanding False Detections

False detection is a serious concern of automatic
worm detection systems. There are two kinds of false
detections: false positives, when DEWP incorrectly
identi es legitimate trac asworms, and false nega-
tives,when DEWP fails to identify worm trac. We
investigate both casesby playing badk network trace
through DEWP algorithm.

Our trace contains two parts: badkground and
worm probing trac. For badkground trac, we
use three one-hour padet trace sets collected from
a 100Mbpslink connecting USC/ISI to the Internet.
These traces were taken on August 21, 2002. We
choosedi erent time (9am, 3pm, and 6pm) to re ect
variety in trac. IS| hasa B-classnetwork providing
servicesmainly for computer scienceresearters. It
alsohostsWeb, FTP, sendmailserersand oneb.root
DNS sener.

Becausewe did not have tracesthat cortain actual
worms, we generatesynthetic worm tra ¢ using our
worm propagation model and add this to our traces.
We record padket trace at the accesdink betweenthe
protected network and the rest Internet.

During trace playback, we rst start with badk-
ground trac. At the simulation time of 50 seconds,
we inject worm tra c.

In the experiment, we do not obsene any false
positives|jwhen both stagesof DEWP are used, it

never classi es non-worm trac asa worm. On the
other hand, DEWP doesdiscover about 10 suspicious
destination ports including 21 (FTP), 53 (DNS), and
80 (Web).

This nding has two implications. First, address-
courting is important to reducefalsepositives. With-
out this procedure, DEWP will block FTP and Web
trac dueto false detections.

Second,port-matching identi es about 10di erent
ports out of the total of 542 active onesobsened in
our trace. So, DEWP only needsto count addressto
thesel10ports. Sinceaddress-couting runs with very
small intervals (less than 1 second), port-matching
savesthe computational power on routers greatly.

In the procedureof address-couting, the sensitive
parameter in condition 1 re ects the trade-o be-
tween detection and false alarms. We study DEWP
false detections with dierent values of We ob-
serwethat with = 1, there's no legitimate trac be-
ing falsely detected as worm propagation. But, with
smaller , DEWP wrongly identi es othertrac sud
asWeb and DNS ( = 0:5), and FTP ( = 0:25) as
worms. So, = 1 seemsto be a plausible con g-
uration of DEWP detection algorithm. We needto
further verify this suggestionwith tracestaken at dif-
ferent networks.

Another important issuea ecting falsenegativesis
worm scanrate C. When a worm scanat low rate,
its probing trac has lesse ect on overall trac.
So, DEWP routers have more di cult y distinguish-
ing them from normal trac. Weinvestigatedi erent
scanrates from 4000down to 500 per second.We ob-
senethat evenwith C = 500,wormtra c still stands
out comparedto regular trac: 728 padets per sec-

10



: T~

Mean Detection Delay (seconds)
N

0.4 0.6 0.8 1

Timescale (seconds)

0 0.2

(a) Mean Detection delay.

l L
[
g
2 08 |
Q
)
&
= 06t /
S
5
Q
E 04Ff
c
©
Q
= 02}
O L L L L L
0 0.2 0.4 0.6 0.8 1

Timescale (seconds)

(b) Mean Infection Percentage.

Figure 10: Detection interval a ects DEWP performance.

ond versus34 (webtrac). So,we concludethat due
to its high spreadingspeed, UDP-basedworm tra c
has dramatic larger padket rate than normal tra c.

On the other hand, DEWP is not able to detect
worms with scanningrate lower than C = 25because
the padket rate of worm trac is low enoughto es-
cape from DEWP detection algorithm. So, low-speed
worm is more dicult to detect by only observing
trac changes.

In future work we hope to consider TCP-based
worms where scanrate is constrained by the end-to-
end latency betweeninfected host and victims.

An important areaof future work will be to exam-
ine tracesthat include real worm propagation mixed
with live Internet trac. Unfortunately we were un-
ableto nd suc a trace for this study. Howewer, we
believe that the methodology described above will be
applicable to evaluations with real network traces.
We also hope to prototype and deploy DEWP to a
real network environment to further investigate the
issuesof false detection.

7 Future Work

As a future direction, we want to extend our worm
propagation model for more complicated scenarios,
such as multi-homing, and asymmetric routing. We
alsowant to considerremoval function in our future
work.

Currently, we only investigate worms that send
probing trac via UDP. We will extend our work
to TCP-based worms in future. Another interesting
direction is to study the interference among worm
tra c.

Finally, in order to evaluate DEWP in real net-
works, implemertation is oneof our future directions.

8 Conclusion

In this work, we propose DEWP to detect and
quarantine the propagation of Internet worms at an
early stage. DEWP identies worm trac through
port-matching and address-couting. We evaluate
DEWP performancewith simulations. We nd that
DEWP detects worm attack within 4{5 seconds.By
automatically blocking worm tra c, it protects most
vulnerable hosts from random-scanningworms. We
also study the e ect of deployment and detection in-
tervals on DEWP performance. We believe that an
automatic worm detection and corntainment system
should be widely deployed and have very small detec-
tion intervals. We further investigate issuesof false
detection through tra c trace playback.
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A Expected Time of Probing and
Infection

Using the analytical represenation of our worm
propagation model (details in Section 5.1), we can
compute the time when the protected network re-
ceivesthe rst probing padet (probing time), and the
expected time when the rst vulnerable host in the
protected network is compromised (infection time).
The probing time is determined by the ratio of hosts
in both networks. The larger the protected net-
work is, the earlier it receivesprobing padets. Since
DEWP detects worm propagation after at least one
host infected, the dierence between probing time
and the expected infection time is actually the lower
bound of the expected detection delay.

For simplicity, we do not considerremoval function
(4) below. Sincethere's no probing padket sert by the
protected network beforeits rst vulnerable host is
compromised, we ignore function 5. So, we have a
simpli ed model below:

dsy luSu .
dt  ~ Sy(0) O
di U | U SU X
T SO ®)
CIyN
pr = L[i] P ; 9)

The rst probing padet is sert to the protected
network whenp, (t) 1. From equation 8, we have:

C“U:dt = |USU:S_](O)

= 1u(Su(0) 1y)=S(0)
So, in our discrete-time model, we have:

lu(t) lu(t  1)(Su(0)

+lu(t 1)

@+ )yt 1)
15t 1)=Sy(0)

Combining equation 9 and 11, we get:

(10)

lu(t 1)=%(0)

(11)

lu(t)CNp=N 1
e@s e
15t 1)=S4(0)) 1

where Iy (0) = 1. Therefore, we can solve the above
inequation to get probing time. Similarly, we have
the expressionfor expected infection time:

(12)

Ne@s e

13t 1)=Sy(0))

Given the con guration in our simulations (details
in Section6.1) we nd that the probing time is 93.20
seconds,and the expected infection time is 98 sec-
onds. Assuming fully deployment the expected de-
tection delay is about 4 seconds. These results are
consistert with our simulations.

1=p (13)
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