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Abstract— Unpredictable and heterogeneouslinks in a
wir elesssensor network require techniquesto avoid low
delivery rate and high delivery cost. Threecommonly used
techniquesto help discover high quality paths include (1)
link-lay er retransmission,(2) blacklisting bad links, and (3)
end-to-end routing metrics. Using simulation and testbed
experiments,we presentthe rst systematicexploration of
the tradeoffs of combinationsof theseapproachesguantify-
ing the effectsof eachof thesethr eetechniques.We identify
several key results: One is that per-hop retransmissions
(ARQ) is a necessaryaddition to any other mechanism
if reliable data delivery is a goal. Additional interactions
between the sewices are more subtle. First, in a multi-
hop network, either blacklisting or reliability metrics like
ETX can provide consistent high-reliability paths when
added to ARQ. Second, at higher deployment densities,
blacklisting has a lower routing overhead than ETX. But
at lower densities, blacklisting becomesless stable as the
network partitions. Theseresultsare consistentacrossboth
simulation and testbedexperiments.We concludethat ETX
with retransmissionsis the bestchoicein general, but that
blacklisting may be worth considering at higher densities,
either with or without ETX.

I. INTRODUCTION

Radiolinks in wirelesssensometworks exhibit widely
varying reliability over time, space,and from node
to node. The radio usedin currentresearchplatforms
have shovn widely varying performanceover time and
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spaceand usevery simple CSMA MAC protocols[21],
[18], [19]. The drive to minimize node cost and size
motivate a minimal hardware and software structure yet
the sensornetwork as a whole must provide a reliable
ervironment for communicationsRecentresearchhas
explored several techniquego improve reliability: link-
level retransmissionARQ); blacklisting, i.e., rejecting
bad links; and routing using a metric that re ects path
reliability. To our knowledge, no current researchhas
carefully explored the interactions betweenthesetech-
niguesas eachstrivesto improve reliability in different
ways. Thatis the goal of this paper

PerhopretransmissiorfoftencalledARQ atthe MAC
layer) is a widely usedtechniqueto improve reliability
of a given link [2]. Retransmissionare attemptedone
or more times up to some limit before the paclet
is declaredlost. Using link-level ARQ, lossescan be
quickly detectedand corrected,and even a few perlink
retransmissionsan greatly improve end-to-endeliabil-
ity.

Blacklisting is a techniquethat preventslow quality
links from being consideredor pathselection[7]. With
blacklisting, all nodescollect statistics about delivery
rateswith their neighbors.Thesedelivery ratesare used
to estimatethe quality of all wireless"links”. Links with
loss rate below a con gured blacklisting threshold are
ignored—inboundand outboundpaclets on thoselink
aredropped.By avoiding tenuoudinks, blacklistingcan
improve end-to-endreliability, althoughignoring links
risks partitioning the network.

Recentresearclthasproposedhe useof link reliability
asa metric for routing path selection[4]. Sucha metric
allows the routing protocolto considercumulatize link
reliability over paths,and nd the mostreliable end-to-



end path. Several metrics have beenproposedto rep-
resentreliability, and we review themin Sectionlll-D.
Metric-basedrouting can incur higher control message
overheadif link reliability changedrequently

Thesethree mechanismsare not mutually exclusive;
eachapproacheghe problem of improving end-to-end
reliability in a differentway. However, to our knowledge,
thereis no literaturethat systematicalljcompareghese
techniquesacrossa rangeof parameterspoth individ-
ually and in combination.In this paper we conduct
such a systematicstudy This study is complicatedby
the fact that the parameterspaceis ratherlarge—each
techniquecanbe usedwith differentsettingsandthresh-
olds. We usesimulationto explore the spacethoroughly
thenvalidateselectedsimulationresultsthroughtestbed
experiments.

Our goal is to understandhow different techniques
can combineto provide “reasonably” reliable end-to-
end delivery in the face of lossy links. We assume
that applicationscantolerateor recover from occasional
loss[16], [15], andthatthe primary sourceof lossis due
to noiseand ervironmentaleffects, not congestion14],
[17]. Thesecharacteristicare typical of mary current
sensometworks.

The main contrikution of this paperis this systematic
study comparingthe techniquesof perhop retransmis-
sion, blacklisting,andmetric-basedouting andstudying
their interactions.We identify several key results:One
is that perhop retransmissions a necessanadditionto
ary othermechanisnif reliable datadelivery is a goal.
Additional interactionsbetweenthe servicesare more
subtle.First, in a multi-hop network, either blacklisting
or reliability metricslike ETX can provide consistent
high-reliability pathswhen addedto ARQ. Second,at
higher deployment densities,blacklisting has a lower
routing overheadthan ETX. But at lower densities,
blacklisting becomesless stable as the network parti-
tions. Theseresultsare consistenticrossboth simulation
and testbedexperiments.Finally, we have con icting
resultsaboutthe effects of combiningall three mecha-
nisms.Testbedesultssuggesthat moderateblacklisting
can reducethe cost of route discorery when addedto
metric-basedrouting, however this obsenation is not
supportedin simulation. We concludethat ETX with
retransmissiongs the best choice in general,but that
blacklisting may be worth consideringat higher den-
sities, either with or without ETX. We describethese
resultsin the context of sensometworks; they are also
applicableto multi-hop ad hoc networks.

Il. RELATED WORK

Therehasbeena greatdeal of recentwork exploring
radio link characteristicsn sensornetworks and ways

to improve reliability. Here we review related work
about link quality and three approachesto improve
performance:perhop retransmissionplacklisting, and
reliability metricsfor path selection.

a) Link evaluation: Two recent papers evaluate
radio propagtion with sensometwork style radios,Woo
and Culler [18] and Zhaoand Govindan[21]. Zhaoand
Govindan obsered in their experimentsthat over 10%
links are asymmetricand a third of links have lossrate
greaterthan30%(21]. They nd thattheseresultspersist
in severalenvironmentsWoo andCuller[18] nd similar
resultsand investicate remediationstratgies (described
belaw).

Thereis growing evidencethat poor link quality can
causeproblemsin multi-hop communicationDe Couto
et al. studiedthe shortestpath algorithmin a network
with lossy links and found that this algorithm often
selectsa pathwith poor reliability [5].

b) Per-hopRetransmission:Perhopretransmission
is probably the oldest known techniqueto increase
delivery rate on a link that is selectedfor data deliv-
ery [2]. MAC level retransmissiorfor AutomaticRepeat
RequestARQ) is usedin the 802.11MAC to improve
delivery rate. ARQ and Forward Error Correctingcodes
have beenproposedo improve perhop reliability [12].
The goal of perhop retransmissioris to improve the
quality of a given link, thus improving whatever path
hasbeenselected.

c) Blacklisting: Blacklisting eliminatesunreliable,
lossy or asymmetridinks from the setof links usedfor
communication.Lundgrenet al. identi ed gray zones
and suggestedhat links in this zoneshouldbe ignored
(blacklisted)while makingrouting decisiong13]. Ignor-
ing fading links [3], only using links with good signal
strength[7], and using power at which a messages
receved to identify good links and using only good
links for routing are differentwaysin which researchers
have implementedblacklisting. Ultimately the goal of
blacklisting is to avoid poorquality links, thus forcing
selectionof reasonablgaths.

d) Reliability Metricsin Routing: All routing pro-
tocols use somerouting metric to selectpaths.If the
routing metric is selectedto represenend-to-endrelia-
bility, the routing protocol canidentify pathswith high
reliability. De Coutoet al. proposedan ETX (Expected
numberof transmissionsnetric that considersforward
and backwvard reliabilities to identify high throughput
pathsin a network [4]. Thiswork focuseson maximizing
throughputin 802.11b-basechetworks. Yarvis et al.
proposedusing the minimum of forward and backward
reliabilitiesaslink metricandusingthatto nd the most
reliable path but they note that this resultsin longer
paths[19]. Awerkuch et al. proposedminimizing the



amountof time a paclet usesthe network (mediumtime
metric) in a multi-rate radio ervironmentto maximize
throughput[1]. Draves et al. proposedPerhop Round
Trip Time and Perhop Packet Pair Delay link-quality
metrics but concludethat thesemetrics perform worse
thanthe ETX metric [6].

e) Interactions of theseapproades: We know of
only one work [18] that considershow retransmission,
blacklisting, and reliability metric help improve data
delivery performance.Their study examinesthe effect
of blacklisting (with only two thresholds)on shortest
pathrouting. Furthermoretheir study doesnot examine
paclet delivery in the absenceof perhop retransmis-
sions.Generallyspeakingpur work moresystematically
explores the parameterspaceby comparing different
combinationsof thesethreetechniquesand quantifying
the effect of eachtechniquein the combination. For
example,we exploretheimpactof blacklisting(with ve
differentthresholdspn ETX andthe ML metricaswell.
We alsodevelop a deepemunderstandingf the reliability
metric by studyingit at differentresolutionsFinally, we
control the numberof retransmissionasa parameteto
our routing protocol; this provides an additionalinsight
on how to achieve a desireddelivery rate and delivery
cost.

I1l. DETAILED APPROACHES TO IMPROVE PATH
RELIABILITY

We considerthe three approachego improve path
reliability: perhop retransmission,blacklisting, and
reliability-basedmetricsin routing. This sectionbrie y
reviews the speci ¢ algorithmswe usein our simula-
tions and testbedexperiments. Since blacklisting and
reliability metricsdependon estimatef link reliability
we begin by summarizinghow link statistics can be
collected.

A. Measuringlink reliability

Blacklisting andreliability metricsmustestimatelink
quality. Link delivery ratechangesver time dueto envi-
ronmentor transientiraf c characteristica.ink statistics
needgo bereasonablyesponsie to thesechangesWoo
andCuller evaluateda rangeof optionsfor link estimator
andneighborhoodable managemernitl8]. They identify
Window Mean with Exponentially Weighted Moving
Average(WMEWMA) to be a good estimatorof link
quality in a wirelesssensometwork. Onecanuseactive
or passve techniquesto collect link statistics. Active
techniquesrely on periodic broadcastsontaining link
statisticsabouteachneighbor Passve probinginvolves
piggybackinglink statisticsto the outgoingdatapaclets.
Combinationof active andpassve probingarealsofea-
sible. We useactive probingand WMEWMA estimator
in our testbedexperiments.Choice of a single probing

techniqueshould not favor ary given protocol since it
affectsall reliability techniquesequally

B. Per-hop retransmission

Retransmissiofis a well known techniqueto improve
the quality of unreliablelinks. Retransmissioris often
doneatthe MAC layer, or it canbedoneat higherlayers,
both to the sameeffect. We vary the numberof allowed
dataretransmissionfrom zeroto three.

In contention-basedVMACs there is often a higher
possibility of collision during the contentionperiod. In
our testbedexperimentswe use S-MAC [20] which
includesan RTS/CTS protocol. It is importantto dis-
tinguish retransmission®f the contentionsignal from
retransmissionsef the data.We alwaysallow up to seven
attemptsat retransmittingRTS signalsindependenof the
numberof allowed dataretransmissions.

C. Blaclisting

Blacklisting removes unreliablelinks from the set of
links routing layer can use to form a path. Only the
links with reliability higherthana bladklisting threshold
are madeavailable for sendingand receving messages.
Blacklisting is usually appliedabove the link layer and
before the messagegets to the network/routing layer.
Our blacklisting implementationdrops incoming and
outgoingpacletson eachlink thatit determinego have
reliability belov the specied blacklisting threshold.
Note that this approacheffectively eliminatesasymmet-
ric links from consideration.In this paper we focus
on using blacklisting to reducethe impact of quality
variations acrossdifferent links. Adding hysteresisto
blacklisting reducesthe impact of temporal variation
in link quality increasingthe stability of network per
formance. Exploration of temporal effects is an area
for future work. In our experiments,we use a single
threshold which classi es a link as a “bad” link as
soonasandfor aslong asits reliability falls belov the
threshold.

Setting a very high blacklisting thresholdresultsin
only highly reliablelinks participatingin routeselection,
which ultimately helps selecta path with high end-to-
endreliability. However, a high thresholdcanalsomalke
nodesunreachabl@ removal of links with lower reliabil-
ity createsa network partition. Settingthe thresholdtoo
low allows mediocrelinks to be selectedwhich could
resultin a poorpath.In our study we explore theimpact
of thresholdselectionon performance However, since
less-reliablelinks tend to form less-desirablgaths,we
examinedhigh and moderatethresholdsn greaterdetail
thanlow thresholds.



D. Reliability Metrics

Path reliability, when usedas an end-to-endrouting
metric, can identify the end-to-endmost reliable path
betweentwo nodes.By default, mary sensor[11] and
ad hoc routing protocolsuse latengy or hop count as
a metric. Becausethey do not differentiatepathsbased
on reliability, they tend to selectpathswith low relia-
bility [5]. To determinepath quality, we rst quantify
the reliability of eachlink in termsof a metric: the suc-
cessrate, expectednumberof retransmissiongr signal
strength A routing protocolcanthencombinetheselink
qualitiesadditively or multiplicatively (dependingupon
the metric), to selectpathswith the “best” end-to-end
reliability.

A given metric hasan associatedesolutionthatlimits
pathdifferentiation.Theresolutionis appliedwhenlinks
are measuredFor instance for a succesgate metric, a
resolutionof 20% categorizesall links into ve classes
with reliabilities 0-20%, 21-40%, 41-60%, 61-80%,
and 81-100%.A low resolutionmetric may reducethe
quality of the resultingpath by treatingan 81% link as
equialantto a 99% link. However at high resolutions
(say 1%), routing algorithmscan over optimize to ac-
complish limited improvement, switching from a 97%
link to a 98% and a 99% link. Sincelink qualitiesare
experimentallyobsered andapproximateto begin with,
thesechangesncur the costof propagting new routes
while providing little or no actualchangein quality.

We useavariantof ETX [4], alsoproposedasMT [18]
by Woo et al., asa reliability metric. ETX is de ned as
the expectednumberof transmissiongincludingretrans-
mission)for a successfuénd-to-endlataforwardingand
hop-by-hopacknavledgment.The following expression
shovs how to computethe ETX metric for a path
p consistingof links a..z with forward reliability of
f orward, and backward reliability of backward, for
link a:

1

f orward, backward,
ETX (p) = etx(a) + ::: + etx(2)

etx(a) =

Our versionof ETX roundsthe ETX value for each
link to its nearestinteger, effectively reducingthe res-
olution of the ETX metric. For example, forward and
reversereliabilitiesin therange[0.82,1]resultin anETX
value of 1, which makeslinks differentin reliability by
asmuchas0.18 appearidentical. With poorerlink reli-
ability, ETX becomesnore sensitve to small difference
in link reliability enablingit to compardinks ata higher
resolution.Thusthe resolutionof this reliability metric,
while variable,is at most0.18. This implementatiorwas
intendedto approximatepreviously reportedresultsas
closeaspossible.

We also consider end-to-endsuccessrate (SR) as
a secondreliability metric. We use the SR metric to
evaluatethe effect of metric resolutionon performance
becausét providesconsistentesolutionacrosgherange
of values.To computeend-to-endsuccesgate we use
the productof forward and backward reliabilities of all
links in a path as our metric. This metric is similar to
the metric proposedn [19], but by taking the minimum
of forward and backward reliability, that metric tendsto
underestimatelink reliability whenlinks are asymmet-
ric. Note a variationthatincludesonly forwardreliability
is a reasonablalternatve when acknavledgementsare
not enabled(but this variation is not evaluatedin this

paper).
IV. EVALUATION METRICS

To compare protocol alternatves we consider the
following metrics:

a) Routing Overhead: Routing overheadprovides
an estimateof enegy costfor nding a path for data
forwarding. We computeit by counting paclets sent
during pathdiscovery. This estimateassumesn enegy-
conservingMAC protocolis in usesothatidle listening
doesnot dominateenegy consumption(An alternatve
is to countpacletsreceved; we do not do that because
it is more sensitve to density)

Link quality estimationinvolves a periodic exchange
of bi-directionallink quality estimatewith eachneighbor
and can be an additional source of overhead.We do
not measurethis cost in our experimentsand there-
fore slightly overestimatethe relative cost of ML with
retransmissiongut no blacklisting. However, for this
con guration, data delivery cost is much higher than
alternatve schemesopur overall resultsdo not change.

b) Path Reliability: Path reliability measureghe
ratio of successfullydeliveredmessageatthesinkto the
numbersentby sourcesAlthougha high pathreliability
is desirablea slightly lower reliability may be tolerable
if accompaniedy much lower overhead.

c) Path Length: We measurepath lengthin hops
from sourceto sink. Longer path lengthscorrespondo
higherdelivery lateng. This relationshipis approximate,
however, sincewe do not explicitly model MAC-level
retransmissiortostson lateng or enepy.

d) Data DisseminatiorOverhead:This metriccap-
turesthe costto senddata,andincludesretransmissions
but excludesrouting overhead.This metricis computed
by normalizingthe total numberof datatransmissiongy
the numberof successfullydeliveredmessageto re ect
the cost of paclets that are sentbut lost. Assumingan
enegy conservingMAC, dataoverheadapproximateshe
enegy consumedo senddatain the system.

We decidedo evaluateroutinganddatadissemination
overheadsseparatelyso that our result can be used
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Fig. 1: Reliability vs. distancepro le usedin the simu-
lation.

to estimateaggrejate overheadsfor applicationswith

different route updateand datarates.We also note that
retransmissiongffect path reliability and datadissemi-
nationoverheadwhile blacklistingandreliability metrics
impactall evaluationmetrics.

V. SIMULATIONS

We conducteda simulation study of reliability tech-
niquesto systematicallyexplore the parameteispaceof
eachmechanismand combinationsof the mechanisms.
This sectionreportsthis exploration;SectionVI validates
key resultsin atestbed.

A. SimulationMethodolay

We consideredthe interaction betweenthree tech-
nigues: retransmissionsblacklisting, and metric-based
routing. We evaluated all 96 combinationsof these
parameters0, 1, 2 or 3 retransmissionsp%?*, 40%,
60%, 70%, 90%, and 95% blacklisting thresholds;and
minimumlateng (ML), Succes®fRate(SR) metricat 1%
and 10% resolutions(SR01 and SR10), and expected
transmissiongETX) asrouting metrics.For brevity, we
summarizethe parameterausing a three-tuplenotation
(A, B%, C), whereA is thenumberof retransmission®
is the blacklistingthreshold,andC is the routing metric.

We evaluate thesetechniquesusing the one-phase-
pull (OPP)variant of Directed Diffusion [9]. Directed
Diffusion is a data-centricmechanismfor naming, ag-
gregation, and disseminatiorof informationin a sensor
network [11]. We choseit becauset is usedin several
sensornetwork deployments, is freely available, and
allows us to obsere a speci c real protocol. In OPR
the querying node, also called the sink broadcastsa
query also called an interest into the network. Data
generatedby the source nodes are directed back to

1A thresholdof 0 doesnot Iter out ary badlinks andthe behaior
of the underlyingrouting protocolis unchanged.

the sink using previous hop pointersfor given query
attributes,alsocalleda gradient Queriesarere-injected
into the network every interestepoch.Intermediatenodes
pick up the rst interestmessagehey receive andignore
the rest of the interest messageshat arrive in the
sameepoch.By default, nodeswith diffusion selecta
minimum-lateng pathlike the ML metric. To simulate
otherreliability metricswe extendedOPPto encodethe
routing metric as an additional attribute in the interest
message Nodes update the metric value when they

forward the interestmessagetebroadcastingnterestsif

the metricimproveswithin a singleepoch.While we use
this speci ¢ protocol, we expectthemto be applicable
to otherad hoc routing protocolsaswell.

We conductour simulationsusing diffusion release
3.2.0 as a process-leel simulator Packets are sentbe-
tween nodes as UDP paclets. Between each pair of
nodesall paclets are subjectto probabilistic loss as
a function of distancebasedon propagtion pro les
(Figure1) from Zhaoet al. [21].

We considera 125-nodenetwork with nodesplacedin
al24 124m? areausinga placemenstratgy similar to
thatin [9]. A sinkis placedin the lower left sixteenthof
the sensor eld. We use ten clusteredsources;a rst
sourceis chosenin the upper right sixteenthof the
area,additionalsourcesaretaken asthe neareshodesto
that source.This constrainedsourceand sink placement
allows us to maintain consistentaverage path lengths
from sourceto sink acrossdifferentrandomlygenerated
instancesof the sensornetwork. To vary node density
we changedthe number of nodesby placing 45, 65,
and 125 nodesin the given area.Assuminga nominal
radio range of 30m and uniform node density these
placementsresult in topologieswith an averageof 8,
12, and 23 neighborsper node. For a given density we
generated?20 topologieswith randomnode placements
and simulatedall 96 parametercombinationson those
topologies.

Each source generatesone data paclet every two
secondsOur simulationsdo not aggrejate datawithin
the network, exercisingour reliability mechanismsnore
thanthey might have beenin a systemwith in-network
aggreation. We setaninterestepochof 100 secondsso
ary routing choiceaffects about50 datapaclets.

Our simulationresultsreport95%con denceintervals
for eachmetric, obtainedfrom 20 simulationruns.

B. SimulationResults

We have extensiely exploredthe parameteispaceof
interactionbetweenblacklisting, reliability metricsand
link-layer retransmissionkor reasonof spacehowever,
this sectionis organizedin a mannerthat bringsout the
main results. Recall that the focus of our explorations
is to nd a set of mechanismsthat enableshighly
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reliable delivery with low overhead We baseour initial
discussion®n simulationof a network with an average
densityof 23 neighborshaving a non-zeroreceptiorrate.
Towardsthe end of the section,we discussthe impact
of density

Our rst resultis that link-layer retransmissionsre
necessaryor achieving high reliability, giventhe paclet
lossratesobsened in practicalsensometwork settings.
Figure2(a) shaws that, without retransmissionsjoneof
our mechanismxhibit pathreliability exceeding70%.

In addition, Figures 2(a) and 2(b) shav that a small
numberof retransmissionss sufcient to achiese high
path reliability (abore 90%) whenusedin combination
with either blacklisting or a reliability metric. That
retransmissionsan improve path delivery is somevhat
obvious, but it is worth emphasizingarticularlybecause
commonlyusedsensometwork MAC (suchasthosein
TinyOS) eitheromit ARQ or make it optional.

High reliability cancomeat the costof high overhead,
however, if pathlengthsbecometoo long or numberof
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retransmissiongxcessve. Next, we obsene that ETX
togethemwith retransmissionsanachieve high reliability
efciently. Figures 2(b) and 2(c) shav that ETX can
achieve nearly98%delivery with up to 3 retransmissions
with about18 transmissionper deliveredpaclet. Since
typical pathlengthsincurredfor ETX are 8-9 hops,this
suggestsabouttwo transmissionger hop.

The ef ciency of metric-basedouting candependon
the choice of metric. Figure 2(a) shavs that a higher
resolution reliability metric (SR01) achieves a higher
reliability (68%)thanlower resolutionreliability metrics
(ETX at40%andSR10 at51%)at zeroretransmissions.
It would then seemthat tuning the resolution of the
reliability metric can improve reliability signi cantly.
However, doing so increasegath length and overhead.
With a high-resolutiommetric (SR01), pathsaretwice as
long asthe ML metric (Figure 3(a) at 0% blacklisting
threshold);high-resolutionrmetricsare clearly unaccept-
able for lateng critical applications.Similarly, a high
resolutionmetrictriggersmary morerouteupdatesfig-
ure 3(b) shaws that, without blacklisting, SRO1 incurs
591 transmissiong4.7 transmissionger node) during
interest propa@tion, more than twice that of ETX or
SR10. For this reason,ETX togetherwith a small
numberof retransmissionprovidesbetterpathselection
at low overhead.We note that this result, while not
startling, is newv: ETX has beenshavn to have good
performance,but, to our knowledge, its performance
in concertwith link-layer retransmission&ad not been
studiedbefore.

More surprisingis the obsenationthatthe ML metric,
togetherwith blacklisting and retransmissionss able
to achieve comparablereliability at lower overhead
thanETX with retransmission@~igure4(a)). Essentially
blacklistingenablesML to nd pathsthathave moderate
reliability, and retransmissionsn thesepathsimproves
path reliability (for example, comparethe differences
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(3,0%,ETX) shavn for comparison.

in reliability between (0,0%,ML), (0,70%,ML), and
(3,70%,ML) in Figure4(b)). ETX paysa higherinterest
overheadto nd similar, high-reliability paths. Thus,
Figure 3(b) shavs that interest overheadfor ETX is
33% higherthanthat for the ML metric,andarisesfrom
the fact that metric-basedouting must propagte route
updatesashigherreliability pathssupersedéow-lateng,
low-reliability paths. Blacklisting, on the other hand,
immediatelyrejectsthesepathsas beneaththreshold.
Variations in network density can affect these re-
sults.Unfortunately while (3,70%,ML)is comparabldo
(3,0%,ETX)at high densitiesthe reliability of blacklist-
ing falls off at lower densitydeployments.For example,
asFigure 5 shaws, at 12-neighbordensity (3,70%,ML)
is about as reliable as (3,0%,ETX) (83% vs. 92%)
with 30% lower interestcosts. But when we consider
less densedeploymentsin Figure 5, the reliability of
(3,70%,ML) falls off becauseblacklisting begins to
partition the network, rejectingunreliablebut necessary
links. For thesereasonswe concludethat despiteits
higher interestcost, ETX togetherwith retransmissions
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Fig. 6: Testbeddeployment map. Gray boxes are relay
nodes.The black circle (top-right) is a sourcenode.The
black box (bottom-left)is a sink node.

is the most desirablealternatve sinceit is more stable
acrossa rangeof densities.However, in a high density
deployment of a sensornetwork, blacklisting may be
preferablebecauseof its lower interestcost.
Thedisadwantageof ETX is its higherinterestcost.We
hypothesizedthat the addition of moderateblacklisting
to metric-basedouting could sene to reducethis cost.
Simulation results do not support this hypothesisfor
ETX, but (as we shav later) our testbedresults do.
In simulation, Figure 3(b) shavs, interestoverheadfor
(3,*,ETX) is fairly constantwith moderateblacklisting
values(0-90%).A similar obsenation is true for path
reliability (Figure 3(c)) and delivery cost (Figure 3(d)).
Testbedresultsreacha quite different conclusion,sug-
gestingthis topic asan areafor future work.

VI. TESTBED EXPERIMENTS

To validate our simulation resultswe conductedex-
perimentson an 18-node testbed. Given the logisti-
cal dif culty of exploring the entire spaceof 96 ex-
perimentalcon gurations, we chose ve con gurations
as representafie samples.Of these,the con guration
(0,0%,ML) forms the baseline,(1,60%,ETX) has all
three mechanismgretransmissionsblacklisting, and a
reliability metric), and (1,60%,ML), (0,60%,ETX),and
(1,0%,ETX) considercombinationsof two mechanisms
eachat one speci ¢ parametessetting.

A. Methodolgy

In our 18-nodeStagate [10] testbed,we con gured
one nodeto function asa source,oneasa sink, and 16
nodesasrelays.Figure6 is a mapthat shavs how these
nodesare deplojed on a oor of our of ce building. A
Mica-2 nodeattachedo eachStagatewasusedfor radio
communicationWe adjustedheradiotransmitpower on
the mote suchthat eachnode has5-15 neighbors.This
setting provides a rich network connectiity (Figure 7)
which makesavailablenumerougossiblepathsbetween
the sourceandthe sink. The motesrun TinyOS, but with
S-MAC [20] asthe MAC layer
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Fig. 7: Network connectity in the testbedDottedlines
indicate links with less than 60% reliability in one
direction.

We usedEmstar[8] on eachnodeto setupandcontrol
the experiments Emstaron eachStagate nodeusesthe
Mica-2 as a network interface. We use Emstars link
statisticscollection moduleand its blacklistingmodule.
Emstars link statistics collection usesWMEWMA to
estimatelink quality to its neighbors.lts blacklisting
moduleusesthe link statisticsestimateto identify links
that have delivery ratebelow a con gured thresholdand
disablesthoselinks.

Minimal software modi cation was necessaryto the
simulation software to run it on the Stagate testbed.
Diffusion was con gured to use Emstars blacklisting
capability andto obtainlink statisticsfrom Emstar We
con gured Emstarto send neighbor probesevery 10
secondsIn our experiments,eachcon guration ran for
37.5 minutes.During that time, the sink sent15 rounds
of interestandthe sourcesentdataevery threeseconds.

Finally, in orderto validate our simulationresultson
the testbedwe collectedthe temporallink statisticsand
topology information from the testbedand input those
into the simulator. The next sectioncomparegheresults
obtainedfrom simulation,with resultsfrom our testbed.

B. Resultsfrom TestbedEvaluation

Figures 8(a) through 8(d) comparethe values of
different metrics obtainedusing the testbedand from a
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Fig. 8: Comparisorof Testbedand simulationresultsfor variouscon gurationsusing four metrics

comparableimulation,for the vecon gurations.There
is, by and large, remarkableagreementbetweenour
testbedexperimentsandour simulation:for mostmetrics
and for most con gurations, the difference between
experimentand simulation falls within the bounds of
experimental error. This gives us con dence that our
conclusiongSectionV) will holdin practice For brevity,
we focuson situationswherethereis somedisagreement
betweenexperimentand simulation.

In mary cases,the testbedresults are slightly dif-
ferent from those obtained using simulations on the
sametopology Lacking a detailed instrumentationat
the MAC layer, we are not able to isolate the cause
for this discrepang. We conjecturethis differencecan
be explained by observingthat the simulator may not
accuratelycaptureinterferencefrom concurrenttrans-
missions Furthermorethe testbedresultsexhibit greater
variability than simulationson the sametopology This
canbe attributedto fewer numberof nodesandrunson
the testbed.We plan to verify our experimentalresults
on a larger testbed.

Resultsfrom the testbedalsohave a highervariability
relative to thosediscussedn SectionV, particularlyfor
con gurationswith blacklisting, We attribute this to our
earliersimulations'not capturingthe temporalvariations

in link quality obsered in the testbed.

Finally, one con guration where experimentdeviates
from simulation is the impact of blacklisting on in-
terest overheadwhen usedin conjunctionwith ETX.
Figure 8(a) shaws that (1,0%,ETX) usesabout 28 total
messagesn a 18-nodenetwork while the ML metric
only usesabout18 total messagesvery interestepoch.
This contradictsour simulation results, which suggest
that blacklisting has a negligible effect on reducing
interestoverhead.We do not have an explanation for
this discrepang at the time of writing.

VIlI. CONCLUSION

In this paper we have examinedthe interplaybetween
three mechanismdor selectinghighly reliable wireless
routing paths at low overhead:blacklisting, reliability
metrics, and retransmission.To our knowledge, ours
is the rst work to systematicallyevaluatethis design
space Our simulationsreveal several interestingresults:
link-layer retransmissionsare necessaryfor high path
reliability; areliability metriclike ETX, togethemwith up
to threelink-layer retransmissionsanprovide high path
reliability at low overhead;more surprisingly the ML
metrictogethemwith blacklistingandretransmissionsan
often provide comparablereliability with slightly lower



overheadbut this con gurationis sensitve to the black-
listing threshold Giventheseresults we recommendhat
areliability metricsuchasETX, togethemwith link-layer
retransmissionss arobust choicethatworkswell across
therangeof con gurationswe explored. Theremarkable
agreemenbetweensimulationand a real-world testbed
lendssigni cant weight to our conclusions.
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