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Abstract— Unpredictable and heterogeneouslinks in a
wir elesssensor network require techniques to avoid low
delivery rate and high delivery cost.Thr eecommonly used
techniquesto help discover high quality paths include (1)
link-lay er retransmission,(2) blacklisting bad links, and (3)
end-to-end routing metrics. Using simulation and testbed
experiments,we presentthe �rst systematicexploration of
the tradeoffs of combinationsof theseapproaches,quantify-
ing the effectsof eachof thesethr eetechniques.We identify
several key results: One is that per-hop retransmissions
(ARQ) is a necessaryaddition to any other mechanism
if reliable data delivery is a goal. Additional interactions
between the services are more subtle. First, in a multi-
hop network, either blacklisting or reliability metrics lik e
ETX can provide consistent high-reliability paths when
added to ARQ. Second, at higher deployment densities,
blacklisting has a lower routing overhead than ETX. But
at lower densities,blacklisting becomesless stable as the
network partitions. Theseresultsare consistentacrossboth
simulation and testbedexperiments.We concludethat ETX
with retransmissionsis the best choice in general, but that
blacklisting may be worth considering at higher densities,
either with or without ETX.

I . INTRODUCTION

Radiolinks in wirelesssensornetworksexhibit widely
varying reliability over time, space, and from node
to node. The radio used in current researchplatforms
have shown widely varying performanceover time and
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spaceandusevery simpleCSMA MAC protocols[21],
[18], [19]. The drive to minimize node cost and size
motivatea minimal hardwareandsoftwarestructure,yet
the sensornetwork as a whole must provide a reliable
environment for communications.Recentresearchhas
explored several techniquesto improve reliability: link-
level retransmission(ARQ); blacklisting, i.e., rejecting
bad links; and routing using a metric that re�ects path
reliability. To our knowledge, no current researchhas
carefully explored the interactionsbetweenthesetech-
niquesaseachstrives to improve reliability in different
ways.That is the goal of this paper.

Per-hopretransmission(oftencalledARQ at theMAC
layer) is a widely usedtechniqueto improve reliability
of a given link [2]. Retransmissionsare attemptedone
or more times up to some limit before the packet
is declaredlost. Using link-level ARQ, lossescan be
quickly detectedandcorrected,andeven a few per-link
retransmissionscangreatly improve end-to-endreliabil-
ity.

Blacklisting is a techniquethat prevents low quality
links from beingconsideredfor pathselection[7]. With
blacklisting, all nodescollect statisticsabout delivery
rateswith their neighbors.Thesedelivery ratesareused
to estimatethequality of all wireless“links”. Links with
loss rate below a con�gured blacklisting thresholdare
ignored—inboundand outboundpackets on thoselink
aredropped.By avoiding tenuouslinks, blacklistingcan
improve end-to-endreliability, although ignoring links
risks partitioning the network.

Recentresearchhasproposedtheuseof link reliability
asa metric for routing pathselection[4]. Sucha metric
allows the routing protocol to considercumulative link
reliability over paths,and �nd the most reliableend-to-



end path. Several metrics have beenproposedto rep-
resentreliability, and we review them in SectionIII-D.
Metric-basedrouting can incur higher control message
overheadif link reliability changesfrequently.

Thesethreemechanismsare not mutually exclusive;
eachapproachesthe problem of improving end-to-end
reliability in adifferentway. However, to ourknowledge,
thereis no literaturethat systematicallycomparesthese
techniquesacrossa rangeof parameters,both individ-
ually and in combination. In this paper, we conduct
such a systematicstudy. This study is complicatedby
the fact that the parameterspaceis rather large—each
techniquecanbeusedwith differentsettingsandthresh-
olds.We usesimulationto explore thespacethoroughly,
thenvalidateselectedsimulationresultsthroughtestbed
experiments.

Our goal is to understandhow different techniques
can combine to provide “reasonably” reliable end-to-
end delivery in the face of lossy links. We assume
that applicationscantolerateor recover from occasional
loss[16], [15], andthat theprimarysourceof lossis due
to noiseandenvironmentaleffects,not congestion[14],
[17]. Thesecharacteristicsare typical of many current
sensornetworks.

The main contribution of this paperis this systematic
study comparingthe techniquesof per-hop retransmis-
sion,blacklisting,andmetric-basedroutingandstudying
their interactions.We identify several key results:One
is thatper-hopretransmissionsis a necessaryadditionto
any othermechanismif reliabledatadelivery is a goal.
Additional interactionsbetweenthe servicesare more
subtle.First, in a multi-hop network, eitherblacklisting
or reliability metrics like ETX can provide consistent
high-reliability pathswhen addedto ARQ. Second,at
higher deployment densities,blacklisting has a lower
routing overhead than ETX. But at lower densities,
blacklisting becomesless stable as the network parti-
tions.Theseresultsareconsistentacrossbothsimulation
and testbedexperiments.Finally, we have con�icting
resultsabout the effects of combiningall threemecha-
nisms.Testbedresultssuggestthatmoderateblacklisting
can reducethe cost of route discovery when addedto
metric-basedrouting, however this observation is not
supportedin simulation. We concludethat ETX with
retransmissionsis the best choice in general,but that
blacklisting may be worth consideringat higher den-
sities, either with or without ETX. We describethese
resultsin the context of sensornetworks; they are also
applicableto multi-hop ad hoc networks.

I I . RELATED WORK

Therehasbeena greatdealof recentwork exploring
radio link characteristicsin sensornetworks and ways

to improve reliability. Here we review related work
about link quality and three approachesto improve
performance:per-hop retransmission,blacklisting, and
reliability metricsfor pathselection.

a) Link evaluation: Two recent papers evaluate
radiopropagationwith sensor-network styleradios,Woo
andCuller [18] andZhaoandGovindan[21]. Zhaoand
Govindan observed in their experimentsthat over 10%
links areasymmetricanda third of links have loss rate
greaterthan30%[21]. They �nd thattheseresultspersist
in severalenvironments.WooandCuller [18] �nd similar
resultsand investigate remediationstrategies (described
below).

Thereis growing evidencethat poor link quality can
causeproblemsin multi-hop communication.De Couto
et al. studiedthe shortestpath algorithm in a network
with lossy links and found that this algorithm often
selectsa pathwith poor reliability [5].

b) Per-hopRetransmission:Per-hopretransmission
is probably the oldest known technique to increase
delivery rate on a link that is selectedfor data deliv-
ery [2]. MAC level retransmission(or AutomaticRepeat
Request,ARQ) is usedin the 802.11MAC to improve
delivery rate.ARQ andForward Error Correctingcodes
have beenproposedto improve per-hop reliability [12].
The goal of per-hop retransmissionis to improve the
quality of a given link, thus improving whatever path
hasbeenselected.

c) Blacklisting: Blacklisting eliminatesunreliable,
lossy, or asymmetriclinks from the setof links usedfor
communication.Lundgren et al. identi�ed gray zones
andsuggestedthat links in this zoneshouldbe ignored
(blacklisted)while makingroutingdecisions[13]. Ignor-
ing fading links [3], only using links with good signal
strength[7], and using power at which a messageis
received to identify good links and using only good
links for routingaredifferentwaysin which researchers
have implementedblacklisting. Ultimately the goal of
blacklisting is to avoid poor-quality links, thus forcing
selectionof reasonablepaths.

d) Reliability Metrics in Routing: All routing pro-
tocols use some routing metric to select paths. If the
routing metric is selectedto representend-to-endrelia-
bility, the routing protocol can identify pathswith high
reliability. De Coutoet al. proposedan ETX (Expected
numberof transmissions)metric that considersforward
and backward reliabilities to identify high throughput
pathsin a network [4]. This work focusesonmaximizing
throughput in 802.11b-basednetworks. Yarvis et al.
proposedusing the minimum of forward and backward
reliabilitiesaslink metricandusingthat to �nd themost
reliable path but they note that this results in longer
paths [19]. Awerbuch et al. proposedminimizing the



amountof time a packet usesthenetwork (mediumtime
metric) in a multi-rate radio environment to maximize
throughput[1]. Draves et al. proposedPer-hop Round
Trip Time and Per-hop Packet Pair Delay link-quality
metrics but concludethat thesemetrics perform worse
than the ETX metric [6].

e) Interactionsof theseapproaches: We know of
only one work [18] that considershow retransmission,
blacklisting, and reliability metric help improve data
delivery performance.Their study examinesthe effect
of blacklisting (with only two thresholds)on shortest
pathrouting.Furthermore,their studydoesnot examine
packet delivery in the absenceof per-hop retransmis-
sions.Generallyspeaking,our work moresystematically
explores the parameterspaceby comparing different
combinationsof thesethreetechniquesand quantifying
the effect of each techniquein the combination.For
example,we exploretheimpactof blacklisting(with � ve
differentthresholds)on ETX andtheML metricaswell.
We alsodevelopa deeperunderstandingof thereliability
metricby studyingit at differentresolutions.Finally, we
control the numberof retransmissionsasa parameterto
our routing protocol; this providesan additionalinsight
on how to achieve a desireddelivery rate and delivery
cost.

I I I . DETAILED APPROACHES TO IMPROVE PATH

RELIABIL ITY

We consider the three approachesto improve path
reliability: per-hop retransmission,blacklisting, and
reliability-basedmetrics in routing. This sectionbrie�y
reviews the speci�c algorithmswe use in our simula-
tions and testbedexperiments.Since blacklisting and
reliability metricsdependon estimatesof link reliability
we begin by summarizinghow link statistics can be
collected.

A. Measuringlink reliability

Blacklisting andreliability metricsmustestimatelink
quality. Link delivery ratechangesover time dueto envi-
ronmentor transienttraf�c characteristics.Link statistics
needsto bereasonablyresponsive to thesechanges.Woo
andCullerevaluateda rangeof optionsfor link estimator
andneighborhoodtablemanagement[18]. They identify
Window Mean with Exponentially Weighted Moving
Average(WMEWMA) to be a good estimatorof link
quality in a wirelesssensornetwork. Onecanuseactive
or passive techniquesto collect link statistics.Active
techniquesrely on periodic broadcastscontaining link
statisticsabouteachneighbor. Passive probing involves
piggybackinglink statisticsto theoutgoingdatapackets.
Combinationsof active andpassive probingarealsofea-
sible. We useactive probingandWMEWMA estimator
in our testbedexperiments.Choiceof a single probing

techniqueshould not favor any given protocol since it
affectsall reliability techniquesequally.

B. Per-hop retransmission

Retransmissionis a well known techniqueto improve
the quality of unreliablelinks. Retransmissionis often
doneat theMAC layer, or it canbedoneathigherlayers,
both to the sameeffect. We vary the numberof allowed
dataretransmissionsfrom zero to three.

In contention-basedMACs there is often a higher
possibility of collision during the contentionperiod. In
our testbedexperimentswe use S-MAC [20] which
includesan RTS/CTS protocol. It is important to dis-
tinguish retransmissionsof the contentionsignal from
retransmissionsof thedata.We alwaysallow up to seven
attemptsat retransmittingRTSsignalsindependentof the
numberof allowed dataretransmissions.

C. Blacklisting

Blacklisting removes unreliablelinks from the set of
links routing layer can use to form a path. Only the
links with reliability higherthana blacklisting threshold
aremadeavailable for sendingandreceiving messages.
Blacklisting is usually appliedabove the link layer and
before the messagegets to the network/routing layer.
Our blacklisting implementationdrops incoming and
outgoingpacketson eachlink that it determinesto have
reliability below the speci�ed blacklisting threshold.
Note that this approacheffectively eliminatesasymmet-
ric links from consideration.In this paper, we focus
on using blacklisting to reducethe impact of quality
variations acrossdifferent links. Adding hysteresisto
blacklisting reducesthe impact of temporal variation
in link quality increasingthe stability of network per-
formance.Exploration of temporal effects is an area
for future work. In our experiments,we use a single
threshold which classi�es a link as a “bad” link as
soonasand for as long as its reliability falls below the
threshold.

Setting a very high blacklisting thresholdresults in
only highly reliablelinks participatingin routeselection,
which ultimately helps selecta path with high end-to-
endreliability. However, a high thresholdcanalsomake
nodesunreachableif removal of links with lower reliabil-
ity createsa network partition.Settingthe thresholdtoo
low allows mediocrelinks to be selected,which could
resultin a poorpath.In our study, we exploretheimpact
of thresholdselectionon performance.However, since
less-reliablelinks tend to form less-desirablepaths,we
examinedhigh andmoderatethresholdsin greaterdetail
than low thresholds.



D. Reliability Metrics

Path reliability, when usedas an end-to-endrouting
metric, can identify the end-to-endmost reliable path
betweentwo nodes.By default, many sensor[11] and
ad hoc routing protocolsuse latency or hop count as
a metric. Becausethey do not differentiatepathsbased
on reliability, they tend to selectpathswith low relia-
bility [5]. To determinepath quality, we �rst quantify
the reliability of eachlink in termsof a metric: the suc-
cessrate,expectednumberof retransmission,or signal
strength.A routingprotocolcanthencombinetheselink
qualitiesadditively or multiplicatively (dependingupon
the metric), to selectpathswith the “best” end-to-end
reliability.

A givenmetrichasanassociatedresolutionthat limits
pathdifferentiation.Theresolutionis appliedwhenlinks
are measured.For instance,for a successrate metric, a
resolutionof 20% categorizesall links into � ve classes
with reliabilities 0–20%, 21–40%, 41–60%, 61–80%,
and 81–100%.A low resolutionmetric may reducethe
quality of the resultingpathby treatingan 81% link as
equivalant to a 99% link. However at high resolutions
(say 1%), routing algorithmscan over optimize to ac-
complish limited improvement,switching from a 97%
link to a 98% and a 99% link. Since link qualitiesare
experimentallyobserved andapproximateto begin with,
thesechangesincur the cost of propagating new routes
while providing little or no actualchangein quality.

Weuseavariantof ETX [4], alsoproposedasMT [18]
by Woo et al., asa reliability metric. ETX is de�ned as
theexpectednumberof transmissions(includingretrans-
mission)for a successfulend-to-enddataforwardingand
hop-by-hopacknowledgment.The following expression
shows how to compute the ETX metric for a path
p consisting of links a..z with forward reliability of
f orwarda and backward reliability of backwarda for
link a:

etx(a) =
1

f orwarda � backwarda

ETX (p) = etx(a) + ::: + etx(z)

Our versionof ETX roundsthe ETX value for each
link to its nearestinteger, effectively reducingthe res-
olution of the ETX metric. For example, forward and
reversereliabilitiesin therange[0.82,1]resultin anETX
valueof 1, which makes links different in reliability by
asmuchas0.18 appearidentical.With poorerlink reli-
ability, ETX becomesmoresensitive to small difference
in link reliability enablingit to comparelinks at a higher
resolution.Thus the resolutionof this reliability metric,
while variable,is at most0.18.This implementationwas
intendedto approximatepreviously reportedresultsas
closeaspossible.

We also consider end-to-endsuccessrate (SR) as
a secondreliability metric. We use the SR metric to
evaluatethe effect of metric resolutionon performance
becauseit providesconsistentresolutionacrosstherange
of values.To computeend-to-endsuccessrate we use
the productof forward and backward reliabilities of all
links in a path as our metric. This metric is similar to
the metric proposedin [19], but by taking the minimum
of forward andbackward reliability, that metric tendsto
under-estimatelink reliability when links are asymmet-
ric. Notea variationthatincludesonly forwardreliability
is a reasonablealternative when acknowledgementsare
not enabled(but this variation is not evaluatedin this
paper).

IV. EVALUATION METRICS

To compare protocol alternatives we consider the
following metrics:

a) RoutingOverhead: Routing overheadprovides
an estimateof energy cost for �nding a path for data
forwarding. We compute it by counting packets sent
duringpathdiscovery. This estimateassumesanenergy-
conservingMAC protocolis in useso that idle listening
doesnot dominateenergy consumption.(An alternative
is to countpackets received; we do not do that because
it is moresensitive to density.)

Link quality estimationinvolves a periodic exchange
of bi-directionallink quality estimatewith eachneighbor
and can be an additional sourceof overhead.We do
not measurethis cost in our experimentsand there-
fore slightly overestimatethe relative cost of ML with
retransmissionsbut no blacklisting. However, for this
con�guration, data delivery cost is much higher than
alternative schemes,our overall resultsdo not change.

b) Path Reliability: Path reliability measuresthe
ratioof successfullydeliveredmessagesat thesink to the
numbersentby sources.Althougha high pathreliability
is desirable,a slightly lower reliability may be tolerable
if accompaniedby much lower overhead.

c) Path Length: We measurepath length in hops
from sourceto sink. Longerpath lengthscorrespondto
higherdelivery latency. This relationshipis approximate,
however, since we do not explicitly model MAC-level
retransmissioncostson latency or energy.

d) Data DisseminationOverhead:This metriccap-
turesthe costto senddata,andincludesretransmissions
but excludesrouting overhead.This metric is computed
by normalizingthetotal numberof datatransmissionsby
thenumberof successfullydeliveredmessagesto re�ect
the cost of packets that are sentbut lost. Assumingan
energy conservingMAC, dataoverheadapproximatesthe
energy consumedto senddatain the system.

We decidedto evaluateroutinganddatadissemination
overheadsseparatelyso that our result can be used
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Fig. 1: Reliability vs. distancepro�le usedin the simu-
lation.

to estimateaggregate overheadsfor applicationswith
different route updateand datarates.We also note that
retransmissionsaffect path reliability and datadissemi-
nationoverheadwhile blacklistingandreliability metrics
impactall evaluationmetrics.

V. SIMULATIONS

We conducteda simulationstudy of reliability tech-
niquesto systematicallyexplore the parameterspaceof
eachmechanismand combinationsof the mechanisms.
Thissectionreportsthisexploration;SectionVI validates
key resultsin a testbed.

A. SimulationMethodology

We consideredthe interaction betweenthree tech-
niques: retransmissions,blacklisting, and metric-based
routing. We evaluated all 96 combinationsof these
parameters:0, 1, 2 or 3 retransmissions;0%1, 40%,
60%, 70%, 90%, and 95% blacklisting thresholds;and
minimumlatency (ML), SuccessRate(SR)metricat 1%
and 10% resolutions(SR01 and SR10), and expected
transmissions(ETX) asrouting metrics.For brevity, we
summarizethe parametersusing a three-tuplenotation
(A, B%, C), whereA is thenumberof retransmissions,B
is theblacklistingthreshold,andC is the routingmetric.

We evaluate these techniquesusing the one-phase-
pull (OPP) variant of Directed Diffusion [9]. Directed
Diffusion is a data-centricmechanismfor naming,ag-
gregation, anddisseminationof information in a sensor
network [11]. We choseit becauseit is usedin several
sensornetwork deployments, is freely available, and
allows us to observe a speci�c real protocol. In OPP,
the querying node, also called the sink, broadcastsa
query, also called an interest, into the network. Data
generatedby the source nodes are directed back to

1A thresholdof 0 doesnot �lter out any badlinks andthe behavior
of the underlyingrouting protocol is unchanged.

the sink using previous hop pointers for given query
attributes,alsocalleda gradient. Queriesarere-injected
into thenetwork every interestepoch.Intermediatenodes
pick up the�rst interestmessagethey receive andignore
the rest of the interest messagesthat arrive in the
sameepoch.By default, nodeswith diffusion selecta
minimum-latency path like the ML metric. To simulate
otherreliability metricswe extendedOPPto encodethe
routing metric as an additional attribute in the interest
message.Nodes update the metric value when they
forward the interestmessage,rebroadcastinginterestsif
themetric improveswithin a singleepoch.While we use
this speci�c protocol, we expect them to be applicable
to otherad hoc routing protocolsaswell.

We conduct our simulationsusing diffusion release
3.2.0 as a process-level simulator. Packets are sentbe-
tween nodes as UDP packets. Between each pair of
nodes all packets are subject to probabilistic loss as
a function of distancebasedon propagation pro�les
(Figure1) from Zhaoet al. [21].

We considera 125-nodenetwork with nodesplacedin
a 124� 124m2 areausinga placementstrategy similar to
that in [9]. A sink is placedin the lower left sixteenthof
the sensor�eld. We use ten clusteredsources;a �rst
source is chosenin the upper right sixteenth of the
area,additionalsourcesaretakenasthenearestnodesto
that source.This constrainedsourceandsink placement
allows us to maintain consistentaveragepath lengths
from sourceto sink acrossdifferentrandomlygenerated
instancesof the sensornetwork. To vary node density
we changedthe number of nodesby placing 45, 65,
and 125 nodesin the given area.Assuminga nominal
radio range of 30m and uniform node density, these
placementsresult in topologieswith an averageof 8,
12, and23 neighborsper node.For a given density, we
generated20 topologieswith randomnode placements
and simulatedall 96 parametercombinationson those
topologies.

Each source generatesone data packet every two
seconds.Our simulationsdo not aggregate datawithin
thenetwork, exercisingour reliability mechanismsmore
than they might have beenin a systemwith in-network
aggregation.We setan interestepochof 100seconds,so
any routing choiceaffectsabout50 datapackets.

Our simulationresultsreport95%con�denceintervals
for eachmetric, obtainedfrom 20 simulationruns.

B. SimulationResults

We have extensively explored the parameterspaceof
interactionbetweenblacklisting, reliability metricsand
link-layer retransmission.For reasonsof space,however,
this sectionis organizedin a mannerthat bringsout the
main results.Recall that the focus of our explorations
is to �nd a set of mechanismsthat enableshighly
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Fig. 3: The interactionof blacklistingandrouting metricswithout any retransmission

reliabledelivery with low overhead.We baseour initial
discussionson simulationof a network with an average
densityof 23 neighborshaving a non-zeroreceptionrate.
Towards the end of the section,we discussthe impact
of density.

Our �rst result is that link-layer retransmissionsare
necessaryfor achieving high reliability, given thepacket
loss ratesobserved in practicalsensornetwork settings.
Figure2(a)shows that,without retransmissions,noneof
our mechanismsexhibit path reliability exceeding70%.

In addition, Figures 2(a) and 2(b) show that a small
numberof retransmissionsis suf�cient to achieve high
path reliability (above 90%) when usedin combination
with either blacklisting or a reliability metric. That
retransmissionscan improve path delivery is somewhat
obvious,but it is worth emphasizingparticularlybecause
commonlyusedsensornetwork MAC (suchas thosein
TinyOS) eitheromit ARQ or make it optional.

High reliability cancomeat thecostof high overhead,
however, if path lengthsbecometoo long or numberof
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Fig. 4: Comparisonof leadingprotocolcombinations

retransmissionsexcessive. Next, we observe that ETX
togetherwith retransmissionscanachieve high reliability
ef�ciently. Figures 2(b) and 2(c) show that ETX can
achieve nearly98%delivery with up to 3 retransmissions
with about18 transmissionsper deliveredpacket. Since
typical pathlengthsincurredfor ETX are8–9 hops,this
suggestsabouttwo transmissionsper hop.

The ef�ciency of metric-basedrouting candependon
the choice of metric. Figure 2(a) shows that a higher
resolution reliability metric (SR01) achieves a higher
reliability (68%)thanlower resolutionreliability metrics
(ETX at 40%andSR10 at 51%)at zeroretransmissions.
It would then seemthat tuning the resolution of the
reliability metric can improve reliability signi�cantly.
However, doing so increasespath length and overhead.
With a high-resolutionmetric(SR01), pathsaretwice as
long as the ML metric (Figure 3(a) at 0% blacklisting
threshold);high-resolutionmetricsareclearly unaccept-
able for latency critical applications.Similarly, a high
resolutionmetric triggersmany morerouteupdates;Fig-
ure 3(b) shows that, without blacklisting, SR01 incurs
591 transmissions(4.7 transmissionsper node) during
interest propagation, more than twice that of ETX or
SR10. For this reason,ETX together with a small
numberof retransmissionsprovidesbetterpathselection
at low overhead.We note that this result, while not
startling, is new: ETX has been shown to have good
performance,but, to our knowledge, its performance
in concertwith link-layer retransmissionshad not been
studiedbefore.

More surprisingis theobservationthattheML metric,
togetherwith blacklisting and retransmissionsis able
to achieve comparablereliability at lower overhead
thanETX with retransmissions(Figure4(a)).Essentially,
blacklistingenablesML to �nd pathsthathave moderate
reliability, and retransmissionson thesepathsimproves
path reliability (for example, comparethe differences
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Fig. 5: The interactionbetweendensityandblacklisting.
(3,0%,ETX)shown for comparison.

in reliability between (0,0%,ML), (0,70%,ML), and
(3,70%,ML) in Figure4(b)). ETX paysa higherinterest
overheadto �nd similar, high-reliability paths. Thus,
Figure 3(b) shows that interest overheadfor ETX is
33%higherthanthat for theML metric,andarisesfrom
the fact that metric-basedrouting must propagate route
updatesashigher-reliability pathssupersedelow-latency,
low-reliability paths. Blacklisting, on the other hand,
immediatelyrejectsthesepathsasbeneaththreshold.

Variations in network density can affect these re-
sults.Unfortunately, while (3,70%,ML) is comparableto
(3,0%,ETX)at high densities,thereliability of blacklist-
ing falls off at lower densitydeployments.For example,
asFigure5 shows, at 12-neighbordensity, (3,70%,ML)
is about as reliable as (3,0%,ETX) (83% vs. 92%)
with 30% lower interestcosts.But when we consider
less densedeployments in Figure 5, the reliability of
(3,70%,ML) falls off becauseblacklisting begins to
partition the network, rejectingunreliablebut necessary
links. For thesereasons,we concludethat despite its
higher interestcost,ETX togetherwith retransmissions
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Fig. 6: Testbeddeployment map. Gray boxes are relay
nodes.Theblackcircle (top-right) is a sourcenode.The
black box (bottom-left) is a sink node.

is the most desirablealternative since it is more stable
acrossa rangeof densities.However, in a high density
deployment of a sensornetwork, blacklisting may be
preferablebecauseof its lower interestcost.

Thedisadvantageof ETX is its higherinterestcost.We
hypothesizedthat the addition of moderateblacklisting
to metric-basedrouting could serve to reducethis cost.
Simulation results do not support this hypothesisfor
ETX, but (as we show later) our testbedresults do.
In simulation,Figure 3(b) shows, interestoverheadfor
(3,*,ETX) is fairly constantwith moderateblacklisting
values(0–90%).A similar observation is true for path
reliability (Figure 3(c)) and delivery cost (Figure 3(d)).
Testbedresultsreacha quite different conclusion,sug-
gestingthis topic asan areafor future work.

VI . TESTBED EXPERIMENTS

To validate our simulation resultswe conductedex-
periments on an 18-node testbed.Given the logisti-
cal dif�culty of exploring the entire spaceof 96 ex-
perimentalcon�gurations,we chose� ve con�gurations
as representative samples.Of these,the con�guration
(0,0%,ML) forms the baseline, (1,60%,ETX) has all
three mechanisms(retransmissions,blacklisting, and a
reliability metric), and (1,60%,ML), (0,60%,ETX),and
(1,0%,ETX) considercombinationsof two mechanisms
eachat onespeci�c parametersetting.

A. Methodology

In our 18-nodeStargate [10] testbed,we con�gured
onenodeto function asa source,oneasa sink, and16
nodesasrelays.Figure6 is a mapthat shows how these
nodesaredeployed on a �oor of our of�ce building. A
Mica-2nodeattachedto eachStargatewasusedfor radio
communication.Weadjustedtheradiotransmitpoweron
the mote suchthat eachnodehas5-15 neighbors.This
settingprovides a rich network connectivity (Figure 7)
which makesavailablenumerouspossiblepathsbetween
thesourceandthesink.Themotesrun TinyOS,but with
S-MAC [20] as the MAC layer.

PSfragreplacements
(0,0%,ML)

(0,70%,ML)
(3,70%,ML)
(2,0%,ETX)

(1,0%,SR01)

Fig. 7: Network connectivity in the testbed.Dottedlines
indicate links with less than 60% reliability in one
direction.

We usedEmstar[8] on eachnodeto setupandcontrol
the experiments.Emstaron eachStargatenodeusesthe
Mica-2 as a network interface. We use Emstar's link
statisticscollectionmoduleand its blacklistingmodule.
Emstar's link statisticscollection usesWMEWMA to
estimatelink quality to its neighbors.Its blacklisting
moduleusesthe link statisticsestimateto identify links
that have delivery ratebelow a con�gured thresholdand
disablesthoselinks.

Minimal software modi�cation was necessaryto the
simulation software to run it on the Stargate testbed.
Diffusion was con�gured to use Emstar's blacklisting
capability, andto obtain link statisticsfrom Emstar. We
con�gured Emstar to send neighbor probes every 10
seconds.In our experiments,eachcon�guration ran for
37.5 minutes.During that time, the sink sent15 rounds
of interestandthe sourcesentdataevery threeseconds.

Finally, in order to validateour simulationresultson
the testbed,we collectedthe temporallink statisticsand
topology information from the testbedand input those
into thesimulator. Thenext sectioncomparestheresults
obtainedfrom simulation,with resultsfrom our testbed.

B. Resultsfrom TestbedEvaluation

Figures 8(a) through 8(d) compare the values of
different metricsobtainedusing the testbedand from a
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Fig. 8: Comparisonof Testbedandsimulationresultsfor variouscon�gurationsusing four metrics

comparablesimulation,for the� ve con�gurations.There
is, by and large, remarkableagreementbetweenour
testbedexperimentsandour simulation:for mostmetrics
and for most con�gurations, the difference between
experiment and simulation falls within the boundsof
experimentalerror. This gives us con�dence that our
conclusions(SectionV) will hold in practice.For brevity,
we focuson situationswherethereis somedisagreement
betweenexperimentandsimulation.

In many cases,the testbedresults are slightly dif-
ferent from those obtained using simulations on the
same topology. Lacking a detailed instrumentationat
the MAC layer, we are not able to isolate the cause
for this discrepancy. We conjecturethis differencecan
be explained by observingthat the simulator may not
accuratelycapture interferencefrom concurrenttrans-
missions.Furthermore,thetestbedresultsexhibit greater
variability than simulationson the sametopology. This
canbe attributedto fewer numberof nodesandrunson
the testbed.We plan to verify our experimentalresults
on a larger testbed.

Resultsfrom the testbedalsohave a highervariability
relative to thosediscussedin SectionV, particularly for
con�gurationswith blacklisting,We attribute this to our
earliersimulations'not capturingthetemporalvariations

in link quality observed in the testbed.
Finally, one con�guration whereexperimentdeviates

from simulation is the impact of blacklisting on in-
terest overheadwhen used in conjunction with ETX.
Figure 8(a) shows that (1,0%,ETX) usesabout28 total
messagesin a 18-nodenetwork while the ML metric
only usesabout18 total messagesevery interestepoch.
This contradictsour simulation results,which suggest
that blacklisting has a negligible effect on reducing
interest overhead.We do not have an explanation for
this discrepancy at the time of writing.

VI I . CONCLUSION

In this paper, we have examinedtheinterplaybetween
threemechanismsfor selectinghighly reliable wireless
routing paths at low overhead:blacklisting, reliability
metrics, and retransmission.To our knowledge, ours
is the �rst work to systematicallyevaluatethis design
space.Our simulationsreveal several interestingresults:
link-layer retransmissionsare necessaryfor high path
reliability; a reliability metriclike ETX, togetherwith up
to threelink-layer retransmissionscanprovide high path
reliability at low overhead;more surprisingly, the ML
metrictogetherwith blacklistingandretransmissionscan
often provide comparablereliability with slightly lower



overhead,but this con�guration is sensitive to theblack-
listing threshold.Giventheseresults,werecommendthat
a reliability metricsuchasETX, togetherwith link-layer
retransmissions,is a robustchoicethatworkswell across
therangeof con�gurationswe explored.Theremarkable
agreementbetweensimulationand a real-world testbed
lendssigni�cant weight to our conclusions.
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