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Abstract

Measurementshave shownevidencesof inter-domain
packetforwardingloopsin theInternet,but theexactcause
of theseloops remainsunclear. As one of the efforts in
identifyingthe causes,this paperexamineshow transient
loops can be createdat the inter-domainlevel via BGP,
andwhatare themajor factors that contributeto duration
of the routing loops. As a path-vectorrouting protocol,
BGP messageslist the entire ASpath to each destination
andthepathinformationenableseach nodeto detect,thus
break,arbitrarily long routingloopsinvolvingitself. How-
ever, delaysdueto physicalconstrainsandprotocolmecha-
nismsslowdownroutingupdatespropagationandtherout-
ing information inconsistenciesamongthe nodeslead to
loop formationduring convergence. We showthat thedu-
rationof transientBGPloopsmatch closelyto BGP'srout-
ing convergencetime and the loopingduration is linearly
proportional to BGP's MinimumRouteAdvertisementIn-
terval Timer (MRAI) value. We also examinefour BGP
routingconvergenceenhancementsandshowthat two en-
hancementseffectivein speedingup routing convergence
arealsoeffectivein reducingroutingloops.

1 Intr oduction

Measurements[11, 6, 17] have shown that packet for-
warding loops exist in the Internet. However due to the
scaleandcomplexity of the global routing infrastructure,
theexactcausesbehindroutingloopsremainunclear. The
Internetis composedof thousandsof interconnectedAu-
tonomousSystems(ASes),alsocalleddomains. Eachdo-
main deploys an intra-domainrouting protocol, such as
OSPF[10], IS-IS [7], or RIP[9], to computethe internal
routes,andBGPservesasthe inter-domainroutingproto-
col which exchangesreachabilityinformation amongthe
ASes.Routingloopscouldpotentiallyform dueto behav-
iors in any of theseprotocolsunderdynamictopological
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andpolicy changes,theinteractionsbetweentheintra-and
inter-domainrouting protocols,or even dueto subtleim-
plementationdetailssuchasthedelaybetweentherouting
tablechangeandtheupdateto theforwardingtablewhich
is usedto forward packets. A completeunderstandingof
packet loopingin theInternetrequiresanunderstandingof
all theabove componentsandtheir interactions.As a �rst
stepin identifying thecausesof packet looping in the In-
ternet,this papersolely focuseson understandingrouting
loops in path vector routing protocolsin general,and in
BGPin particular.

Path-vector routing algorithms were designedas an
improvementover previous distancevector routing algo-
rithms.Oneof BGP'sprimaryreasonsfor adoptingapath-
vectorapproachis to eliminaterouting loops. BGP rout-
ing messagesincludetheentireAS pathto eachdestination
and,accordingto theBGPspeci�cation,“This (entirepath)
informationis suf�cient to constructagraphof AS connec-
tivity from which routing loopsmay be pruned”[15, 16].
However, prior to the developmentof BGP therewasno
in-depthstudyon the performanceof path-vectorrouting
duringtopologicalchanges.Ourrecentnetwork simulation
studiesshow thattransientroutingloopsexist in a network
usingBGPastheonly routingprotocol[12], andthatin the
absenceof traf�c congestion,packet looping during rout-
ing convergenceis theprimary causeof packet losses.In
this paper, we examinehow routing loopsare createdin
a path-vectorrouting protocolsuchasBGP, andwhat are
thedominantfactorsthat contribute to thedurationof the
routingloops.

In recentyears,therehave beenseveralresearchefforts
on improving BGP performance. Most of thesestudies
focusedon improving BGP convergencetime andreduc-
ing messageoverhead.While theseenhancementsdo not
directly addresspacket looping, we are interestedin un-
derstandingthe impact theseconvergenceenhancements
may have on packet looping. Thus in addition to study-
ing thestandardBGP, we alsoanalyzedandsimulatedthe
following four proposedBGP enhancementmechanisms:
SenderSide loop detection[8, 5], Withdrawal RateLim-
iting(WRATE) [8, 5], Assertionapproach[13], andGhost
Flushing[1]. As anadditionalbene�t, this studyprovides
the �rst side by side comparisonof theseproposedBGP
convergenceimprovements.

Our analysisand simulationshow that a topology (or



policy) changecanleadto inconsistentroutingstateamong
network nodes,andthedurationof suchinconsistentstate
is determinedby bothphysicalconstraintssuchasmessage
processingtime and propagationdelay, as well as proto-
col mechanismssuchasBGP'sMinimum RouteAdvertise-
ment Interval (MRAI) timer. During the routing conver-
genceperiod,transientforwardingloopsmay occur. Our
simulationresultsshow that,in anetwork runningstandard
BGP, packet looping may persistthroughoutthe routing
convergenceperiod,and the majority of the packetssent
during this periodmay encounterloops. For example,in
a 110-nodeInternet-derivedtopology, BGP experienceda
convergencetime of 527 secondsand86% of the packets
sentduring this time encounteredtransientloops. Our re-
sultsalsoshow that both the AssertionandGhostFlush-
ing approachesare effective in speedingup routing con-
vergenceand reducingtransientloops,however WRATE
enhancementmaysigni�cantly lengthentransientloop du-
rationcomparedto thestandardBGPwithout WRATE.

Theremainderof thepaperis organizedasfollows. Sec-
tion 2 reviews thepreviousstudieson routing loops. Sec-
tion 3 illustratestheloop formationandanalyzesthedom-
inant factorsthat contribute to the durationof looping in
pathvectoralgorithms. Section4 presentssimulationre-
sults. Section5 examinesthe impactof four BGPconver-
genceenhancementmechanismsonroutingloops.Finally,
Section6 concludesthepaper.

2 Previous Studieson Routing Loops

Paxson[11] analyzedthe end-to-endtrace-routemea-
surementscollectedin 1994and1995,anddetecteda few
transientloops.Theauthorconjecturedthatthesetransient
loopswerecausedby link failures,without pinning down
morepreciselywhich componentin theglobal routing in-
frastructuremight have contributedto the loop formation
afterthelink failure.

Transientlooping is known to occur in both link state
anddistancevectorroutingprotocols.Hengartneret al [6]
illustratedthat transientloopscan form in link statepro-
tocols, and usedoff-line analysisof packet tracesto de-
tect loopson a backboneISP who runsIS-IS, a link state
routing protocol, internally. They observed that forward-
ing loopswere rare, that packetswhich encounteredand
escapeda loop weredelayedby an additional25 to 1300
msec,andthat30%of loopsona subsetof thelinks lasted
longer than 10 seconds. In addition, more than half of
the loops involved only two nodes. Sridharanet al[17]
usedmeasurementdata from the samebackboneISP to
correlatepacket loopswith IS-IS andBGP events. They
observed that IS-IS updateswere seldomcorrelatedwith
packet loops,but therewasa strongtemporal correlation
betweenpacket loopsandBGPupdatesfor thedestination
pre�xesof theloopedpackets.

In distancevector routing protocolssuchas RIP, link
failuresmay leadto counting-to-in�nity [7] which results

in transientlooping. Several mechanismshave beenpro-
posedto improve distancevector routing by using path
�nding techniques.Thepath �nding algorithms[2, 4] at-
tachthe second-to-lasthop information to routing update
messages,which allows a nodeto reconstructthefull path
to a destinationthroughiterative queries.While path�nd-
ing algorithmscan provide signi�cant improvementover
puredistancevectorprotocolsin termsof loop detection,
they do not eliminatetransientloops[4]. True loop free-
dom canbe achieved throughinter-nodalcoordinational-
gorithm suchasthe DUAL algorithm[3] usedby EIGRP
[7]. In this approach,backuppathsarepre-calculated.Af-
ter a link failure,necessarycheckingis conductedto make
surethatthebackuppathsdo notdependon thefailedlink
beforethey canbe usedfor dataforwarding. Thesealgo-
rithmspayanoverheadanddelaycostfor thecoordination
neededto achievetheloop-freedom;packet�o w is stopped
while backuppathsarebeingveri�ed. This delaycanbe
non-negligible andmay leadto packet drops. [12] argues
thatoverallpacketdeliverycanbeimprovedby quickly se-
lecting(evennon-optimal)paths.

BGP is theonly pathvectorroutingprotocolin useto-
day. Unlike link stateanddistancevector routing proto-
cols, potential looping behavior of path vector protocols
hasnot beeninvestigated.In BGP eachnodeannounces
to its neighborsthe full path to eachdestination. How-
ever previous simulationwork in [12] shows that BGP's
full path information doesnot eliminate transientloops.
This paperfocuseson the understandingof routing loops
in pathvectorroutingprotocolsin general,andin BGPin
particular.

3 Loop Formation, Resolutionand Duration
in BGP

BGP usesTCPfor reliableupdatedelivery. EachBGP
nodeannouncesto its neighborsits bestpathto eachdesti-
nationandkeepsa copy of themostrecentpathsreceived
from each of its neighbors.The routeto eachdestination
is advertisedonly once;subsequentupdatesaresentonly
uponroutechanges.BGPalsousesaMinimum RouteAd-
vertisementInterval (MRAI) timer to spaceout consecu-
tive updatesfor the samedestinationby

�

seconds(de-
fault value30) with a small jitter interval. Whena router
noticesits currentpath to a destination,� , is no longer
available,it �rst attemptsto �nd an alternative pathto �

by looking throughall the saved pathsit learnedfrom its
otherneighborspreviously. If no alternative pathis found,
it sendsan explicit pathwithdrawal messageto its neigh-
bors. Following theBGP speci�cationin RFC1771[15],
in this studytheMRAI timer is not appliedto withdrawal
messages,exceptwhenwe simulatethe Withdrawal Rate
limiting (WRATE) enhancementmechanism.We notethat
the latestBGPspeci�cationupdatedraft [16] hasadopted
WRATE asthestandardbehavior.

For clarity of description,all theexamplesandsimula-



AS node

 

destination

0
1

2
3

 4

 5

 6

path(4 <-0)=(4 0)*

path(5 <-4)=(5 4 0)*
path(5 <-6)=(5 6 4 0)

path(6 <-4)=(6 4 0)*

path(6 <-5)=(6 5 4 0)

path(6 <-3)=(6 3 2 1 0)

path(4 <-5)=( )
path(4 <-6)=( )

next hop
host

(a)Beforethelink failure

path(5 <-6)=(5 6 4 0)*

 

destination

1
2

3
 4

 5

 6
path(6 <-3)=(6 3 2 1 0)

path(4 <-0)=( )

path(5 <-4)=( )

path(6 <-5)=(6 5 4 0)*

path(6 <-4)=( )
path(4 <-6)=( )
path(4 <-5)=( )

0

(b) Loop is formed

path(6 <-3)=(6 3 2 1 0)*

 

destination

0
1

2
3

 4

 5

 6

path(4 <-0)=( )
path(6 <-4)=( )path(4 <-5)=(4 5 6 3 2 1 0)

path(4 <-6)=(4 6 3 2 1 0 )*

path(5 <-4)=(5 4 6 3 2 1 0 )
path(5 <-6)=(5 6  3 2 1 0)*

path(6 <-5)=( )

(c) Loop is resolved

Figure 1. Formation of Transient Loops in BGP

tions in this paperassumea shortest-pathrouting policy,
andthe smallernodeID is usedfor tie-breakingbetween
equal length paths. Figure 1(a) shows the BGP routes
known by nodes4,5 and6 to reachadestinationconnected
to node0; the bestpathto the destinationis marked with
astar, andthepacket forwardingdirections(next hops)be-
tweennodesare shown in dashedlines. The path infor-
mationis usedto detectpotentialloops. Whennode

�

re-
ceives the path advertisementof ���

�����

from neighbor
node � , the path is discardedbecauseit containsnode

�

.
Similarly, node

�

alsodiscardsroutes �	�

�
���

or �����

�
���

whenthey arereceivedfrom node � . Moregenerally, node

 discardsany paththatincludesitself. We call this feature
path-basedPoisonReverse. Thepoisonreverseschemein
distancevectorprotocols,suchasRIP [9], canonly detect
2-noderouting loops. The path-basedPoisonReverseal-
lowsanodeto detectarbitrarily longloopsinvolving itself.

3.1 Loop Formation in BGP

Figures1(a), 1(b), and 1(c) illustrate how a transient
loop can occur in BGP. Assumethat all packetsaredes-
tinedto thedestinationconnectedto node0. In Figure1(a),
nodes� and � forward packetsto node

�

andnode
�

for-
wards the packets directly to node

�

. When link �

�����

fails,node
�

sendswithdrawalmessagesto bothnode� and
node � . Node � consultsits routingtable,�nds a new path

���
�

�����

, andstartsforwardingdatapacketsto node � . It
will alsoadvertiseits new pathto its neighbors.Similarly,
node6 choosesa new path �����

�����

, startsforwarding
packetsto node� andwill alsoadvertisethenew pathto its
neighbors.As a result,datapacketsstartloopingbetween
nodes� and � immediately, asshown in Figure1(b). Mean-
while, thenew routeadvertisementsfrom bothnode � and
node � are undergoing messageprocessingdelay, propa-
gationdelay, andthe MRAI timer delay. Thesedelaysin
routingupdateexchangesleadsto inconsistentrouting in-
formation betweennodes � and � : � doesnot know � 's
next hop haschangedto � , and � doesnot know � 's next
hophaschangedto � . As soonasnode� receivesnode � 's
new path �	���

�����

, it will switchto path ���������

���

, thus

breakingthe loop, asshown in Figure1(c). This example
illustrateshow thetransientroutingstateinconsistency re-
sultedin a simple2-nodeloop. In a network as large as
theInternet,morecomplicatedinconsistency scenarioscan
ariseandcreateroutingloopsof varioussizes.

Although temporarypathinconsistency is inevitable in
adistributedroutingprotocoldueto inherentphysicalcon-
strains such as processingtime and propagationdelay,
BGP's MRAI timer's impacton delayingroutinginforma-
tion exchangeis far moresigni�cant thanall theotherfac-
tors. [1] shows that theMRAI delayis at leastanorderof
magnitudelarger than the normal nodal delay of a rout-
ing message. However [5] shows that the MRAI timer
is necessaryin order to suppresslarge amountof update
messagesduringBGPconvergence.A largenetwork using
BGP asthe routing protocol inevitably facesrouteincon-
sistency andthustransientloops. Notealsothatwhile the
termMRAI timer is speci�c to BGP, routingprotocolstyp-
ically havesomedampingtimersimilar to theMRAI timer
to assurecertainminimumdelaybetweenupdates.

3.2 Loop Resolutionand Duration

We have illustratedhow delayscanresult in inconsis-
tentpathinformation.Furthermore,after losingits current
pathto a destination,a nodemayexploreseveral pathsin
sequence,andeachof thenew pathsmaybesubjectto the
MRAI timer delay. As a result,after a singlefailuremul-
tiple routing loopsmay form. Furthermore,a pathupdate
which may help breaka loop canbe delayedby up to

�

secondsat a node,andsuchscenarioshave beenobserved
in simulations(e.g. [12]). In this section,we useananal-
ysisexamplesimilar to theoneusedin [4] to show theim-
pactof theMRAI timerontheresolutionof asinglerouting
loop.

In Figure 2, at time � node ��� changesits path from
� �

�"!#���
�%$'&%(�)

�

to �*�

�"!+���
�,$'-/.10

�

with a new next hop �32 ,
and an 4 -nodeloop consistingof node �

�,$
�32

$3515351$
�76 is

formed.Oncethisloopforms,wewill have -/.18
�"!

&

�

���19

�;:

�79=<
�,$

��>@?A>B4DCE� , and -/.�8
�"!

&

�

���36

�A:

�
� . We

de�ne -/.�8
�"!

&

�

���39
$"-/.�0

�

as the next hop of �39 at time



nexthop(c_1, old)

. . .

0
. . .

.

.

.

c_m

nexthop at time t

previous nexthop

c_2

c_1

c_3

c_k

path(c_k, old)

nexthop(c_k, old)

path(c_1, old)

c_k+1

path(c_k+1, old)

nexthop(c_k+1, old)

nexthop(c_2, old)

Figure 2. Loop Formation at time � : ���

chooses � 2 as the new next hop, and the loop
consisting of �1� $ � 2

$3535157$ � 6 is formed.

t, and
-/.�8

�"!
&

�

���
9

$'&%(�)

�

as the previous next hop of �
9 ,

andcorrespondingpathsarede�ned as�*�

�"!+���
9

$'-/.10

�

, and
� �

�"!#���
9

$'&%(�)

�

. We now considerhow this loop canbe re-
solved.

We say that theremust exist a
�

�	��>

�

> 4

�

such
that � �

�"!#���
�%$"-/.�0

�

takes the format of ���
�

�32
51535

���

�

5

� �

�"!#�����
$'&%(�)

�

, where“ 5 ” is the concatenationoperatorfor
paths.After somedelay, �

� sends�*�

�"!+���
�%$"-/.�0

�

to all its
neighbors,including �36 . If �*�

�"!#���
�,$'-/.10

�

is not the best
pathavailableto �36 , �76 changesits path,switchesto anext
hop differentfrom ��� , andthe loop is resolved. The loop
will alsoberesolvedif �*�

�"!+�����
$'-/.10

� :

���1� �
2

53515
�

�

�

5

� �

�"!#���
�

$'&%(�)

�

happensto include �
6 (i.e. �*�

�"!+���
�

$ &%(�)

�

in-
cludes�

6 ) sincethen �
6 will discardthis pathandchoose

anothernext hop,or declarethedestinationunreachable.
If the loop is not resolved at �

6 , �
6 's new best

path becomes���
6

�

5

� �

�"!#���1�
$"-/.�0

�

and �
6 will propa-

gate this new path to �
6��

� , and so on. In the worst
case,nodes��� <

��$������ $
�76 all use� �

�"!+���
�%$"-/.�0

�

, and ��� <
� 's

new path will be �����7<
� 53515

�76

�

5

� �

�"!#���
�%$"-/.�0

� :

����� <
� 53535

�76 �
�

�72
51535

���

�

5

� �

�"!#�����
$ &%(�)

�

. Eventu-
ally whenthis new pathis propagatedto node ��� , theloop
is resolved. During this process,a routingmessagehasto
travel 4 C

�
	

� hopsandcanbedelayedat eachhopby
upto

�

secondsdueto theMRAI timer. In theworstcase,
�

:

� andtheresolutionof an 4 -nodeloop cantake up to
� 4 C �

��� �

seconds.
Note that in the worst case,the loop will not be re-

solved until �*�

�"!+���1�
$"-/.�0

�

haspropagatedcounterclock-
wise throughthe loop shown in Figure 2. However, the
loopcanalsoberesolvedsoonerbecauseof messagestrig-
geredby othernodes.For example,before�*�

�"!#���%�
$'-/.�0

�

is propagatedto ��� <
� , ��� <

� might sendanew pathto node
��� , causing��� to changeto anew next hopotherthannode
��� <

� , andthe loop is resolved. Nevertheless,at leastone
messagemustbesentoutby oneof thenodesin theloopin
orderto resolvetheloop,andeachmessagecanbedelayed

by theMRAI timer.
Also note that resolution of the loop consisting of

�1� $ � 2

$1535153$ � 6 shown in Figure 2 could result in another
(but different)loop. This new loop might consistof some
of thenodesin ��� $ � 2

$1535351$ � 6 , andtheseoverlappingnodes
might be involved in looping for longer durationsthan
that of a single loop. In any case,we emphasizethat the
MRAI timerdelaysthepropagationof informationneeded
for loop resolution,andin theworstcasea single 4 -node
loop'sdurationcanbeaslongas � 4 C �

��� �

seconds.

3.3 Remarkson Loop Detectionand Prevention

We have shown that thepath-basedPoisonReverseen-
abledby BGPallows node
 to discardany � �

�"!#��


�

of ar-
bitrarylengthfrom neighbor
 if �*�

�"!+��


�

contains
 . How-
ever, BGP's full pathinformationdoesnot preventpacket
loopsfrom occurring. Figure2 hasshown thata node �%�

canpick a backuppathwhich doesnot includeitself, such
as ���

2

53535
�

�

�

5

�*�

�"!#���
�

$'&%(�)

�

, evenwhenthevalidity of
thatpathhasbeenobsoletedby thelatesttopologychange.
Selectingsuchan obsoletepathcanthusleadto transient
loopsasshown in Figure2. Furthermore,aftera failure it
takestime for a nodeto receiveneighbors'new pathinfor-
mationanddetectwhethera loop hasbeencreated.Mean-
while, packetsmayalreadybein theforwardingloops.For
example,in Figure2, when ��� detectstheloopafterreceiv-
ing ( �

� <
�

53515
�

6
�1�

53535
�

�

�

5

� �

�"!#���
�

$'&%(�)

�

, this loop
mayhave lastedfor up to � 4EC

��	

�

��� �

secondsanda
largenumberof packetsmayhave beenforwardedaround
theloopduringthis time.

Existinglooppreventionalgorithms,suchastheDUAL
algorithm [3], avoid using any previously obtainedin-
formationafter a failure until the information is veri�ed.
However, theveri�cation stepdelaystheuseof any backup
path, causingall incoming packet being droppedin the
meanwhile.We areexploring new directionsfor solutions
thatminimizebothloopingandpacket losses.

4 Simulation ResultsFor Standard BGP

In this section,we use simulation to further explore
BGP's transientloopingbehavior.

4.1 Simulator Topologiesand Settings

We use the SSFNET[18] simulator to measureboth
BGP looping and data delivery. In each topology, we
chooseone AS to contain a destinationhost, and every
otherAS hasonehostthatsendsa constantrateIP packet
streamto thedestination.Wetheninjectatopologychange
eventto triggerBGProutingadaptation.In a ��������� event,
the destinationAS becomesunreachablefrom the restof
the network. Although the destinationis unreachable,
packetssentandtrappedin thetransientloopscancontinue
to consumenetwork resourcesduring ��������� convergence
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period. In a �

�

� ��� event,a link in thenetwork fails,which
doesnot disconnectthedestinationAS but forcedtherest
of thenetwork to uselesspreferredpathsto reachthedes-
tination. Loopingduring �

�

� ��� convergencecanintroduce
lossesandlong delaysto packets. In all our simulations,
the

�������

timer is implementedon a per (destination,
neighbor)pair base,and its value is con�gured to be �

�

secondswith a randomjitter, unlessspeci�edotherwise.

Clique, B-Clique andInternet-derivednetwork topolo-
gies were used in our simulations. Clique (full-mesh)
topologies,shown in Figure 3(a), are frequentlyusedin
literature[8, 5, 1] asa simplebasisfor analysisandcom-
parisonfor �

��� ��� convergence. A B-Clique topologyof
size

-
, shown in Figure3(b), consistsof �

-
nodes.Nodes

�

$1535157$"-
C�� constituteachaintopologyof size

-
, andnodes

- $3515357$
�

-
C � constituteaCliquetopologyof size

-
. Node

�

is connectedto node - , andnode -
C � is connectedto

node �
-

CA� . This topologyis usedto modelanedgenet-
work (node

�

) thathasadirectlink anda longbackuppath
(the chain) to the well-connectedInternetcore (a Clique
topology). In our simulation,AS

�

is chosenasthedesti-
nationAS andthelink betweenAS

�

and
-

is failedduring
simulationto inducea �

�

� ��� event. To representan Inter-
net topology, we used29-nodeand 110-nodetopologies
which werederived from actualInternetrouting tablesas
describedin [14]1. Following thesamealgorithmin [14],
we alsogeneratedtwo moreInternet-like topologieswith
75nodesand48nodes,respectively. In theInternettopolo-
gies,the destinationAS wasrandomlychosenamongthe
nodeswith the lowestdegreesandin �

�

����� oneof its link
is randomlychosento fail. The simulationwererepeated
for a numberof timeswith differentdestinationASesand
failedlinks.

1Dueto memoryrequirements,SSFNETcansupportrelatively small
topologies,andtopologiesgeneratedbypower-law generatorsarenotsuit-
ablefor smalltopologies[19].

4.2 Simulation Metrics

We useTTL exhaustion(i.e. a packet's TTL is decre-
mentingto zero) asa simple indicationof routing loops.
TheTTL is setsuchthatif a packet is droppeddueto TTL
exhaustion,theremustexist a routing loop in thenetwork
aroundthe time whenthis packet is dropped.However if
the network convergencetime is very short, a packet in-
volved in a loop might escapefrom the loop beforeit is
droppeddueto TTL exhaustion,hencewemayseenoTTL
exhaustioneven thoughloopsexist. To help counterthis,
wesetthefollowingparametersto insurethatsomepackets
involvedin a loopwill becaughtby TTL exhaustion.

We setthe link delayto 2 millisecondsandtherouting
messageprocessingdelay(uniformly distributedbetween
0.1 secondand 0.5 second)to be two ordersof magni-
tude larger than the link propagationdelay. With an ini-
tial TTL valueof 128, a datapacket will have a lifetime
of ���
	

�

�%4��

:

� ��� 4
� beforeTTL exhaustion.In some
sense,the impactof messageprocessingdelayon routing
loopsis emphasizedin our studyandtheimpactof propa-
gationdelayon routing loopsis negligible. We intention-
ally seta slow datapacket rateof 10packetspersecondto
avoid congestionandmakepacketqueueingdelaynegligi-
ble. The100msinter-packet time alsoassuresthatat least
somepacketsaresentduring the transientloops that last
longerthan256ms.

Note that the simulatedTTL is decrementedby oneat
eachnode,whichrepresentsanAS in oursimulation.In the
Internet,a singleAS normallycontainmany routersanda
packet traversinganAS mayhave its TTL decrementedby
alargevalue(or anintra-ASloopcouldevendecrementthe
TTL to zero).Howeverbecauseourmainpurposeis to use
TTL exhaustionasan indicationof the existenceof BGP
routing loopsat the inter-domainlevel, this inaccuracy in
TTL decrementshouldnotaffectoursimulationresults.

We measurethe BGP routing loops by the following
metrics. First, Overall LoopingDuration startswhenthe
�rst TTL exhaustionoccursandendswhenthe last TTL
exhaustionoccurs.This is a rathercoarseestimateon loop
duration,andit only re�ects the lengthof the perioddur-
ing which loopsexisted.Second,ConvergenceTimestarts
whenthelink failurehappens,andendswhenthelastBGP
updatemessageis sent.Third,wecounttheNumberof TTL
Exhaustions, whichre�ects theaggregatedeffectof thefre-
quency anddurationof individual loops. Finally, to bet-
ter comparethenetwork with differentnumbersof source
hostsandMRAI timer settings,we alsomeasureLooping
Ratio, theratioof “Numberof TTL exhaustions”to “Num-
berof packetssentduringconvergencetime”. This metric
canbeconsideredasthe theprobability thata packet sent
duringroutingconvergenceencounterslooping.

4.3 Simulation Results

Figure 4 shows the comparisonof overall loopingdu-
rationandconvergencetime with variousnetwork topolo-
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Figure 4. Overall Looping Duration and Convergence Time with various netw ork sizes
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Figure 5. Overall Looping Duration and Con­
vergence Time with various MRAI timer val­
ues

gies.Figure 5 shows this comparisonwith variousMRAI
values.In Figure4(a)and4(c), �

��� ��� 'soverall loopingdu-
ration is only a few secondsshorterthanthe convergence
time,showing thatloopinghappensthroughthe �

��� ��� con-
vergence.Figure4(b) shows thattheoverall loopingdura-
tion in �

�

� ��� is typically 30 to 45 secondsshorterthanthe
convergencetime2.

Theseresultsdemonstratethat looping indeedhappens
during BGP convergence,andeven worse,it happensal-
mostthroughouttheconvergenceperiod.

Observation 1 The overall looping duration is closely
coupledwith theconvergencetimeandtheoverall looping
duration is linearly proportionalto theMRAIvalue.

As we discussedin Section3, MRAI timer is the major
theoreticalfactorcontributing to the loop duration,andan

4 -nodeloop canlast for ��4 C �

��� �

seconds.Figure

2The�nal updatesentin
�

�������

is awithdrawal, which is notdelayed
by MRAI timer. In

�
	 �����

, ontheotherhand,evenaftera loopis resolved,
anodemaynotbeableto sendout its bestpathimmediatelydueto MRAI
timer, whichdelaystheconvergencetime(asmeasuredby thetimethelast
messageis sent).However in eithercasethis �nal updatedoesnot trigger
any further routing changes,indicating that the routing stateat all the
nodesarealreadyconsistent,i.e. loop free,at thetime of this lastupdate
message.This explainswhy gapbetweenconvergenceandlooping time
is differentfor

���������

and
��	 �����

.

5(a) shows that � ������� convergencetime in Clique is lin-
early proportionalto the MRAI value,con�rming the re-
sults from [5]3. Furthermore,our resultsin Figure 5(b)
shows that the convergencetime of B-Clique is also lin-
earlyproportionalto theMRAI value.Giventhatthecon-
vergencetime andtheoverall loopingdurationareclosely
coupled,it is not surprisingthat the overall looping dura-
tion, alsoshown in Figures5(a) and5(b), is alsolinearly
proportionalto theMRAI timervalue.

Figure 6 showsthenumberof TTL exhaustions(left Y-
axis)andloopingratio(right Y-axis)usingvariousnetwork
sizes.Figure 7 showstheresultsusingvariousMRAI val-
ues.

Observation 2 In �
��� ��� with Cliquetopologiesand �

�

�����

with B-Cliquetopologies,the numberof TTL exhaustions
is linearly proportionalto theMRAI timervalue, while the
packet loopingratio staysalmostconstant.

In Section3,wearguedthattheMRAI timeris themajor
contributing factorof thedurationof eachindividual loop.
Sincepacket generationrateis constantin our simulation,
thenumberof TTL exhaustionscausedby onespeci�c loop
is determinedby thedurationof theloop,which, in turn, is
linearly proportionalto the MRAI value. Therefore,it is
not surprisingthattheaggregationof TTL exhaustionsfor
all the individual loopsduring theconvergence,asshown
in Figure7, is alsolinearlyproportionalto theMRAI value.

Theloopingratio is morethan65%for ��������� in Clique
of size 15 or larger and more than 35% for �

�

� ��� in B-
Clique of size15 or larger.4 Theseratiosare lower than
ratio of “overall looping duration” to ”convergencetime”
shown in Figures4 and5. This shows thatnot every node
is involved in a loop at a given time and thereis not al-
waysa loop duringthe“overall loopingduration”. On the

3[5] showsthatthispropertyholdsonly whentheMRAI valueis larger
thana topology-speci�coptimalvalue,which is a valuelargeenoughfor
anodeto processthemessagesreceived from all theneighbors.

4Note that in
�

	 �����

convergencenot every nodein the network will
beaffected.For example,in B-Cliquetopology, nodes����������� ��!"� arenot
affectedby link failure # ��$&% , thereforethepacketssentby themwill not
encountera loop.
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Figure 6. Number of TTL Exhaustions and Looping Ratio with Various Network Topologies
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Figure 7. Number of TTL exhaustions and
looping ratio with various MRAI values

otherhand,theloopingratio doesre�ect theprobabilityof
looping (e.g. 65%in � ��� ��� in Clique topologies)whena
packet is sentto network duringtheconvergence.

We observedalmostconstantlooping ratio whenvary-
ing MRAI valuesin Clique andB-Clique topologiesand
this observationwarrantsmoredetaileddiscussion.As we
discussedbefore,the MRAI timer is the dominantfactor
contributing to thedurationof eachindividual loop. How-
ever, varying MRAI timer itself introduceslittle random-
nessanddoesnot changethepatternsandfrequency of the
loops formed during convergence. The major impact of
varyingMRAI timer valueis simply a changein thedura-
tion of eachindividual loop. On the otherhand,we have
shown that the convergencetime is linearly proportional
to theMRAI timer value. Given theconstantpacket rate,
anddurationof theeachindividual loop is linearly propor-
tional to theMRAI timer value,the looping ratio (de�ned
asthenumberof TTL exhaustionsdividedby thenumber
of packetssentduring convergence)remainsconstant.In
other words, the constantlooping ratio is a result of the
dominanceof the MRAI timer on durationof individual
loops.

5 ConvergenceEnhancementMechanisms

In Section4, we observed that the overall looping du-
ration in BGP is closelycoupledwith the routing conver-
gencetime. To further understandthe relation between
routing loops and convergenceimprovement, we simu-
latedthe following four BGP convergenceenhancements:
SenderSideloopdetection(SSLD)[8, 5], WithdrawalRate
Limiting (WRATE) [8, 5], Assertionapproach[13], and
GhostFlushing[1]. SSLDandWRATE arebuilt-in in the
SSFNETsimulator, and we implementedAssertion ap-
proachand GhostFlushingin SSFNETaccordingto the
descriptionin [13] and[1], respectively. To thebestof our
knowledge,our work provides the �rst study on the im-
pactof theseenhancementmechanismson transientrout-
ing loops. This work is alsothe �rst comparative simula-
tion studyof theseconvergenceenhancements.Figure8
showstheresultsfor �

������� events,andFigure9 showsthe
resultsfor �

�

��� � events.

Observation 3 BothAssertionandGhostFlushingareef-
fective in speedingup route convergenceand reducing
transientloops,while SSLDandWRATEarenot.

� Assertion approach consistently improves conver-
gencetime and reduceslooping, but the magnitude
of the improvementdependson the details of topol-
ogy. In Clique and B-Clique topologies, Assertion
approach is mosteffectiveamongthe four enhance-
mentmechanismsin reducingbothpacketloopingand
theconvergencetime, however the improvementsare
much lesspronouncedin Internet-derivedtopologies.

� GhostFlushingconsistentlyreducesboth BGP con-
vergencetime and looping (by 80% in large topolo-
gies), and givesthe bestresultsamongthe four en-
hancementmechanismsfor Internet-derivedtopolo-
gies. However its improvementis reducedin large
sizeClique and B-CliqueTopologiesdueto the high
overheadof �ushing withdrawal messagesafter each
failure.



� SSLDcan also reduceBGP convergencedelay and
loopinglosses,but onlybya modestamount.

� WRATE reduces packet looping in Clique and
B-Clique topologies, however for Internet-derived
topologies,it increasespacketloopingbyat least20%
in � ������� and by an order of magnitudein �

�

��� � . It
also slightly increasesthe �

�

����� convergencetime in
B-Cliquetopologies.

The Assertionapproachproposedin [13] removes in-
consistentroutesby fully utilizing locally availableinfor-
mation.For examplein Figure1(b),whennode � receives
a withdrawal messagefrom node

�

, it will alsoremovethe
backuppath �����

�����

sincethepathgoesthroughnode
�

.
Moregenerally, whennode
 receivesapath� �

�"!+��
 $'-/.�0

�

from neighbor
 , 
 removesany backuppathsthatinclude

 andcontaina sub-pathdifferentfrom �*�

�"!#��
 $"-/.�0

�

. In
the Clique topologies,all other nodesare directly con-
nectedto node

�

, andthuscanachieve immediateconver-
genceafter receiving the withdrawal from node

�

. How-
ever, in the Internet-derivedtopologies,it is unlikely that
all theothernodesaredirectly connectedto theorigin AS,
thus the assertioncheckingis less likely to detectobso-
letepathsthanin thecaseof Cliquetopologies(similar in

�

�

� ��� convergence).Overall,Assertionprovideseachnode
increasedability to detectobsoletepaths,hencereducing
thechanceof packet looping,with aneffectivenessdegree
dependingon topologicalpropertiessuchasthedegreeof
origin AS or theAS closestto thefailure.

Ghost Flushing[1] requiresthat a node immediately
send a withdrawal when the node changesto a longer
pathwhenthe new pathannouncementis delayedby the
MRAI timer. “Withdrawal �ushing” can quickly �ush
out obsoletepath information, such as � �

�"!+�����
$ &%(�)

�

or
� �

�"!#���
�%$'&%(�)

�

in Figure2. A quick �ush of � �

�"!+�����
$ &%(�)

�

reducesthe chancethat node �,� would use�*�

�"!#���
�

$ &%(�)

�

,
and�ushing �*�

�"!#�����
$'&%(�)

�

immediatelyresolvesthe loop.
Only messageprocessingandpropagationdelayaffect the
resolutionanddurationof theloops. In our simulationthe
messageprocessingtime is setrelatively large (0.1 to 0.5
seconds),thereforein thecasesof CliqueandB-Cliqueof
size26 andhigher the messagecontainingthe latestpath
informationis delayedby the processingof a large num-
berof withdrawal �ushes5. GhostFlushingreducesconver-
gencetime andloopingdurationfor ����� ��� in bothClique
and Internet-derived topologies. It also reducesthe con-
vergenceand looping durationfor �

�

����� in B-Clique and
Internet-derivedtopologies,althoughtheconvergencetime
reductionin thelattercaseis lessdramatic(sincestandard
BGP's convergencetime is alreadybelow 65 seconds).
Overall,GhostFlushingreducespacket loopingby at least
80% in Clique topologiesandInternet-derivedtopologies
for both �

��� ��� and �

�

����� .

5Theexactturningpointdependsonthemessageprocessingtime. Our
largeprocessingtime settinghelpsshowing thetrendof GhostFlushing's
performanceasthenodedegreeincreases.
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Figure 8. � ��� ��� in Clique and Internet­derived
Topologies
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Figure 9. �

�

��� � in Backup­Clique and Internet­
derived Topologies

Although GhostFlushingis effective in reducingboth
routingconvergencedelayandpacket looping, it provides
fastpropagationof failure informationwithout propagat-
ing the new reachabilityinformation at the samespeed.
Thus nodesthat lost their currentpath to the destination
dueto the failure endup droppingpackets,asopposedto
continuingforwardingpacketsbasedon theold reachabil-
ity information.Hadthesepacketsnot beendropped,they
mayhave beendeliveredto thedestinationby following a
longerpathor escapingatransientloop. Futureresearchef-
forts areneededto developa full understandingof routing
convergencealgorithmsthatcansimultaneouslyminimize
bothpacket loopingandpacketdropscausedby thelackof
reachability.

TheSenderSideLoopDetection(SSLD)[8] appliesthe
path loop detectionrule at the sender. Before sendinga
path,a nodecheckswhetherthe receiver is presentin the
path;if so,thesenderknows thepathwill bediscardedby
the receiver. For example,with SSLD, node � in Figure
1(b) knows that node � will discardpath ��� �

� ���

. In-
steadof sendingthis path(which is subjectto MRAI timer
delay),node � will senda withdrawal messageto node �

(which is not limited by the MRAI timer). Had the path
��� �

� ���

beensent to node � , it would only serve as
a path-basedpoisonreversemessage;insteadby sending
a withdrawal SSLDallows this path-basedpoisonreverse
information to arrive faster. With SSLD, the loop dura-
tion in Figure 1(b) is determinedonly by the processing
time andpropagationdelay. However, whena loop con-
sistsof morethantwo nodessuchasthe onein Figure2,
SSLD appliesonly when �*�

�"!+���
�,$'-/.10

�

includes �76 , or
� �

�"!#���76
$"-/.�0

�

includes �36��
� , andso on. The chanceof

suchloop resolutionis low. Our simulationresultsshow
thatSSLDreducespacket loopingby lessthan20%when
thetopologyis largerthan15nodes,andimprovesconver-
gencetime only modestly, which con�rms the resultsby
[5]. SSLD consistentlyreducesBGP convergencedelay
andpacket looping, albeit with a rathermodesteffective-
ness.

Withdrawal rate limiting (WRATE) requires that the
MRAI timerbeappliedto withdrawal messagesaswell. It
hasbeenimplementedby at leastoneroutervendor[8, 5],
and the latest BGP speci�cation draft [16] has adopted
WRATE asthestandardbehavior. A withdrawal message
can sometimeslead to inconsistentrouting state(e.g. a
router loses its current route to a destinationand picks
anobsoletealternative route),andWRATE “hopes” to re-
duceloopsby propagatingwithdrawal andnew reachabil-
ity messagesat the samespeed. However, WRATE can
delaya withdrawal that could have resolved a loop, thus
lengtheningthe looping durationas a result. Therehas
beenno quantitative analysisto show how muchWRATE
canhelpreduceroutingloopsin general.It hasbeenshown
in [5] thatWRATE improvesthe � ������� convergencetime
in Clique topologies&,-/(87 , andmakes � ��� ��� convergence
time longer in othertopologies.Our resultsfurther show
thatWRATE slightly increasesthe �

�

� ��� convergencede-



lay in bothB-CliquetopologyandInternet-derivedtopolo-
gies. WRATE also reducespacket looping in � ��� ��� for
Cliqueand �

�

��� � in B-Cliqueby lessthan20-30%.In the
Internet-derivedtopologies,WRATE consistentlyworsens
both theconvergencetime andpacket looping; in particu-
lar, WRATE makespacket looping in �

�

����� oneorderof
magnitudeworsethanthestandardBGP. Furtherexamina-
tion onpacket forwardingperformanceis neededto under-
standtheoverall impactof a changein BGP speci�cation
suchasWRATE.

6 Summary

In any distributedroutingprotocol,topology(or policy)
changescanleadto inconsistentrouting stateamongnet-
work nodes.Whetherthis inconsistency resultsin transient
forwarding loops dependson the ability of eachnodeto
avoid potential loops while selectingan alternative path.
Link stateprotocolstypically propagateupdatesfastto re-
ducethedurationof inconsistency, but transientloopscan
still form sincedelaysare inevitable. For distancevector
protocols,poison-reversecanbe usedto detecttwo-node
loopsbut fails to detectlongerloops.

A pathvectorroutingprotocolextendstheeffectiveness
of poison-reverseto theentirepathby enablingeachof the
nodesin thepathimmediatelydetectloopsinvolving itself.
In otherwords,whennode 
 haslost its currentrouteto a
destination,
 canavoid thosealternatepathsthat include
itself. However as we demonstrated,thisform of path-
basedpoisonreversedoesnot eliminaterouting loops; in
theworstcase,a loopmaynotbedetecteduntil all thepath
updatestriggeredby a topologychangehave reachedev-
erynodein theloop. Consequently, a routingloop canlast
aslong astheroutingconvergencetime period,andBGP's
MRAI timer is themajorcontributing factorto thelooping
duration. Our simulationresultsshow that overall loop-
ing durationare linearly proportionalto the MRAI timer
value. For a network usingan Internet-derived 110-node
topology, BGPmayexperiencea convergencetime of 523
secondsin � ��� ��� event;duringthistimepacketsin thenet-
work mayencounterloopingwith aprobabilityup to 86%.

Furthermore,we show throughanalysisandsimulation
thatboththeAssertionandGhostFlushingapproachesare
effective in bothspeedingup routingconvergenceandre-
ducing transientloops. Our resultsalso show that the
WRATE enhancement,recentlyadoptedby BGP speci�-
cation,maysigni�cantly lengthenthedurationof transient
loopscomparedto thestandardBGPwithoutWRATE.

To thebestof our knowledge,this paperis the �rst ef-
fort to systematicallyexaminethecreationanddurationof
transientroutingloopsunderapath-vectorroutingprotocol
suchasBGP. As a �rst stepour investigationstartedwith
a few simplesimulationcasesandusedaggregatemetrics
suchasoverall loopingdurationandloopingratio to mea-
suretheseverity of transientloops. As our next steps,we
plan to examineroutechangetracesto measurethestatis-
ticsof individual loopssuchastheloopsizeandduration.
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