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Network early warning system (NEWS) is an adaptve ———— &

admission control scheme that protects server and net-
works from overloading during ash crowds, and main-
tains high performance for accepted requests. Unlike
other admission control systems, NEWS regulates re-
quests by observing respnse performance, automatically
adapting to changing trac mixes. We have previously
studied NEWS through simulation; this paper preserts an
implementation of NEWS on a Linux-based router and
evaluates that implementation in testbed experiments
with  HTTP server log recorded during a ash crowd.
This paper has three contributions.  First, we use the
implementation to evaluate scenarios not considered in
simulation. In addition to validating our previous simu-
lation results in network-limited scenario quantitativ ely,
we further consider server memory-limited scenario, con-
rming that NEWS is e ectiv e in both cases.Second,we
evaluate the run-time cost of NEWS trac monitoring in
practice, and nd that it consumeslitle CPU time and
relatively small memory. Finally, we extend core NEWS
algorithms to include hot-spot identi cation function to
protect bystander trac from ash crowds e cien tly.

1 Intro duction

We design Network Early Warning System

(NEWS) to adaptively protect serer and networks
from persistert overloading during ash crowds|[1, 2].
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Figure 1: Sewral factors a ect end-userweb performance
during ash crowds.
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Figure 2: NEWS enforceshigh-level control among indi-
vidual connections, and betweenrequests and responses.

tion in responsenetwork path [3]. As a result, most

Flash crowds usually happen when many end-users end-usersperceive unacceptably poor performance.

simultaneously send requeststo one web site (tar-
get server) becauseof sudden events sud as earth-
guakes, breaking news stories, or links from popular
web sites (slash-dot e ect). As shown in Figure 1,
target sener may reject someexcessie requests,and
processother acceptedonesslowly dueto either its re-

sourcelimitation (CPU, memory or disk), or conges-
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In the meanwhile, ash crowds unintentionally deny
servicesfor other end-userswho either sharecommon
links with ash crowd trac or retrieve unrelated in-
formation from target sener.

Flash crowds are causedby too many concurrert
connections, even though ead of them is well be-
haved under TCP congestion corntrol. Based on
this obsenation, we argue that a high-level cortrol
is essetial to mitigate ash crowds. By deploy-
ing NEWS, we imposesuch a super-visioning cortrol
from two aspects: it enforcescooperation among in-
dividual TCP connections (Figure 2(a)); it further
coordinates requestsand responses(Figure 2(b)) so



that neither target server nor network links are over-
loaded.

We design NEWS as a router-based adaptive ad-
mission control scheme. It admits incoming requests
basedon measuremen of responseperformance. This
approad is dierent from previous admission con-
trol algorithms considering explicit service require-
mernt or measuring performance of incoming tra c
directly [4, 5, 6, 7]. Moreover, NEWS only measures
aggregate performance for fast connections (details
in Section 3.1), rather than for all existing ows like
measuremefrbased admissioncortrol [6, 7, 8].

Another novel aspect of NEWS is that it detects
ash crowdsthrough performancechangein response
trac. This is dierent from traditional detection
schemes that monitor increase in request rate di-
rectly [9, 10. As shawn in Figure 1, many factors
a ect end-userperceived performance, including re-
guestrate, serer's capacity, and network bandwidth.
As aresult, it isdicult to determine a singleoptimal
threshold in requestrate to detect ash crowds. Even
if an optimal threshold exists, it changesover times
due to variation in responsesizes[11]. In another
word, requestrate is not necessarilycorrelated with
responseperformance. Therefore, we believe that we
should detect ash crowd by monitoring performance
changesin responsetra c.

We have deweloped basic ash crowd detection and
mitigation algorithms for NEWS in ns [12], and eval-
uate NEWS performance with simulations [13]. In
this paper, we report our experienceof implemerting
NEWS on a Linux-basedrouter, and summarize re-
sults from testbed experiments. This work hasthree
major cortributions.

First, with testbed experimerts, we validate
NEWS performance in a network-limited scenario
guartitativ ely in a more realistic experimental model
than simulations. We also con gure a sener-limited
scenario, where request processingexhausts sener's
memory. We investigate system performance of tar-
get sener under ash crowds in details.

We show that NEWS is an adaptive system; ef-
fectively preverts sener and network overloading in
both scenarios. More specically, NEWS detects
ash crowds around one detection interval (88 sec-
onds with 64 seconds'detection interval). It au-
tomatically regulatesincoming requeststo a proper
rate. As a result, NEWS protects target sener and
networks from overloading by discarding about 49%
excessie requests. NEWS also maintains high per-
formancefor admitted requests:increasingaggregate
responserate for high-bandwidth connectionsby two
times. This performanceis comparable to the best
possiblestatic rate limiter in the samescenario.

Second,by implementing NEWS on a Linux-based
router, we examine NEWS overhead on router. We
measureCPU and memory usageof NEWS under dif-
ferernt detection intervals. Our statistics show that
NEWS only consumesless than 5% of CPU time
and 3{10M byte memory. Overall, NEWS is a rela-
tiv e light-weighted schemeand applicable to real net-
works.

Third, we extend NEWS to automatically detect
target sener by extracting common characteristics
among incoming requests. In the caseof multiple
seners connecting through NEWS router, this hot-
spot identi ¢ ation algorithm helps NEWS to regulate
incoming requestsintelligently, that is, automatically
identifying one hot serer even if many other seners
are operational behind the NEWS router. Our re-
sults show that this function can protect trac to
nearby, bystander seners e cien tly. Compared to
original NEWS algorithms, it reducesaverage end-
to-end latency for bystander webtrac by about 17
times (Section 5.6).

2 Related Work

In this section, we briey describe mecanisms
to accommalate ash crowds through resourcepro-
visioning. We also review other commonly used
schemesto protect seners and networks from over-
loading, sudh as admission cortrol, congestion con-
trol, and sener overload cortrol.

Infrastructure vendorssud as Akamai [14] deploy
web cades and corntent delivery networks (CDN)
to accommalate excessie web requestsduring ash
crowds. However, recert studies [1, 15] show that
current web caching schemesare not so e cient to
deal with ash crowds as claimed. One important
reasonis that most web pagesare not caded be-
fore ash crowds (breaking news, for example). As
a result, requestsstill reac target serwer evertually.
Jung et. al. proposed adaptive web caching [1] for
improvemert.

It is necessaryto provide enoughresourcesto pre-
vent ash crowds from happening, and accommalate
excessie trac afterward. Howewer, due to the na-
ture of ash crowds, there are circumstancesthat it
is either di cult or impossibleto provide or even es-
timate the \enough" resources[2, 16]. Therefore, we
believe that we needto deploy control scheme like
NEWS to mitigate ash crowdsin thesecasessothat
seners and networks survive from overloading, and
someend-usersstill perceive reasonablehigh perfor-
mance.

Due to large number of concurrert connections
during ash crowds, per-connection (such as TCP)



and per-host (such ascongestionmanager(CM) [17])
basedcongestioncortrol algorithms are not su cien t
to protect network from overloading. On the other
hand, we can apply algorithms like aggregate-based
congestion control (ACC) [18] to relief congestion
causedby responsetrac. However, since ACC does
not reduce the volume of incoming requests, it can
not mitigate ash crowds either. Therefore, we em-
phasizethat a high-level control betweenrequestsand
responsesis essetial to protect senersand networks
from ash crowds.

Admission control [4, 5, 6, 7] is important to sup-
port quality-of-service. Basedon servicerequiremert
and current available resources(network bandwidth
or circuits), admission control makes decisionto ac-
cept incoming connectionsor not. Although appro-
priate in integrated service networks [19] and public
telephone networks [20], it is dicult for some ap-
plications to accurately specify their servicerequire-
ments (for example,web). As aresult, traditional ad-
mission control may under-utilize server or network
resources.NEWS avoidsthis problem by determining
application servicerequiremert dynamically through
measuremenh (that is, web performance). NEWS
is also dierent from measuremeftrbased admission
cortrol (MBAC) [6, 7, 8] in that it only measures
aggregate response rate of high-bandwidth connec-
tions; while MBA C monitors performance of all ex-
isting ows.

Another similar work in this region is the network
weather service (NWS) [21]. It monitors and fore-
castssystemperformancesuch aslink utilization and
sener load. Both NWS and NEWS sharesomecom-
mon ideas in change detection algorithms. Unlike
NWS, NEWS does not rely on certralized data pro-
cessing.

Recen study [6, 16, 22, 23] proposedto apply over-
load cortrol and servicedi eren tiation on web seners
to improve web performanceunder heavy load. These
schemesare complimentary to NEWS. Howevwer, it is
guestionable whether busy seners are still capable
to monitor current performanceand classify requests
during ash crowds. On the cortrary, by deploy-
ing NEWS on accessrouter, we provide early pro-
tection by dropping excessie requests before they
ever reach target serer. NEWS is also more exible
than senwer-based overload cortrol, e ectively pro-
tecting bystandertra c to other senersthat connect
through NEWS router from ash crowds.

3 System Design

The system design of NEWS is primarily based
on ash crowd detection and mitigation algorithms
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Figure 3: Aggregate response rate of high-bandwidth
connections drops dramatically under ash crowds.

we deweloped in simulation [13]. Rather than dis-
cussall details, we highlight key ideas behind these
algorithms and presert some improvemen in this
work. As an extension to original algorithms, we
dewvelop hot-spot identi cation algorithm to auto-
matically discover target server during ash crowds.
NEWS usesthis function to protect bystander tra c
to other seners.

We have two assumptionsin NEWS design. First,
in order to better capture aggregate response per-
formance, NEWS should be deployed on the access
router (or rewall) of target server and its intra-
networks. We also assumethat requests and re-
sponsestraverse that same accessrouter. In case
of a multi-homed domain, we might need to dis-
tribute NEWS to all accessrouters, and coordinate
ash crowd detection and mitigation acrossdi erent
points.

3.1 Detecting Flash Crowds

Since connectionsduring ash crowds are usually
short, we can not detect ash crowds by monitoring
performance change of particular connections. On
the other hand, monitoring averageresponserate of
all connectionsis not helpful either becauseconnec-
tions with low accessspeed show little performance
change under congestion.

Instead, NEWS detects ash crowds from decrease
in aggregateresponserate (ARR) of high-bandwidth
connections (HBCs), that is, fast connections. We
believe that these connectionsare more sensitive to
overloading. For example, in our experiments (de-
tailed methodology in Section 5.1), we obsene that
5% fastestconnectionssu er more than 80%decrease
in their aggregateresponserate after a ash crowd
happensat 1000second(shown in Figure 3).

Given current measuremeh on aggregateresponse
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Figure 4: Flow chart of ash crowd detector.

rate of high-bandwidth connections, NEWS com-
putes its long-term average with a Exponertially
Weighted Moving Average (EWMA) lter.  More
speci cally, we assigna high gain on current measure-
ment under common situations without alarm signal
for fast response. After ash crowd alarm is trig-
gered, it switchesto a low gain to keepthe value of
long-term averagestable and avoid oscillations.

NEWS catches caseswhen current aggregate re-
sponserate falls below its long-term average. To en-
sure that this decreaseis due to ash crowds rather
than mis-measuremenh of slow connections, NEWS
also cheds current requestrate (Rq). If there's an
increasein request rate compared to its long-term
average, NEWS triggers ash crowd alarm. NEWS
resets alarm signal when it obsenes an increasein
aggregateresponserate, which indicates performance
recovery. We depict the procedureof ash crowd de-
tection in Figure 4.

3.2 Discovering Target Server

As an improvemert to our previous work, we ex-
tend NEWS to nd the hot-spot, that is, target of
ash crowd trac. In many casessenersoperate in
sener farms, and connectthrough one accessouter.
If we deploy NEWS on that accesgouter, it must dis-
tinguish between ash crowd trac going to a hot-

bucket size

* M describes server processing request and generateing resj
* Ais the algorithm to compute long-term average.

Figure 5: Control logic for request regulation.

Figure 6: State transition of NEWS control logic based
on alarm signal.

spot and low-rate, bystander trac going to other
seners.

NEWS usesa hot-spot list to record the frequency
of ead serer being visited. NEWS randomly sam-
ples incoming connections, and hashestheir desti-
nation addressesinto hot-spot list. Each entry in
hot-spot list recordsthe number of corresponding ad-
dressbeing sampled(hit-number) within certain time
interval. NEWS picks the addresswith highest hit-
number ashot-spot. Periodically, it timeouts inactive
ertries in the list.

When NEWS detects ash crowds, it matchesin-
coming requestswith hot-spot list, and drops those
with their destination addressesidentied as hot-
spot. In the mean while, NEWS admits bystander
trac with a probability proportional to its history
of admission. That is, the more bystander connec-
tions were acceptedin the past, the more likely new
connectionsare dropped. Hot-spot identi cation al-
gorithm protects bystander trac. We ewaluate its
e ectiv enessin Section 5.6.

3.3 Regulating Requests Adaptiv ely

As shawn in Figure 5, NEWS augmeris a token
bucket basedrate limiter with cortrol logic to regu-
late incoming requestsadaptively. More speci cally,
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Figure 7: NEWS implementation

NEWS adjusts token rate and bucket sizeof rate lim-
iter basedon current measuremeh and changes of
alarm signal. We illustrate state transition of NEWS
cortrol logic in Figure 6.

When alarm signal is set (changesfrom 0 to 1),
NEWS resetstoken rate to long-term average of re-
questrate. Intuitiv ely, requestsarriving with higher
rate are likely to overload target sener or networks,
and therefore reduce response performance. NEWS
also resets bucket size to a small value to penalize
bursty arrivals during ash crowds.

When alarm signal changesbad to 0 (from 0 to
0 or from 1 to 0), NEWS attempts to release its
cortrol on token rate and bucket sizeto fully-utilize
sener's capacity and network bandwidth. On the
other hand, if alarm signal remains set (from 1 to 1),
NEWS control logic enters adjust state. It reduces
token rate and bucket size further, that is, applying
stricter control on incoming requests. With this con-
trol logic, NEWS is ableto regulate incoming requests
to a proper rate, and therefore prevent overloading on
sener or in networks.

4 Implemen tation

We implement NEWS under the framework of ipt-
ables/net Iter [24]. Iptables/netlter is the rew all
subsystemfor Linux kernel 2.4 and above. It pro-
vides various facilities sud as stateful or stateless
padket Itering, network addresstranslation (NAT),
and padket mangling. Net Iter and most functions of
iptables (such as packet matching) are implemented
in kernel. They processand manipulate packets ac-
cording to di erent rulesthat userscon gure through
iptables user interface.

As shownn in Figure 7, we implement NEWS as
three modules: connection state-keeping module,
ash-crowd detection and cortrol logic, and adap-
tive token bucket Iter (ATBF). By dividing NEWS
functions into dierent modules, we separate fast
per-padket processingsuc as connection state keep-

from slow
functions.

ing and padket matching and ltering
connection-based detection and cortrol
We presert implementation details below.

4.1 Connection State Keeping

This module utilizes connection tracking function
in netlter. With this function, router keepsone
record for ead connection. A connection has two
directions: original and reply!. For example, request
in a web connectionis in original direction, and re-
sponseis in reply direction.

We add a new state for eat connection: response
rate. That is, the data transmission rate (measured
in bits per second)on reply direction. In most cases
such as web and FTP trac, this state records the
actual data rate end-usersperceive.

Werecordthe length of every incoming padcet, and
update responserate of corresponding connectionus-
ing time-sliding window (TSW) algorithm [25, 26]
to compute a smoothed rate from individual padket
transmissions. We intentionally avoid rst few con-
trol packets such as SYN-ACK to keepmeasuredre-
sponserate stable.

In our currently implementation, NEWS keeps
track of all connections. This may consumeconsid-
erable amount of memory on router. We measure
this consumption on NEWS router and investigate
options to reduce memory usagein Section5.5.

4.2 Flash Crowd Detection and Control
Logic

Applying the algorithm described in Section 3.1,
NEWS detects ash crowd periodically with an in-
terval of T seconds. Basedon alarm signal, NEWS
cortrol logic regulatesincoming requestsadaptively
(Section 3.3) .

The detection interval T is a tunable parameter.
Since NEWS keepstrac measuremen for last T
seconds,NEWS with a smaller detection interval is
more sensitive to trac change, and detects changes
promptly. Howewer, the result is likely to oscillate,
that is, have high false alarm rate. On the other
hand, NEWS gives more stable output with larger
detection interval at the expenseof longer detection
delay.

A smaller detection interval consumesmore CPU
time. But, larger T needsmore memory to keepcon-
nection states. We investigate the e ect of dierent
detection intervals in Sections5.4 and 5.5. Basedon
our experience,we chooseT as 64 seconds.

loriginal and reply are specic terms used in netlter im-
plementation.



4.3 Adaptiv e Token Buc ket Filter

We use an adaptive token bucket lter (ATBF) to
regulate incoming requests. ATBF has two parame-
ters: bucket size provides accommalation to bursty
trac, andtokenrate limits long-term arrival rate. In
long run, connectionsadmitted by ATBF cornvergeto
token rate.

We implement ATBF as an extension to iptables
matching function. That is, any new connectionsthat
matcheswith ATBF are dropped. More speci cally,
ead new connectionaddssometokeninto the bucket.
It passesthrough ATBF when there are enough to-
kens. Otherwise, ATBF discards connectionstoward
target server by matching with hot-spot list (Sec-
tion 3.2). ATBF counts the number of acceptedcon-
nectionsand reports it to ash crowd detector ascur-
rent measuremen of requestrate.

Oneobsenation in experimerts is that connections
have very small inter-arrival times, for example, a
few milli-seconds. To accurately keeptrack of token
number, we have to measuretime at ne granularity:
micro-second. Sincewe can not a ord the computa-
tional overheadof oating point number division, we
calculate the number of tokens cumulated between
two adjacert connectionsby multiplying inter-arrival
time (in micro-second) with token rate (in number
per second)directly. This increasesoken number by
1,000,000times. Accordingly, we changethe number
of tokensrequired to admit one connectionfrom 1 to
1,000,000.

5 System Evaluation

In our previous work, we have evaluated NEWS
performance in simulations and shavn that NEWS
protects target server and networks from overload-
ing and maintains high performancefor admitted re-
quests[13]. In this work, we evaluate NEWS imple-
mentation with testbed experiments. We validate our
previous simulation studiesin a network-limited sce-
nario quarntitativ ely. More importantly, testbed ex-
periments allow us to investigate serer performance
and router overhead (such as CPU and memory us-
age), which are not modeled in network simulations.

We further evaluate NEWS performance in a
sener-limited scenario,con rming that NEWS is an
adaptive system, and capableto prevent overloading
on sener or in networks e cien tly. We also showv
that NEWS is a relative light-weighted scheme by
examining its run-time overheadon router. Finally,
we evaluate the e ectiv enessof hot-spot identi ca-
tion algorithm through experiments with bystander
tra c.

Web clients (C1 C6) Servers

access
router (R1)

—— Bystander
=\ cIYent (B1)

Fast ethernet switch

Figure 8: Network topology in experiment.

5.1 Metho dology

Figure 8 shows our testbed ervironment. All ma-
chines have 100M bps fast Ethernet network inter-
faces. The client pool is composed of 7 machines
with various con gurations ranging from 677M Hz
Pertium 111 CPU with 128M byte RAM to 2GHz
Pertium 4 CPU with 512M byte RAM. We use 6
machines (C1{C6) for ash crowd trac generation,
and one (B1) for bystandertrac experimen.

Our sener pool has 3 macdhines. Fast target serer
(S1) and bystander sener (S3) have 2GHz Pentium
4 processorand 512M byte RAM. Slow target server
(S2) has 180MHz Pentium Pro CPU and 128M byte
RAM. We connect client and sener pools together
through two routers RO and R1. We useLinux Red-
hat 9 (kernel 2.4.20-8)on all machines, including two
routers.

The NEWS router (RO) is a PC with 1.5GHz
AMD Athlon 4 processorand 1G byte RAM. We de-
ploy NEWS on RO by enabling iptables service with
NEWS extension. In most experiments, we con g-
ure NEWS detection interval as 64 seconds. We in-
vestigate the e ect of di erent detection intervals in
Sections5.4and 5.5.

We use NIST Net [27] to introduce network dy-
namics in our experiments. NIST Net allows Linux-
based router to emulate a wide variety of network
conditions, suc as link bandwidth, propagation de-
lay, and padet loss. We con gure link bandwidth
between RO and R1 as 2Mbps. We also set di erent
propagation delays between R1 and client machines
according to network measuremeh at USC/ISI [28].
While we can not claim that our testbed simulates
\the Internet" [29], this experimental study doeshelp
us to better understand dynamics of NEWS in a rel-
atively real ervironment than simulations.

Our web senersuse TUX [30] to expedite request
progressing. Running partially from within Linux
kernel, TUX has demonstrated outstanding perfor-
mance for serving static cortents. We con gure web
senerswith large SYN bu er sizeand HTTP badklog
to ensurethat they are fed with enoughworkload.
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Figure 9: Requestrate to World Cup'98 web site.

We implement atrac generatorto playback web
sener log in experimerts. It sendsweb requeststo
sener according to information in log ertries, sud
astime, sener address,and requestsize. To simulate
many concurrert connections,our trac generation
tool createsthreads to accomplish request-respnse
exchangesindependertly. Due to memory constraint
on onesingleclient machine, we distribute trac gen-
eration acrosssix client machines (C1{C6).

In our experimens, we use HTTP logs recorded
on one sener for 1998 World Cup located at Sarta
Clara, California [31]. Before each game, web sener
recorded a large (5{10 times) increase in request
rate [15], which led to a ash crowd. Our experi-
ments replay 2000 seconds'of log from one of the
semi- nals betweenBrazil and Holland on July 7. As
shawvn in Figure 9, requestrate increasesby about 5
times in just sewral minutes after the game started
at 1000second.

We monitor webrequestrate both at NEWS router
(RO) and target web serwer. To quartify end-user
perceived performance,we record aggregateresponse
rate of high-bandwidth connectionson router RO. We
also keep track of system and network statistics on
ead madine, such as CPU and memory usage,net-
work utilization, and padket drop rate. We are par-
ticularly interestedin changesin thesestatistics when
ash crowds happen.

5.2 NEWS Reliev es Net work
Congestion

We have two di erent con gurations in our experi-
merts, namely network- and sener-limited scenarios.
We have studied NEWS performancein a network-
limited scenarioin simulations. In section, we vali-
date our simulation results quantitativ ely, con rming
that NEWS e ectiv ely protects server and networks
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Figure 11: Increasedo ered request rate due to retrans-
missions.
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Figure 12: NEWS maintains high aggregate response
rate for HBCs during ash crowds.

from overloading and maintains high performancefor
accepted requests. Further, we investigate system
performance of target sener in details through ex-
periments.

In this experiment, we send web requeststo fast
target sener S1. Theserequestsdo not overload S1;
in fact, they only consumeabout 2{3% CPU time
and about 60% memory. Howewer, the responsetraf-
¢ generatedby serner congestnetwork link between
router RO and R1. Our measuremeh shovs 100%
link utilization and about 60% padket drop rate.

As aresult, target web sener Slis kept busy with
transmitting and retransmitting responsetrac, and
is not ableto catch up with all incoming requests. As
shown in Figure 10(b), S1can only processabout 80
requestsper second,31.5%lessthan averageincom-
ing request rate during ash crowds (116.8 requests
per second). Congestionin responsenetwork link and
slow serer processing(hence, large sener badlog)
greatly reduce end-user perceived performance: ag-
gregateresponserate of high-bandwidth connections
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dropsin half asshown in Figure 12. Also, about 22%
connectionstimeout due to padket loss. Failed con-
nectionsresendSYN padkets after timeout, and thus
increaseaverageo ered requestrate on NEWS router
from 109.9to 317.8requestsper second(Figure 11).

We deploy NEWS on RO. We nd that, with 64
seconddetection interval, NEWS detects ash crowd
at about 1088 second,that is, 88 secondsafter ash
crowd starts. NEWS protects target sener and net-
works from overloading by regulating admitted re-
quest rate down to 55.9 requests per second (Fig-
ure 10(a)). As lessresponsetrac generated,packet
lossrate on link betweenRO and R1 falls to lessthan
3%.

NEWS also maintains high performance for ad-
mitted requestsduring ash crowds: increasing ag-
gregateresponserate of high-bandwidth connections

from 133Kbpsto 260.52Kbps(Figure 12). As shown
in Figure 13, this performanceis comparableto static
token bucket basedrequestrate limiter with manu-
ally con gured token rate Therefore, our experimernt
study con rms that NEWS protects serer and net-
works from ash crowds e ectiv ely, and maintains
high performancefor admitted requests.

As a cost to achieve this performance, NEWS dis-
cards or delays about 49.1% excessie requests. As
aresult, we obsene o ered requestrate to router in-
creasesby 44.3% from 317.8 to 458.6 requests per
second (Figure 11). Although NEWS by itself can
not sene all requestson time, it doesensurethat ad-
mitted requestsstill perceive high performance even
under ash crowds, rather than leaves all end-users
with unacceptablelow web performance.

5.3 NEWS Prev ents Server Overloading

We further evaluate NEWS performance in a
sener-limited scenario. This evaluation was not pos-
sible in simulation becausenetwork-level simulators
do not include detailed models of server CPU, mem-
ory, and disk performance.

In this experiment, we send web requeststo slow
target server S2. We nd that S2usesup about 98%
of its memory and starts swapping. At the sametime,
link utilization betweenRO and R1 is only 60%. We
do not obsener any packet loss.

Swapping slows down target web sener, and builds
up sener badlog. Evertually, about 20% connec-
tions timeout due to long waiting time. As a re-
sult, end-userssu er from low web responserate even
there is no padket dropped by networks in this sce-



nario.

On the other hand, we nd that CPU usageon S2is
only about 15% on S2. This is not unexpected since
web requestsin our experiments are only for static
contents. There is not much computation involved. It
is a potential direction to investigate scenarioswhere
CPU is overloadedby dynamic workload in our future
work.

Since NEWS detects ash crowds by monitoring
responseperformance,it adaptsto sener-limited sce-
nario automatically, that is, detects ash crowds
withing about 80 seconds. By regulating incoming
requeststo 54.4 per second, NEWS reduces sener
memory consumption to about 88%.

As sener stops swapping, it processesrequests
more promptly. Therefore, admitted requestsreceive
much higher performance: aggregateresponserate of
high-bandwidth connectionsjumps from 157.69Kbps
to 260.22Kbps. Basedon theseresults, we conclude
that NEWS is an adaptive scheme, and can detect
and prevent both network- and sener-overloading
during ash crowds.

5.4 Dieren t Detection Interv als A ects

NEWS Performance

In this section, we examine NEWS performance
with dierent detection intervals. Figure 14 shows
aggregateresponse rate for high-bandwidth connec-
tions and admitted requestrate under di erent detec-
tion intervals. NEWS shows best performance with
detection interval at 64 or 128 seconds.

We also nd that NEWS performance falls with
either large or very small detection intervals. For ex-
ample, with detection interval as 256 secondsNEWS
can't adjust rate limit promptly astrac changes.
On the other hand, with very small intervals like 16
seconds,NEWS is so sensitive to trac changethat
it triggers alarm before ash crowd happens (at 760
second). Then, it setsrate limit too low that most
connectionsare discarded. Theseresults con rm our
ndings in simulations.

With detection interval larger than 16 seconds,
NEWS always detects ash crowds slightly after one
detection interval. Balancing detection delay and
performance,we suggestto con gure NEWS with de-
tection interval as 64 seconds.

In our experiments, NEWS does not trigger false
alarms with detection intervals larger than 16 sec-
onds. We beliewve this is becausethat requestsgen-
erated from oneclient machine are highly correlated.
With our current testbed con gurations, we are not
able to emulate various accessbandwidths and link
propagation delays for connections from one single
machine. Therefore, we can not investigate scenar-

Detection before after
intervals ash crowds ash crowds
16s 2{3.5% 5{6%
32s 1.5{2% 3.5{5%
64s 1{2% 2{4%
128s and larger | about 1% about 2%

Table 1. CPU time consumed by NEWS with dierent
detection intervals.

ios with large network dynamics due to resourcere-
straints. We will investigate other possibilities to em-
ulate more realistic network conditions in our future
work.

5,5 NEWS Consumes Small
Resources

Router

By implementing and ewaluating NEWS in a
testbed environment, we are able to investigate sys-
tem overheadof NEWS, such asCPU time and mem-
ory consumption on router.

Sincewe build NEWS on top of connection track-
ing function in netlter, memory consumption re-
mains similar beforerequestrate increases:about 3M
bytes under di erent detection intervals. After ash
crowds, memory consumption increases,and varies
from 10M to 12M bytes depending on the rates that
NEWS nds to regulate requests.

It is possibleto reduce memory consumption for
connectiontracking by adjusting connection timeout
parameters. For example,we are able to reducemem-
ory consumption after ash crowdsto about 6M bytes
by timing out connectionsvery 64 seconds. We can
further reduce NEWS memory consumption by ran-
dom sampling incoming connections[32].

Table 1 shavs CPU usageof NEWS under di erent
detection intervals. We nd that smaller detectionin-
tervals consumesrelatively larger CPU time because
more frequert ash crowd detectionscausemore com-
putational overhead. Overall, NEWS consumesless
than 5% CPU time with a reasonabledetection in-
terval (for example, 64 seconds).

We also measureCPU usagewhen running NEWS
on a slow machine (266MHz Pentium I CPU with
128MB RAM). NEWS consumesabout 14% CPU
time in averageafter ash crowdshappen. Therefore,
we concludethat NEWS is a relatively light-weighted
control scheme, and is applicable to real networks to
detect and mitigate ash crowds.

In real networks, routers usually have lessmemory
comparedto PCs usedin our experiments. To have a
referenceon the overhead of ow stating keepingon
commercial routers, we substitute RO with a Cisco



400

350

300 s

250 | /
200

150  /
100

50

Aggregate Response Rate of HBCs (Kbps)

128 256

detection interval (second)

16 32 64

(a) Aggregate response rate of HBCs.

80

70 t
60 |
50
40 t
30 |

20} 1

Admitted Request Rate (number/s)

10 -

128 256

detection interval (second)

16 32 64

(b) Admitted request rate.

Figure 14: Dieren t detection intervals a ect NEWS performance.

3620router (100M Hz R4700CPU, 12MB processor

memory and 8MB IO memory). We useNetFlow [33]
to keepstatesfor individual unidirectional IP ow in
a 70byte record. With default ow cade sizeof 256K
bytes, our Cisco router is able to track about active
4,000 o ws (or 2,000connections). NetFlow timeouts
inactive o ws after 15 seconds.

By repeating above experiments, we nd that
router CPU time is about 2{3% before ash crowd,
and 7{8% after. The maximum CPU time reaches
10%. We do not obsene any memory allocation fail-
uresfor incoming ows. In another word, the default
256K byte ow cade is enoughto keep states for
all ows during the ash crowd in our experimernts.
Therefore, per- ow state keepingonly imposessmall
overheadto real router in our experiment scenarios.

5.6 NEWS Protects Bystander
from Flash Crowds

Trac

Up until now, our experiments only consider ash
crowd trac. In real networks, there always exists
other trac. We call this trac that sharesnetwork
links with ash crowds as bystander tra c.

In our previous simulation study, we have shovn
that NEWS protects bystander FTP bulk trac from
ash crowds. We partially validate this result with
experiments. More speci cally, we con gure sener S3
to constartly send8K byte data chunks to client ma-
chine B1. Since NEWS measuresaggregaterequest
and responserate, it shavs consistert performancein
detecting and mitigating ash crowds.

We measuregoodput perceived by B1, and nd it
drops dramatically from 328.6 Kbps to 79.9Kbps as

Techniques Web Latency (seconds)
mean median
without NEWS | 24.44 9.53
with  NEWS 7.03 3.15
NEWS + HSI 0.42 0.32

Table 2: Performance of bystander web tra c.

trac builds up. With NEWS deployed, B1 perceiwes
a consistert goodput of 317.5KbpsTherefore, NEWS
can protect bystander bulk data transfer from ash
crowds.

We further evaluate hot-spot identi cation (HSI)
algorithm through experiment with bystander web
trac. In this case,B1 sendsweb requeststo sener
S3 basedon HTTP log under light load. Dierent
from bulk data transfer, we are interested in end-to-
end web latency in this case.

We summarize experimert results in Table 2. By
discarding about 22%connections,NEWS (with orig-
inal algorithms) reducesmeanweb latency for admit-
ted bystander requestsby more than 3 times. Fur-
ther, with hot-spot identi cation technique, NEWS
does not drop any bystander connections. As a re-
sult, NEWS further reduces mean web latency for
bystander web trac by about 17 times. Therefore,
we concludethat NEWS also protects bystander web
trac; and hot-spot identi cation algorithm is an ef-
fective technique to classify and protect bystander
trac from ash crowds.
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6 Future Work

We have evaluated NEWS performancein network-
and sener-limited scenarios. As a potential direc-
tion for our future work, we plan to evaluate NEWS
performancein a scenariowhere serner CPU is over-
loaded with dynamic workload. For example, web
requestsare for databasequeries.

With our testbed resources,we also want to com-
pare NEWS with other QoS and overload cortrol
schemesin experimerts.

7 Conclusion

In this work, we implemented NEWS on a Linux-
basedrouter accordingto ash crowd detection and
mitigation algorithms deweloped in simulations. Be-
sidesvalidate our simulation study quartitativ ely, we
presert three major cortributions of this work.

First, we investigated system performance of tar-
get server during ash crowds in details through ex-
periments. We shaved that NEWS is an adaptive
system, and can protect server and networks from
overloading in both network- and sener-limited sce-
narios. NEWS also maintains high-performance for
admitted requestsduring ash crowds.

We further examinedrun-time overhead of NEWS
on router, and found that NEWS is a relatively light-
weighted corntrol sdheme,and consumessmall amount
of resourceson router.

To protect bystander trac from ash crowds, we
deweloped hot-spot identi cation algorithm to clas-
sify ash crowd trac from others. Our experiments
showed that this algorithm reducesthe end-to-end
latency for bystander web trac dramatically.
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