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Summary and Recommendations

ection 214 of the E-Government Act of 2002 called on the Office of
Management and Budget, in consultation with the Federal Emer-
gency Management Agency (FEMA), to “ensure that a study is con-
ducted on using information technology to enhance crisis preparedness,
response, and consequence management of natural and manmade disas-
ters.” This, the final report from the National Research Council’s Commit-
tee on Using Information Technology to Enhance Disaster Management,
addresses the issues listed in Section 214 and provides recommendations
for enhancing disaster management through the use of IT.! In this study,
disasters are defined as natural, technological, and human-initiated events
that disrupt the normal functioning of the economy and society on a large
scale; information technology (IT) is broadly defined as including comput-
ing and communications technology; and disaster management is defined
as encompassing mitigation, preparedness, response, and recovery ef-
forts undertaken to reduce the impact of disasters.
The purpose of this report is to inform federal, state, and local policy
makers and public safety and emergency management professionals
about future opportunities for the application of IT to disaster manage-

IThe committee’s first report—National Research Council, Summary of a Workshop on
Using Information Technology to Enhance Disaster Management, The National Academies Press,
Washington, D.C.—was published in September 2005.
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2 IMPROVING DISASTER MANAGEMENT

ment. Many of the report’s recommendations are aimed at the diverse set
of federal, state, and local agencies and other organizations (referred to
here as disaster management organizations) with responsibility for disas-
ter management activities. Several recommendations indicate what might
be done at the federal level to foster IT innovation that would enhance
disaster management efforts, but it was beyond the scope of this study to
recommend exactly where responsibility for implementing these recom-
mendations should be placed within the federal government. This report
is not intended as a comprehensive look at the complex, highly multi-
disciplinary topic of disaster management, nor does it explicitly address
tradeoffs between investments in IT and other capabilities for disaster
management or make recommendations about levels of funding for IT (or
indeed other) disaster management activities.

USING INFORMATION TECHNOLOGY AS A POINT OF
LEVERAGE TO ENHANCE DISASTER MANAGEMENT

The challenge of disaster management is reducing the harm disasters
cause to society, the economy, and the lives of individuals and communi-
ties. That task requires disaster managers to reduce uncertainty, to calcu-
late and compare costs and benefits, and to manage resources, often on a
much larger scale and at a much faster pace than are supported by meth-
ods and means for solving ordinary problems. IT provides capabilities
that can help people grasp the dynamic realities of a disaster more clearly
and help them formulate better decisions more quickly. And IT can help
keep better track of the myriad details involved in all phases of disaster
management.

The committee concluded that IT has as-yet-unrealized potential to
improve how communities, the nation, and the global community handle
disasters. Briefings to the committee suggested that some progress is
being made in using IT to enhance disaster management. Presentations
made at its June 2005 workshop, additional briefings to the committee,
and reports on responses to recent disasters indicated, however, that
disaster management organizations have not fully exploited many of
today’s technology opportunities. This situation stands in contrast to the
considerable success enjoyed by some sectors such as financial services
and transportation in adopting new IT technologies routinely and
aggressively.

This report describes both short- and long-term opportunities to en-
hance responsiveness and increase resilience by applying IT to disaster
management. As in other sectors, successful use of IT involves multiple
factors—making smarter use of existing technologies, creating opportu-
nities to develop and adopt new technologies, and evolving organiza-
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SUMMARY AND RECOMMENDATIONS 3

tional practices to best employ those technologies. Accordingly, this re-
port also examines mechanisms to facilitate the development and effec-
tive use of IT.

Short-Term Opportunities to Use IT

Although the committee believes that investment in IT research and
development (R&D) for disaster management should be guided in the
long run by a comprehensive, stakeholder-driven roadmap (see below), it
also sees opportunities for short-term investment in a number of specific
areas that would yield significant benefits. The committee heard of many
instances in which responders were able to make use of readily available
technology—either provided by their organizations or acquired person-
ally—that proved valuable during a disaster. The network effects associ-
ated with many of these technologies can create a critical mass of users
that provides a potential point of interoperability and cooperation across
agencies. For example, ad hoc use of 802.11x wireless capabilities in
laptops carried by some first responders, peer-to-peer use of Land Mobile
Radio System (LMRS) radios, and use of Family Radio Service/General
Mobile Radio Service “walkie-talkies” all can help to provide communi-
cations even when the communications infrastructure is damaged. Such
technology options may already be in the hands of users but may not be
deployed in disasters because policies and procedures for their use are
not in place.

Other examples of “low-hanging fruit” include the following;:

* Use of sensors, wikis (editable Web sites), blogs, and data-mining
tools to capture, analyze, and share lessons learned from operational ex-
periences;

® Use of database, Web, and call center technologies to establish a
service to provide information about available equipment, materiel, vol-
unteers, and volunteer organizations;

® Use of planning, scheduling, task allocation, and resource manage-
ment tools to help in formulating disaster management plans and track-
ing execution of the plans and to ensure timely recognition of problems
and associated follow-up decision making; and

® Use of deployable cell phone technology to rapidly establish stand-
alone communications capabilities for use in disasters where local infra-
structure is damaged.

To exploit such short-term opportunities involves identifying them,
establishing policies and procedures for their use, and providing training
to users.
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4 IMPROVING DISASTER MANAGEMENT

Recommendation 1: Disaster management organizations should
take advantage of opportunities for adoption of existing technology
or adjustment of policies and procedures that would allow signifi-
cant short-term enhancement of disaster management.

Key IT-Enabled Capabilities and R&D to Achieve Them

Making good decisions and taking appropriate action during extreme
events require having access to communications, data, and computational
resources that can be used to effectively coordinate a large number of
geographically dispersed participants and assets, to exchange a wide va-
riety of types of information, and to evaluate many scenarios and re-
sponses—all of which are changing dynamically.

The committee identified six key areas of IT-enabled capability (de-
scribed in Box S.1 and discussed in more detail in Chapter 2) in which
shorter-term development and longer-term research offer the potential
for significant benefits:

More robust, interoperable, and priority-sensitive communications;
Better situational awareness and a common operating picture;
Improved decision support and resource tracking and allocation;
Greater organizational agility for disaster management;
Better engagement of the public; and

e Enhanced infrastructure survivability and continuity of societal
functions.

Some of these capabilities address rather specialized problems that
do not have a large commercial market, although commercial technolo-
gies will provide many of the building blocks needed to realize the capa-
bilities. Disasters are low-frequency events outside the normal planning
horizons of most organizations, whose structure, operations, and IT sys-
tems are designed to ensure day-to-day efficiency rather than the resil-
ience and scalability that disasters demand. As a result, current research
and development efforts may not necessarily focus on developing IT ca-
pabilities in a manner optimized for disaster management.

As detailed in Chapter 4, IT R&D needs and opportunities are
evident across a spectrum from adoption (off-the-shelf technology is
available today) to adaptation (the technology is on the horizon and
ready for transfer to disaster management) to development (the technol-
ogy is on the horizon and requires development for use in disaster man-
agement) to applied research (disaster-management-specific research is
required) to basic research (fundamental research is needed to develop
new capabilities).
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In government mission areas such as defense and energy, a research
infrastructure has been built over decades to ensure long-term, mission-
driven scientific and engineering advances—an effort that has included a
long history of investments in IT. The Department of Defense, for ex-
ample, funds a mix of shorter- and longer-term R&D carried out through
the Defense Advanced Research Projects Agency (DARPA) and the ser-
vice laboratories as in-house, university-based, and contract research.
These investments are aimed at building a variety of capabilities, such as
the military’s transition to a capability for network-centric warfare, that
are also relevant to disaster management. To make the sort of IT-enabled
progress in disaster management that is envisioned in this report, the
disaster management community should also devote significant attention
and investment to a long-term research program.

A number of agencies could play a role in developing and imple-
menting such a program. The directly relevant mission of the Department
of Homeland Security’s (DHS’s) Science and Technology Directorate is
“to protect the homeland by providing Federal and local officials with
state-of-the-art technology and other resources.”> Other agencies have
relevant capabilities in terms of IT and disaster-related research programs,
modalities, constituencies, and existing connections with particular re-
search communities, including the National Science Foundation (NSF),
the National Institute of Standards and Technology (NIST), DARPA, the
National Oceanic and Atmospheric Administration (NOAA), and the re-
search laboratories of the armed services.

In a number of federal programs, multiple agencies work jointly to
tackle broad problems. One possible model for such an interagency pro-
gram is the Earthquake Hazard Reduction Program, in which NIST has a
lead role and the U.S. Geological Survey (USGS), FEMA, and NSF are
participants. Similarly, for disaster management, a lead agency (logically
DHS) could provide a clear single point of responsibility, coordinate ac-
tivities, report on progress, and so forth; the lead agency would not be
responsible for all aspects of execution, which would fall to all of the
participating agencies and their contractors and grantees.

R&D activities also need to be well coupled to the parts of DHS that
are responsible for mitigation, preparedness, response, and recovery ac-
tivities to ensure that requirements are grounded in operational needs
and to ensure that solutions can be transferred into federal operations and
the parts of DHS responsible for developing policy to ensure that techno-
logical and organizational questions are considered together.

25ee http:/ /www.dhs.gov /xabout/structure/editorial_0530.shtm.
tp g
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6 IMPROVING DISASTER MANAGEMENT

BOX S.1
Key IT-Enabled Capabilities

* More robust, interoperable, and priority-sensitive communications. Disaster
management requires robust, priority-sensitive communications systems capable
of supporting interoperation with other systems. Providing these requires commu-
nication networks that are more resilient to disruption than today’s commercial
networks, that can last longer without utility power, that can expand capacity to
meet emergency needs, that can autonomously reconfigure themselves, that can
handle the range of communication needs and environmental conditions that arise
in disasters, that have well-defined points of interoperability, and that are able to
distinguish between and properly prioritize communications.

* Better situational awareness and common operating picture. Situational
awareness is the ability for actors in a disaster—from national coordinators to
emergency responders to the general public—to have information about an inci-
dent, to understand what that information means in the context of the situation and
their goals, and to project patterns and trends. The common operating picture is a
shared understanding of a situation by a group of people who need to act together
to achieve common goals. The aim is to improve a person’s ability to do his or her
job more effectively.

* Improved decision support and resource tracking and allocation. Whereas
situation awareness provides decision makers with information relevant to their
tasks and goals, decision support focuses on assisting them in formulating pro-
spective actions—helping them understand and assess characteristics and conse-
quences of alternative courses of action and follow-up on decisions, closing the
feedback loop from decision to result.

Recommendation 2: The federal government should leverage the
capabilities of its agencies to carry out multidisciplinary research
in pursuit of six key IT-enabled capabilities—more robust, inter-
operable, and priority-sensitive communications; better situational
awareness and a common operating picture; improved decision
support and resource tracking and allocation; greater organiza-
tional agility for disaster management; better engagement of the
public; and enhanced infrastructure survivability and continuity
of societal functions—and establish a coordinating mechanism for
those research activities.

Roadmapping as a Tool to Engage Stakeholders and
Inform R&D Investments

Until fairly recently, the technology choices facing most disaster man-
agement organizations were few, with much of the investment focused
on building specialized communications systems in close partnership with
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» Greater organizational agility for disaster management. The use of IT has
enabled and driven changes to organizational structures and processes (e.g., more
distributed decision making). Agility is at a premium in disasters because no one
type of organization or group of organizations is always best suited for the variety
of problems that arise. Related issues with significant IT implications include build-
ing rapport among people who do not share a history of cooperation and more
quickly integrating the operations of multiple organizations.

* Better engagement of the public by (1) supplying information and (2) mak-
ing use of information and resources that members of the public can supply. Al-
though IT is used today to alert and inform the public before, during, and after a
disaster, more use could be made of new communications modalities, and infor-
mation could be better tailored and targeted to the needs of particular populations.
More attention should be paid to the information and resources held by the public
because members of the public collectively have a richer view of a disaster situa-
tion, may possess increasingly sophisticated technology to capture and communi-
cate information, and are an important source of volunteers, supplies, and equip-
ment. One important factor is how to engage the entire population, given the
existence of groups with cultural and language differences and other special
needs.

* Enhanced infrastructure survivability and continuity of societal functions.
Large disasters upset physical infrastructure, such as the electric grid, transporta-
tion, and health care—as well as IT systems. IT infrastructures themselves need to
be more resilient; IT can also improve the survivability and speed the recovery of
other infrastructure by providing better information about the status of systems and
advance warning of impending failures. Finally, IT can facilitate the continuity of
disrupted societal functions by providing new tools for reconnecting families,
friends, organizations, and communities.

a small set of vendors. Today, the set of technologies to choose from is
much wider, and many more choices are possible in any particular area.
But because disaster management is a system-level problem, there are no
IT “silver bullets.” Dramatic improvements in one area of technology or
process may have relatively little overall impact unless other intercon-
nected pieces are modified to make use of such advances. Too much
invested in radios and not enough in logistics might mean, for instance,
that one can call for help but cannot get it.

A clear vision of end-user goals, a detailed understanding of the indi-
vidual pieces of the problem and their interrelationships, a detailed un-
derstanding of the required technologies, and defined paths for progress
would help greatly to inform investment decisions. These are among the
elements of a roadmap—an agreed-on, coordinated vision that can help
organizations to plan development and investment strategies that can
bring technologies together at the right time. Roadmaps are used in a
number of sectors to accomplish this sort of alignment and cooperation.

A number of stakeholders, including first responders, public safety
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and emergency management agencies, government officials, medical pro-
viders, volunteer organizations, infrastructure and transportation system
owners, vendors, IT researchers, and disaster researchers, have important
perspectives on how to build on existing organizations and technology
where possible and how to drive the creation of new, cost-effective tech-
nologies and organizational structures where needed. However, an insti-
tutional home is needed to launch and sustain such activity.

Recommendation 3: The federal government should develop and
regularly update an IT R&D roadmap for disaster management with
the involvement of a full range of stakeholders.

IMPROVING ACQUISITION AND ADOPTION OF
INFORMATION TECHNOLOGY

Adoption of IT for disaster management is challenging for a number
of reasons, including the following (which are discussed in more detail in
Chapter 3):

¢ Disaster management organizations often lack the resources to ac-
quire valuable capabilities.

¢ The development and deployment of many promising technolo-
gies are risky and costly given the limited opportunities presented by
commercial markets for these technologies.

* In most agencies with disaster management responsibilities, there
is no person or unit specifically charged with tracking IT, identifying
promising technologies, integrating them into operations, and interacting
with IT vendors to make sure needs are addressed.

® Decisions regarding IT tend to be made independently by local
organizations that must work together in disasters.

¢ Disaster management is concerned with environments that are in-
trinsically uncertain and unstable.

* Important sources of funds are typically only available once a di-
saster has been declared and also must be spent in a short time window.

Diversified Acquisition Strategy and Attention to Design Issues

Disaster management has traditionally relied heavily on specially
built technology and on a traditional “waterfall” acquisition model in
which a full set of specifications is developed and a vendor is selected to
build a system in compliance with the specifications. In the commercial
world and in sectors such as defense, there is growing acceptance of a
richer, more diversified acquisition strategy that employs a mix of tradi-
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tional (purpose-built) systems, adoption and adaptation of commercial
off-the-shelf (COTS) technology and services, and use of open source
software, open standards, and community-driven development ap-
proaches. Such a strategy for disaster management should draw on the
strengths of the traditional vendor community yet also foster bottom-up
development as a complement to traditional acquisition practices and
more formal top-down development; tap the nation’s technology base;
and also encourage the “can-do” spirit of commercial developers, profes-
sionals, and volunteers involved in disaster management.

As mentioned above, COTS technology alone is unlikely to deliver all
of the desired capabilities. But it is important in two ways—(1) adoption
and adaptation of readily available technologies offer a path for building
up disaster management capabilities in the short term, and (2) the inter-
operability often characteristic of COTS technologies makes them useful
as building blocks for disaster management systems.

Recommendation 4: Federal, state, and local agencies should em-
brace a diversified acquisition strategy that includes increased use
of commercial information technology and greater use of open
source software and open standards development as a complement
to more traditional acquisition approaches.

Reliance on turn-key systems has meant that disaster management
organizations have paid less attention to the underlying design issues
that ultimately affect the functionality of their IT systems. Often technolo-
gies have been acquired as stand-alone products with little consideration
for how they integrate with other technologies already in use, even within
the same agency. However, with networking becoming increasingly per-
vasive, careful attention should be given to how each particular IT system
fits into the broader context of interconnected systems. Off-the-shelf tech-
nology such as desktop computers or network routers can provide basic
building blocks, and some elements of design are also well established
such as the Internet Protocol standard for packet networks, but a domain-
specific architecture understood and owned by the organization is also
needed. To accomplish this, organizations have to develop the necessary
technical and technology management capabilities.

Recommendation 5: Disaster management organizations should
work closely with technology providers to define, shape, and inte-
grate new technologies as a coherent part of their overall IT system.

The committee believes that more can be done to embrace proven
approaches for IT acquisition. Best practices for acquisition include an

Copyright © National Academy of Sciences. All rights reserved.
This executive summary plus thousands more available at http://www.nap.edu



Improving Disaster Management: The Role of IT in Mitigation, Preparedness, Response, and Recovery
http://books.nap.edu/catalog/11824.html

10 IMPROVING DISASTER MANAGEMENT

emphasis on iterative development, increased opportunities to test and
evaluate technology in practice together with realistic concepts of opera-
tions, and design and evaluation processes that allow for strong coupling
among practitioners, researchers, and industry.

The committee also identified four design principles (discussed in
more detail in Chapter 3) that have particular importance for disaster
management systems:

® Build emergency management systems for effective scaling from
routine to disaster operation;

¢ Exploit redundancy and diversity to achieve resilience;

¢ Design systems with flexibility, composability, and interoperability
as core guiding principles; and

¢ Distinguish between the user interface and the underlying tech-
nologies used to deliver a capability.

Training and Practice Through Routine Use of IT

Unless experience is gained through routine use or regular training,
the full benefits of investment in IT systems are unlikely to be realized.
Training, drills, and exercises all play an important role in the introduc-
tion of new technologies into organizational practice. Moreover, it is
through routine use that the competence and confidence required to suc-
cessfully use a technological capability, especially in the high-stress situa-
tion of disasters, are best developed. However, training large numbers of
people to deal with infrequent events poses logistical challenges and is
also costly.

Recommendation 6: In the design, acquisition, and operation of IT
systems, disaster management organizations should emphasize the
incorporation of disaster response capabilities into the systems that
support routine operations.

Measurement and Assessment to Enhance Effectiveness

As the saying goes, one can only manage what one can measure.
Because the resources available for disaster management are limited, de-
cision making always involves tradeoffs. Weighing the benefits from par-
ticular IT investments against the returns on other sorts of investment is
challenging. Although having measures of effectiveness is necessary to
making such assessments, few applicable metrics are currently available.

Above all, acquisition of IT and associated organizational changes
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should be driven by a focus on improving the effectiveness of those whose
actions are integral to effective disaster management. The emphasis
should be on measuring the resulting net effectiveness of disaster man-
agement activities, not the performance of the IT per se. For example,
rather than focusing on the performance of particular systems (e.g., a
firefighter radio system has 90 percent coverage), it is important to try to
gauge net effectiveness (e.g., better communications coverage allows fire-
fighters to better coordinate their response, improving capabilities for
fighting forest fires by 20 percent). The development of such metrics is an
area for further research.

Recommendation 7: Disaster management organizations should
employ metrics to inform cost-benefit decisions for investment in
IT for disaster management and should make enhanced end-user
performance a primary objective of disaster management acquisi-
tion programs.

Independent mechanisms for assessment, such as the Transportation
Safety Board, the U.S. Chemical Safety and Hazard Investigation Board,
and the NASA Aviation Safety Reporting System, have proven useful in
their respective domains. A critical requirement of these organizations is
their independence from the agencies that have operational responsibili-
ties. It may be advantageous to employ several organizations rather than
a single national one, with each one focusing on a particular type of
disaster or the range of disasters typical in a particular region. It is also
important for assessments to be founded on multiple areas of expertise,
including technical, social, and organizational dimensions. Obviously, the
effectiveness of IT use is just one facet of an assessment of the overall
effectiveness of disaster management activities for any particular inci-
dent, albeit an important one.

Recommendation 8: Disaster management organizations should
make use of independent mechanisms for assessing the effective-
ness of disaster management operations, including the use of IT,
and for disseminating lessons learned and best practices.

Systematic Collection of Data

It is well understood as a result of endeavors in many areas (e.g.,
aircraft accident investigations) that making significant improvements
depends on putting in place processes that allow learning from experi-
ence. IT can play a critical role in enhancing the science of disaster man-
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agement by helping to support continuous improvement. Collecting ad-
equate and trustworthy data is essential for the feedback necessary to
drive improvements in disaster management.

Doing so requires better documentation of disasters and the re-
sponses to them, including the role of supporting technology. The wide-
spread introduction of IT into disaster management provides opportuni-
ties for large-scale, automated, comprehensive collection of data about
operations, decision making, and situational knowledge throughout a
disaster. This information can be processed after the fact to improve un-
derstanding of the process of disaster management. IT can also help to
make these lessons learned available in real time, putting them into the
hands of decision makers when they are most needed.

Accomplishing this goal requires enhanced technical capabilities to
capture data during the course of a disaster. In some cases, it may be
necessary to find ways to anonymize data so that accurate statistics can be
gathered without the difficulty of dealing with potential liability issues.
Policy changes (analogous to the adoption of Good Samaritan laws®) may
also be needed to ensure that individuals involved in a disaster response
can be protected from liability (e.g., amendments to the Health Insurance
Portability and Accountability Act [HIPAA] may be needed). Legislation
may also be needed to ensure that intellectual property, privacy, liability,
and other concerns of information providers are addressed if they are
required to share such data for research purposes.

COUPLING RESEARCH AND PRACTICE

Effective development, use, and deployment of IT depend on a solid
understanding of context and user needs. Moreover, the introduction of
new IT often presents opportunities for new organizational approaches,
and these opportunities should be considered in reorganization efforts.
Similarly, successful technology development requires consideration of
organizational context.

This issue of co-development of technology and organizational prac-
tice seems especially important at present. In the wake of Hurricane
Katrina, a number of organizational structures, policies, and procedures
are being examined. Also, a number of relevant technologies have reached
a sufficient level of maturity to allow innovative organizational ap-
proaches to disaster management.

The interdependence of technology and practice suggests that devel-
oping a cadre of people with expertise in both disaster management and

3Good Samaritan laws shield people from liability in emergency circumstances provided
that they have acted in a reasonable manner.

Copyright © National Academy of Sciences. All rights reserved.
This executive summary plus thousands more available at http://www.nap.edu



Improving Disaster Management: The Role of IT in Mitigation, Preparedness, Response, and Recovery
http://books.nap.edu/catalog/11824.html

SUMMARY AND RECOMMENDATIONS 13

IT is likely to yield significant payoffs. Such a cadre of people is likely to
be more astute at translating user requirements to technical needs. One
basic need, of course, is to train a group of first responders and others
responsible for disaster management in IT skills that go beyond those of a
general user and to train a group of IT workers (e.g., database and system
administrators and application builders) to have domain expertise in di-
saster management. Deeper expertise spanning both domains could be
fostered through a number of mechanisms, including the following:

¢ A combination of fellowships, shorter-term visits to research cen-
ters, and other training and educational activities that help technology
experts and other practitioners to stay abreast of the latest developments
in both practice and technology;

e Field tests and field work conducted by IT researchers working
with disaster management practitioners; and

¢ Combined disaster management-IT expert teams that jointly ana-
lyze the performance of processes and systems after a disaster.

Recommendation 9: Disaster management organizations should
support the development of a cadre of people with expertise in
both disaster management and IT.

Especially in light of the significant non-technical factors affecting
adoption of IT for disaster management, it is critical to establish mecha-
nisms that ensure that researchers are exposed to real problems and that
practitioners are exposed to new technology opportunities. Because most
practitioners are distributed across local agencies, forging such ties is
likely to be harder in disaster management than in sectors like defense,
but it is no less important.

Collaborative research centers could bring together experts from di-
verse domains in a neutral environment conducive to collaboration. Such
centers could (1) develop a shared understanding of the challenges in all
phases of disaster management from both a technological and an organi-
zational perspective, (2) evaluate the application of technology advances
to disaster management practice, (3) develop a culture and processes for
transitioning knowledge and technology to the operational communities
on a sustained basis, (4) build human capital at the intersection of IT and
disaster management, (5) serve as repositories for data and for lessons
learned from past disasters and disaster management efforts, and (6) pro-
vide forward-looking analysis to inform the development of technology
capabilities, associated organizational processes, and roadmap develop-
ment. A number of academic centers exist that offer a capacity for at least
some of these efforts.
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14 IMPROVING DISASTER MANAGEMENT

Practitioners in multiple disciplines could contribute to such centers,
including scientists, engineers, and hazard and disaster researchers, and
centers should include partnerships with federal, state, and local disaster
management agencies. Indeed, it is critical that experienced and capable
officials and operational elements of disaster management organizations
be deeply involved in the work of these centers. One approach for engag-
ing these groups would be to provide incremental funds to agencies spe-
cifically for working with researchers and developing next-generation
technologies. Having multiple centers (rather than a single entity) also
helps to ensure healthy intellectual competition, cross-fertilization of
ideas, specialization in specific types of disasters and specific technology
capabilities, and attention to the comprehensive needs of particular geo-
graphical areas.

Research centers could also act as a resource for agencies seeking to
implement a diversified acquisition strategy and incorporate the latest
best practices and a mechanism for disaster managers and responders to
share experiences and communicate requirements to guide further tech-
nology developments.

Recommendation 10: The federal government should sustain (and
develop as needed) a network of research centers where IT research-
ers, hazard and disaster researchers, and disaster management prac-
titioners can collaborate to study and evaluate the use of IT for
disaster management from both a technological and an organiza-
tional perspective, to transition knowledge and technology to those
who practice disaster management, to build human capital at the
intersection of IT and disaster management, and to develop future
IT capabilities.
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Preface

To improve how information technology is used in disaster manage-
ment, Section 214 of the E-Government Act of 2002 called on the admin-
istrator of the Office of Electronic Government in the Office of Manage-
ment and Budget, in consultation with the Federal Emergency
Management Agency (FEMA), to “ensure that a study is conducted on
using information technology to enhance crisis preparedness, response,
and consequence management of natural and manmade disasters” (see
Box P.1). In early 2005, in response to a request from FEMA to the Na-
tional Research Council (NRC), via a contract with Battelle Memorial
Institute, the Committee on Using Information Technology to Enhance
Disaster Management was established under the auspices of the Com-
puter Science and Telecommunications Board to study these issues. The
committee’s first report, Summary of a Workshop on Using Information Tech-
nology to Enhance Disaster Management,! summarized the discussions at a
public workshop held on June 22-23, 2005. Representatives of federal,
state, and local government agencies; private industry; and the research
community participated in the workshop.

Over the next year the committee met four times and made several
site visits to gather input from federal agencies; state and local public

INational Research Council, Summary of a Workshop on Using Information Technology to
Enhance Disaster Management, The National Academies Press, Washington, D.C., September
2005.
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Vil PREFACE

BOX P.1
Section 214 of the E-Government Act of 2002,
Public Law 107-347

SEC. 214. ENHANCING CRISIS MANAGEMENT THROUGH ADVANCED IN-
FORMATION TECHNOLOGY

(a) Purrose.—The purpose of this section is to improve how information tech-
nology is used in coordinating and facilitating information on disaster prepared-
ness, response, and recovery, while ensuring the availability of such information
across multiple access channels.

(b) IN GENERAL.—

(1) STubY ON ENHANCEMENT OF cRisis RESPONSE.—Not later than 90 days after
the date of enactment of this Act, the Administrator, in consultation with the Feder-
al Emergency Management Agency, shall ensure that a study is conducted on
using information technology to enhance crisis preparedness, response, and con-
sequence management of natural and manmade disasters.

(2) ConTenTs.—The study under this subsection shall address—

(A) a research and implementation strategy for effective use of informa-
tion technology in crisis response and consequence management, including the
more effective use of technologies, management of information technology re-
search initiatives, and incorporation of research advances into the information and
communications systems of—

(i) the Federal Emergency Management Agency; and
(i) other Federal, State, and local agencies responsible for crisis
preparedness, response, and consequence management; and

(B) opportunities for research and development on enhanced technolo-
gies into areas of potential improvement as determined during the course of the
study.

(8) ReporT.—Not later than 2 years after the date on which a contract is
entered into under paragraph (1), the Administrator shall submit a report on the
study, including findings and recommendations to—

(A) the Committee on Governmental Affairs of the Senate; and

(B) the Committee on Government Reform of the House of Representa-
tives.

(4) InTERAGENCY coopPerATION.—Other Federal departments and agencies
with responsibility for disaster relief and emergency assistance shall fully cooper-
ate with the Administrator in carrying out this section.

(5) AUTHORIZATION OF APPROPRIATIONS.— There are authorized to be appropriat-
ed for research under this subsection, such sums as are necessary for fiscal year
20083.

(c) PiLot ProJECTS.—Based on the results of the research conducted under
subsection (b), the Administrator, in consultation with the Federal Emergency
Management Agency, shall initiate pilot projects or report to Congress on other
activities that further the goal of maximizing the utility of information technology in
disaster management. The Administrator shall cooperate with other relevant agen-
cies, and, if appropriate, State, local, and tribal governments, in initiating such pilot
projects.
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PREFACE ix

safety officials and emergency management practitioners; experts in di-
saster management; information technology researchers; and hardware
and software vendors. In preparing this, its final report, the committee
also drew on perspectives and information gleaned from professional
conferences, the technical literature, and government reports.

Chapter 1 briefly characterizes disaster management, placing the
use of information and communication technology in the broader hu-
man and organizational context and providing a framework for con-
sidering the range and nature of information and communication
needs. Chapter 2 presents the committee’s vision of the potential for
information and communication technology to improve disaster man-
agement. Chapter 3 focuses on structural, organizational, and other
non-technical barriers to the acquisition, adoption, and effective use
of IT in disaster management. Chapter 4 provides an initial outline of
the elements of a research program aimed at strengthening IT-en-
abled capabilities for disaster management.

During the development of this report, Hurricane Katrina struck the
U.S. Gulf Coast. In the days following the hurricane’s landfall, damage to
the communications infrastructure, together with a host of other commu-
nications and information concerns, was cited by decision makers and
reported on in the press as among the major challenges facing those in-
volved in response and recovery efforts. The tragic events that occurred
in Katrina’s wake have, of course, served to underscore the importance of
disaster management; they have also highlighted the role of information
technology in disaster management, the interplay between technical and
organizational considerations, and the contributions that research and
development in these areas could make to future disaster management
activities. However, although a number of the inputs focused on Katrina,
the committee’s charge, its deliberations, and this report encompass di-
sasters in all (natural and human-made) forms and in all phases, from
mitigation and preparedness to response and recovery.

Ramesh R. Rao, Chair
Committee on Using Information Technology
to Enhance Disaster Management
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