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ISI X-Bone Communications Architecture 
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ISI X-Bone GUI Control Page 
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ISI X-Bone GUI Resource Discovery Page 
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ISI X-Bone GUI Overlay Creation Page 
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ISI X-Bone GUI Overlay Status Page 
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IDART™ X-Bone Component Communications Sequence 
 
Note: The optional DNS components are not shown in this sequence. 
 

X-Bone Component Communication Diagram

Web Server

Browser 
Client

OM
API

Overlay
Manager

Resource
Daemon

Web Server / Overlay Manager Server /
Overlay DNS Server

Resource 1

Resource
Daemon

Resource 3

Resource
Daemon

Resource 4

1. Browser builds and submits  
overlay configuration 
request

Host-based firewall

X-Bone 
CGI
User 

Interface

Resource
Daemon

Resource 2

1. Browser builds and submits  
overlay configuration 
request

2. CGI submits requested 
configuration description to 
OM. OM-API parses and 
verifies request.

3. OM multi-casts invitations 
on base network.

4. RDs that can participate 
send UDP replies.

5. OM sends configuration 
information to RDs

6. RDs send configuration 
result status to OM

7. OM sends overlay result 
status to CGI for display to 
client

TCP

TCP-SSL

UDP-
S/MIME

 
Figure 12 

 

April, 2003 30



X-Bone Surety Assessment Report 

Appendix B con’t 

X-Bone Component Communication Diagram

Web Server

Browser 
Client

OM
API

Overlay
Manager

Resource
Daemon

W eb Server / Overlay M anager Server /
Overlay DNS Server

Resource 1

Resource
Daemon

Resource 3

Resource
Daemon

Resource 4

Host-based firewall

X-Bone 
CGI
User 

Interface

Resource
Daemon

Resource 2

TCP

TCP-SSL

UDP-
S/MIME

1. Browser builds and submits  
overlay configuration 
request

2. CGI submits requested 
configuration description to 
OM. OM-API parses and 
verifies request.

3. OM multi-casts invitations 
on base network.

4. RDs that can participate 
send UDP replies.

5. OM sends configuration 
information to RDs

6. RDs send configuration 
result status to OM

7. OM sends overlay result 
status to CGI for display to 
client

 
Figure 13 

X-Bone Component Communication Diagram

Web Server

Browser 
Client

OM
API

Overlay
Manager

Resource
Daemon

W eb Server / Overlay M anager Server /
Overlay DNS Server

Resource 1

Resource
Daemon

Resource 3

Resource
Daemon

Resource 4

Host-based firewall

X-Bone 
CGI
User 

Interface

Resource
Daemon

Resource 2

TCP

TCP-SSL

UDP-
S/MIME

1. Browser builds and submits  
overlay configuration 
request

2. CGI submits requested 
configuration description to 
OM. OM-API parses and 
verifies request.

3. OM multi-casts invitations 
on base network.

4. RDs that can participate 
send UDP replies.

5. OM sends configuration 
information to RDs

6. RDs send configuration 
result status to OM

7. OM sends overlay result 
status to CGI for display to 
client

 
Figure 14 

April, 2003 31



X-Bone Surety Assessment Report 

Appendix B con’t 

X-Bone Component Communication Diagram

W eb Server

Browser 
Client

OM
API

Overlay
M anager

Resource
Daemon

W eb Server / Overlay M anager Server /
O verlay DNS Server

Resource 1

Resource
Daemon

Resource 3

Resource
Daemon

Resource 4

Host-based firewall

X-Bone 
CGI
User 

Interface

Resource
Daemon

Resource 2

TCP

TCP-SSL

UDP-
S/M IM E

1. Browser builds and submits  
overlay configuration 
request

2. CGI submits requested 
configuration description to 
OM . OM -API parses and 
verifies request.

3. OM  multi-casts invitations 
on base network.

4. RDs that can participate 
send UDP replies.

5. OM  sends configuration 
information to RDs

6. RDs send configuration 
result status to OM

7. OM  sends overlay result 
status to CGI for display to 
client

 
Figure 15 

X-Bone Component Communication Diagram

Web Server

Browser 
Client

OM
API

Overlay
Manager

Resource
Daemon

W eb Server / Overlay M anager Server /
Overlay DNS Server

Resource 1

Resource
Daemon

Resource 3

Resource
Daemon

Resource 4

Host-based firewall

X-Bone 
CGI
User 

Interface

Resource
Daemon

Resource 2

1. Browser builds and submits  
overlay configuration 
request

2. CGI submits requested 
configuration description to 
OM. OM-API parses and 
verifies request.

3. OM multi-casts invitations 
on base network.

4. RDs that can participate 
send UDP replies.

5. OM sends configuration 
information to RDs

6. RDs send configuration 
result status to OM

7. OM sends overlay result 
status to CGI for display to 
client

TCP

TCP-SSL

UDP-
S/MIME

 
Figure 16 

April, 2003 32



X-Bone Surety Assessment Report 

Appendix B con’t 

X-Bone Component Communication Diagram

Web Server

Browser 
Client

OM
API

Overlay
Manager

Resource
Daemon

W eb Server / Overlay M anager Server /
Overlay DNS Server

Resource 1

Resource
Daemon

Resource 3

Resource
Daemon

Resource 4

Host-based firewall

X-Bone 
CGI
User 

Interface

Resource
Daemon

Resource 2

1. Browser builds and submits  
overlay configuration 
request

2. CGI submits requested 
configuration description to 
OM. OM-API parses and 
verifies request.

3. OM multi-casts invitations 
on base network.

4. RDs that can participate 
send UDP replies.

5. OM sends configuration 
information to RDs

6. RDs send configuration 
result status to OM

7. OM sends overlay result 
status to CGI for display to 
client

TCP

TCP-SSL

UDP-
S/MIME

 
Figure 17 

X-Bone Component Communication Diagram

Web Server

Browser 
Client

OM
API

Overlay
Manager

Resource
Daemon

W eb Server / Overlay M anager Server /
Overlay DNS Server

Resource 1

Resource
Daemon

Resource 3

Resource
Daemon

Resource 4

Host-based firewall

X-Bone 
CGI
User 

Interface

Resource
Daemon

Resource 2

1. Browser builds and submits  
overlay configuration 
request

2. CGI submits requested 
configuration description to 
OM. OM-API parses and 
verifies request.

3. OM multi-casts invitations 
on base network.

4. RDs that can participate 
send UDP replies.

5. OM sends configuration 
information to RDs

6. RDs send configuration 
result status to OM

7. OM sends overlay result 
status to CGI for display to 
client

TCP

TCP-SSL

UDP-
S/MIME

 
Figure 18 

April, 2003 33



X-Bone Surety Assessment Report 

 

Appendix C 
 

IDART™ X-Bone Brainstorm Attack Graph 
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