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Final Exam
CS402
14 December 1999

You have?2 hours. for this exam. The exam has 6 pages. Therae 100 possible points.Show all your
work for partial cr edit. This exam has been wught to you by the letter z and the number e.

Definitions

Each question includes the number of pointsAnswer all questions in this section.

1. Give me or more terms that describe the foilng:

a)

b)

f)

)}

h)

)

Thefour requirements for deadlock (4 pts)

Answer: Mutual exclusion, non-preemption, hold ancity circular vait

Thename for the condition where increasing the number g$ipal pages in a VM system
results in more pageaudlts (1 pt)

Answer: Beladys Anomaly
Two possible states of procesq2 pts)

Answer: Ready Running, Blocled
Thestructure thatNIX® uses to kep track of the sectors allocated toeemgffile (1 pt)

Answer: i-node

Thestructure that MS-DOS or winde uses to &ep track of the sectors allocated to a file (1
pt)

Answer: FAT (File Allocation Table)
Four layers of the ISO OSI netrking stack (4 pts)

Answer: Application, Presentation, Sessiomafisport, Netwrk, Link, Ptysical
A program that prnades a service (or pretends to) to steal a pasbar shared secret (1 pt)

Answer: trojan horse
Two dements of the Wtual Memory system (hardave or software) (2 pts)

Answer: MMU, page table, page replacement algorithm, pag# handler
Smallestaddressable piece of data on a diskel(l point)

Answer: sector or block
Threememory protection systems (3 pts)

Answer: base/limit rgisters, softare leys, virtual memory
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Short Answer
Each question is warth 10 points. Do all questions in this section.

2. InolderuNix systems the passrd file was readable by gruser Why does this not ally any user
who can read this file the ability to log in ay ather user? ¥ur answer should include a description
of how a wsers passvord is \erified by auNix system. (6 pts)

Answer: The passwrd information is the result of applying a onaymunction to the uses’'pass-
word. Becausauch a function is not easilyviertible, translating from hashalue to passard is not
feasible. \rifying the passerd consists of hashing it and comparing the hashkgs.

These days, mosiNix / et ¢/ passwd files do not include the pasewd information. Give 2 ea-
sons for hiding that informationyen considering the answer to the first part of this question. (4 pts)

Answer: Bad passwrds remain too common, and putting the pasdwnformation in the clear
invites a dictionary attackFurthermore, it haing the information in the clear alle an attaockr to
malke the attack from a dérent machine, notven giving the attackd machine a chance to detect it.

3. Considera FAT-based (File Allocation 8ble) file system.Entries in the table are 16 bits wid@.
user vants to install a disk with 131072 512-byte sectd¥hat is a potential problem? (3 pts)

Answer: Each 16 byte entry in the table is an address of a sector on theTdislOS can address
65536 sectors, and the disk has more than that.

Describe a solution to this problem (4 pts) arpl&n the trade-d$ involved. (3 pts)

Answer: Make each FAT entry access a logical sector that is 2ygibal sectors.This trades
increased internal fragmentationa@gst maintaining the size of th&F, and backward compatibility

Alternatively, you can increase the size of th&TRo be 131072 17-bit entries, which increases the
table size to 278528 bytes (at least) and increases the sitshpiethe decoding procesdt also
ruins aty backward compatibility
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4,

Ina retwork, both the link layer and the transport layer mayideerror detectioneilities. Gve 2
reasons that a transportdkerror detection mechanism is needed to ensure end-to-end dgté#ynte

(6 pts)

Answer: The link layer is not guaranteed to pigte error detection, and the transport tée’ sure
which link levels it's running wer. Even if all the link levels provide error detection, this does not
detect errors in the intermediate systems in thear&tw

Most operating systems do not perform error detection on disk blagksgther trust the disk hard-
ware itself to detect itsvan errors. Why do you think this is the case? (4 pts)

Answer: The only source of corruption outside the disk itself is the operating system, processor or
memory If the processor or memory is malfunctioning, it will not be possible to perform a reliable
checksum calculationSimilar aguments apply to OSIn the netverk case, the OS can check
another systera’faulty checksum calculation, it cannot chec& @vn. (Although,it might be possi-

ble on a multiprocessos)

Most people made anfefiency argument here, and thatas worth 3 points. You should consider
why the OS car’check the disk blocks.
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5. Oneof the reasons thatuix f or k system call is)@ensve is that it duplicates the entire parent’
address space for the child processmost cases the child will access onlyemyvsmall portion of
the address space copied from the parent before replacing it with @ldesss space (foxample,
by making arexec system call). A common solution to this problem is to create an address space
for the child that initially shares the pages of the pasealidress space,ub copies ay pages that
child writes when the child writes thenThis way the changes appear only in the childldress
space, not the parest’ Theresult is that the child’aldress space mostly consists of pages shared
with the parent procesaibalso includes a ¥e unshared pages that are modified copies of the par
ent's pages. Thistratgy is called cop-on-write.

You're given a paging system where each page hasvis backing store, and each pagefad and
write permissions are determined by the current page tableygicphpage may appear in 2 page
tables with diferent permissions)There is no TLB (translation lookasidefter); all page references
are resoled through the page tablAny time a page is not in memeouy is acessed with the wrong
permissions, the pagadlt routine is called.The OS handles the problems of maintaining consis-
teng/ of shared pages - if a shared pagevisted or brought into memaorgl page tables that refer
ence it are properly updatetfou haveroom in the page table to add afitags to each entry

Describe a system for implementing gam-write. Specificallydescribe hav you create a cgpon-
write address space in ther k syscall (5 pts) and furthermorevwagou can detect that a cppn-
write page has been written to and must be copied (5 pts).

Answer: To aeate a copon write address space, gothe parens address space, makhe permis-
sions to ap writable pages read-onlgnd add a cop-on-write flag to only those writable in the par
ent space.When the pagealilt handler is called because of a permissarit fon a cop-on-write
page, you must cgyt and restart thedult.

At least one person noted that in reality this is a much thornier problem than the one presented here.
In a real system, the address space should bearerite for both parent and child.You didn’t

have o do the harder &rsion for full credit, bit you did hae  mention using the read-only bit to get

extra faults.
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Long answer

Each question is warth 20 Points. Doall questions in this section.

6. Thisquestion asks you to consider adding links to the Nachos file sy3teisiis a design ques-
tion; you should not write code.

These questions refer to addimard links to the system.

a)

b)

c)

Whatchanges wuld you mak to the internals (directoryileheaderfree map, etc.) of the file
system to support hard links. (3 pts)

Answer: You would hare © add a link count to the file header

How do the semantics of theenmove system call change (2 pts), andihdo you implement
that change? (3 pts)

Answer: Now a file is rem@ed from the file system when there are no more links and no
thread has the file operRreviously, a file could avays be markd for deletion byRenove.
Renmove andcl ose must be modified to check for both conditions, rather than only the con-
dition that no thread as the file open.

Whatnew system calls, if ap must be added to the syste®ive the signature of annew
calls, e.g.Open(char *file) (2pts)

Answer: Add aLi nk(char *old, char *new) to create a nelink to an aisting file.

These questions refer to addswft links to the systemSoft links are also called symbolic links.

d)

f)

Whatchanges wuld you mak o the internals (directorfileheaderfree map, etc.) of the file
system to support soft links. (3 pts)

Answer: The directory wuld hare © be modified to store the soft ling’ pathname in the
directory

Whatexisting system calls va 1o be modified and hw to support soft links (5 pts)

Answer: Open needs to be changed to implement the reeeidsiokup implied by soft links.
If the file being opened res@s to a soft linkOpen must open the file pointed to by the soft
link. A new error mode for a soft link that doespoint to a file is introducedRenove must
be modified in a minor ay to remee ft links correctly (Renove is not required for full
credit, and is only arth 1 point alone).

What new system calls, if ap must be added to the syste®ive the signature of annew
calls, e.g.Open(char *file) (2pts)

Answer: Add aSynli nk(char *ol d, char *new) to create a ne symbolic link to
an «isting file.
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7.

Generallywe've talked about each operating system component in isolalibis question asks you

to think about vays in which thg interoperate. &r each pair of systems belogive a Pecific way

that the interact (or that thecould interact). Telling me that the file system and 1/0O system interact
because theboth use the disk is notasth more than a point, and may berth none. Telling me

that the file system and 1/O system interact whew te¢ermine the mapping from logical blocks
physical blocks which impacts the size of file system structures, andfitiensy of the disk usage
because lgrer logical blocks imply more internal fragmentation on the disk is a more complete
answer

a)

b)

d)

Hav does the virtual memory system (sagmand paging) interact with the process system
(scheduling or creation)? (5 pts)

Answer: A demand paging system will be at itonrst at process creation, with an empty
address spaceThe two systems hee b work together to pre-fetch a reasonablerking set
without overloading the paging system by bringing in the entire address sjiabe.VM sys-
tem supports sharedxtgor copy on write), the two need to verk together to ta&k advantage of

it.

How do the virtual memory system and the file system interact? (5 pts)

Answer: The VM system may pageeutables directly from the file system, which requires
coordination to mak aure that users cannot write to files being used as backing store and that
deletion of such files is disalleed or handled propetlyThe adwantage is that pages apped

from the file system do not need to be copied tapsgpace.

Swap files can generally be put in the file systeut,ibso, the VM and file systems need to
coordinate such use (maybe with a quota system) tergrthe svap files from running the file
system out of roomUsing the file system intexte simplifies the VM systemubadds per
swapfile overhead.

In a system that ales memory mapped files, thedwystems hee 1 interact closely to guar
antee consistegdetween the file cache and the VM allocated to a memory mapped file.

Nameanother vay (not the gkample abuwe) that the file system and the 1/0O system (probably
the disk dwers) interact. (5 pts)

Answer: Feature coordinationlf the disk implements interleag, the file system implemen-
tation should not do itswn interleaing. Theresult can be to makloth systems arse that
useless - actually detrimentaSimilar neotiations hae t be done for features lik dsk
caching or bad block renaming.

How do the security system (e.g., file permissions) and the virtual memory system (5 pts)?

Answer: This ones celiberately tricl. If the OS allavs memory mapping of files, the mem-
ory mapping intedce has to respect file system permissions - potentigty &me that the
file is read or written.This is a potentially @y comple interaction.

Although | didnt haveit in mind when | wrote the question, the TENEXgbfor guessing
passwverds is aneen better &kample of this interactionThe TENEX lug was worth full credit
here.



