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Final Exam
CS402
14 Dec 00

You have 2 hours for this exam. The exam has 8 pages. Therae 100 possible points.Show all your
work for partial cr edit.

Definitions

Each question includes the number of pointsAnswer all questions in this section.You may
use unambiguous abrevations.

1. Give a erm that describes the folling:
a)  Thefour requirements for deadlock (4 pts)

Answer: Mutual exclusion, non-preemption, hold ancit circular vait

b)  Theobsenration that FIFO page replacement mayesuén increase in pagatfits if memory is
added (1 pt.)

Answer: Belady's enomaly
c)  Operatingsystem codexecuted when an asynchronouwide signals the CPU (1 pt)

Answer: interrupts service route (ISR)
d) A uNIX® file that contains filename to i-node mappings. (1 pt.)

Answer: directory

e) Thecondition when the ark done by the operating system is greater than tit& done by
the user processe&or example, an OS that is spending more time servicing pagts fthan
running computations is doing thigl pt.)

Answer: thrashing
f) A disk arm scheduling pol(1 pt.)

Answer: FIFO, Shortest seek first (SSF),\et®r algorithm
g) Thelayer of the ISO stack concerned with carrying data end-to-end (1 pt.)

Answer: transport
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Short Answer
Each question is wrth 5 points. Do all questions in this section.

2. Whatis the main dierence between a process and a thread? (3f¢plpin this diference in
terms of nachos data structures. (2 pts.)

Answer: A thread is a running computation that shares an address space with other running
computations. Aprocess is a thread that is alone in its address spaderms of nachos, a
process wuld be an address space with a single thread running Thé.Thread data struc-
ture encapsulates threads.

3. Shav the results of the follsing memory transactions on thadaly system illustrated belo
The system has 1MB of memoriach blank should be filled with the state of the system after
one of the gien transactions. Arallocation for a process is a box with the process identifier
), an unallocated amount of memory is a box with the unallocated size (in KB) in it
). This is the same cweention used in thexamples in class and irmfinenbaum. (5

pts).

0 128K 256K 384K 512K 640K 768K 896K 1M
l l l l l l l

initial condition 1024
A requests 120KB
B requests 200KB

C requests 50KB

Areturns itsallocation
D requests 35KB

C returns its allocation

D returns its allocation

B returns its allocation
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Considen filesystem thatdeps file attribtes in the directory entries (as MS-DOS™ does) and
one that keps attribtes in a separate data structure in the file system Xéon@euNIx i-
nodes or nachos file header#). which system is it easier to implement hard link&?t.) In
which system is it easier to implement soft links (also called symbolic links)? (Jystify
both answers. (3 pts.)

Answer:

UNIX treats deices as files, by putting them into the file system name space and supporting file
operations on themGive an advantage of this approach and a disadeage of this approach.

(2 pts.) Support both your adntage and disadutage by anxample including a specific
device. You should gie an example for your adantage and your disaantage, and thexam-

ple devices may be diérent. (4pts.) [Thisquestion is werth 6 points]

Answer: Putting deices into the file systenxiends the file protection system tosendevices
(adwantage). Thisllows the administrators to restrict access of docgeto only certain users
of the system - forxample alloving only administrators to use a COBRI burner or tape
drive for backups.Using the file system as an ineeé is less useful when thevie supports
more interesting primiies than read/writefeecute (disadantage). Examplesf devices that
have interesting capabilities that are not well handled by the file system areOBDeRves
that can play music or graphics coprocessors that lises of polygons or shadings.
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Thefollowing jobs are gien in order of their order of awal in the run queueGive their com-
pletion order under thegn scheduling policies.

Job | Runime | Priority
A 5 1
B 10 4
C 7 3
D 11 2
Discipline Order

Shortest Job First,

run-to completion (1 pt.)
Priority,

run-to completion (1 pt.)
FIFO,

preemptve multitasking

with a small quantum (1 pt.)

Which discipline gies the shortest\@rage response time? (1 pf{Jhis question is wrth 4
points]

Answer:
Discipline Order
Shortest Job First,
run-to completion (1 pt.) A CBD
Priority,
run-to completion (1 pt.) AD,B,C
FIFO,
Preemptie nultitasking
with a small quantum (1 pt.) A.C.BD

SJF gves the shortest\@rage response time.

What problem does RPC (remote procedure caluarent marshalling address? (1 pt.)
Describe the marshalling that happens on both the caller and the callee on an RPC call of a
function that taks one intger parametef4 pts.)

Answer: RPC marshalling alles processes with one internal data representation to request
services on a machine with afdifent internal representatiod good example is a big-endian
machine requesting services from a little endian machiieen a single intger call is made

in RPC, the intger is translated into a common data format and transmitted to the callee who
translates it from the common format to its internal format to do the computétignresults
undego the rgerse transformation.
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For caching to be &ctive, the cached elements must share a propé&tame or describe that
property (3 pts.) Describean application or data access pattern for which caching is not par
ticularly efective. (2 pts.)

Answer: Caching requires locality to befective. Data elements ask for in the recent past
must be good candidates for future requefiata without locality are poor candidates for
caching. Examplemclude random accesses into agaffile, or applications lik the world
wide web which encourage non-localiffhe web encourages people to seek sites.

Sectordrom the follaving tracks hae been requested in thevgh order What tracks will the
head traerse if under the follving algorithms:
Queued tracks: 11, 35, 10, 9, 8, 21, 3, 33

Discipline Order
FIFO (1 pt.)
Shortest Seek First (2 pts.)

Elevator Algorithm (2 pts.)
(Head starts on 11
going to higher tracks)

Answer:
Discipline Order
FIFO (1 pt.) 11, 35, 10, 9, 8, 21, 3, 33
Shortest Seek First (2 pts.) 11, 10,9, 8, 3,21, 33,35
Elevator Algorithm (2 pts.) 11, 21, 33, 35,10, 9, 8,3
(Head starts on 11
going to higher tracks)
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Althoughthey are both hierarchical name spaces, the DNS (Internet domain name system) and
the uNix filesystem difer. Name a goal that the DNS has that thex filesystem does not
share. (2 pts.Describe hw the DNS meets the goal you described. (3 pts.)

Answer: The domain name system must support autonomous administration of parts of the
name space and queries from tharld. Theautonomy is accomplished byvitling the name
space between multiple serg. Thelarge numbers of queries are accomplished by splitting
the load among seevs, so each has only a fraction of the lo&ddespread caching also
assists.

Thecomputers main memory is used for both ydical pages for the VM system and for the
filesystem block cacheSome systems allocate some memory for each of these when the sys-
tem starts, bt other systems use the same memory area for befildjndi it dynamically
Describe 2 adantages to using a combined VM/filesystem cache. (5 pts.)

Answer: Allocating each of the caches separately means that the allocation must be tuned cor
rectly at startup.If the allocation is incorrect for theaskload, or if the wrkload changes,
some of the memory will be unused while the resvesused. Dynamicallyallocating to each
allowed the system to adapAlso when an xecutable is loaded, data from the file is first
loaded into the filesystem cache whes i#ad and then into the VMJsing a combined cache
allows the data to migrate from one cache to the p#weiding the duplication.With a little

work, such data can be shared among multiple running processes.
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Long answer

12.

Each question gves its value. Doall questions in this section.

Cachingis present in practically all subsystems of an operating systémns. question will
explore some caching related issues.

a)

b)

c)

d)

Modern CPUs hae instruction and data caches thaef the most recent memory
accesses. IWM systems these caches are iaeby virtual address.If these caches
are not properly managed by the OS, process separation may be compr@esetibe
the potential problem (3 pts.) andvhito correctly manage them toeid the problem (2

pts.).

Answer: If the caches are not cleared when a odrgwitch occurs, the mdy scheduled
process will be able to see data from the old process, andvweragreneously gecute
instructions from that proces3he way to aoid this is to flush the CPU caches during a
contet switch.

Thefile system caches store disk blocks that may be requied.a@ a first approxi-

mation this cache can be managed as a write back (i.e., delayed write) least recently used
cache. Ablock is lept in the cache until the cache is full, avridock must be cached,

and the outgoing block is the oldest in the cadfienodified, it is written to disk then.
Describe 2 modifications to basic URhat are needed in managing the file system cache
and wty they are needed. (5 pts.)

Answer: File system metadata is important for the correct function of the operating sys-
tem, and must be stored write through or the filesystem may be corrupted by a badly
timed systemdilure (3). Dirty blocks must be occasionally flushed to disk, or often
accessed dirty blocks will mer be written to disk. This isnt a problem for dirty lut
popular VM blocks, because thdon’t haveto survive power outages.

Somemodern disk dries pre-fetch and cache blocks that reside on disk near the one
read on the disk controlleMWhat aspects of disk access speed does this alter? (2 pts.)
How can an operating system &a#dvantage of this caching? (3 pts.)

Answer: The caching masks thefefts of seek and rotation, because the hiocks are
likely to be read from cache instead of digksystem can spend less time optimizing
file layout on the disk which may speed access and simplify code.

Describehe use of hardare caching in the virtual memory system. (5 pts.)

Answer: The hardvare caching in the VM system is the translation lookasidfethat
caches virtual to pfsical mappings.
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13. Consideran ATM (automated teller machine) systenThe system consists of multiple
machines, each holding a set of nhumbered accounts, and a sE@¥lah&chines.To econo-
mize, the bank is using the global Internet to connect these machine3isd BachATM
knows which machine holds each account.

a) Whatpairs of elements need to authenticate therasdly each other®4 pts.) For each
pair, explain the possible consequences of not authenticating. (4 pts)

Answer: user— ATM an unauthenticated user could alter another ssecount

ATM - user a user should notvgirivate information to an AM it does not trust.

ATM - account machine an untrustedM cannot be allwed to access bank resources
account machine, ATM information could be lost and transactions not completed.

b)  For each monetransfer between accounts th€M locks the higher numbered account
and then the lwer numbered account and transfers the dstahere a danger of dead-
lock here? (1 pt.)f so, give ax example, if not &plain why not. (3 pts)

Answer: No danger The ordering of resources and acquiring them in ordeemai
cular wait impossible. Because one of the four conditions for deadlock is impossible,
deadlock is impossible.

c) Asthe number of AM machines increases, you shouigpect that the system perfor
mance will be reducedven if the netvork performance éeps pace Explain wly. (4
pts.) Suggestnd justify a stratgy to improse performance. (4pts.)

Answer: The performance will be reduced because the number of requests per account
machine will rise.To reduce it add more account machines andengakh responsible

for fewer accountslit’s possible to do more compdehings, lut this is the simplest solu-

tion.



