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Midterm Exam
CS555
10 Mar 2011

You havel hr. 20 min. for this exam. The exam has 7 pages. Therare 100 possible points.Show all
your work for partial credit.

Definitions

Each question is worth 1 point. Answer all questions in this section.
1. Definethe following

a)  Anorymity

Answer: The ability to operate on system objects withoueating ones identity.
b)  BlockCipher

Answer: A kind of encryption where blocks of data are mapped one-to-one to another block of
data.

C) Nameresolution

Answer: Mapping a nhame from one hamespace into another; resolving a DNS name maps it to
a (list of) IP address(es).

d) Hesiod

Answer: The name service in Athena
e) Non-determinism

Answer: Property of a system where output is not completely determined by i6@R. sup-
ports non-deterministic loops and branches.

f) Logical Clock

Answer: Mechanism for orderingvents in a distributed system based on their causality.
g 9P

Answer: Plan 95 file system access protocol
h)  Hashfunction

Answer: A function that summarizes data in a smakdibsize numberSmall changes in the
data can result in large changes in the data.

i) Eventual Consistency

Answer: Property of a replicated system where changes do not immediately propagate to all
replicas, but at a later (often bounded) time, the replicas all reflect the change.

)] StableProperty

Answer: Predicate of a distriied system that, once true, remains true in all reachable states.
Example: deadlock.
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Short Answer

Each question gves its value in the question. Answer all questions in this section. This section
is worth 50 points.

2. We gent a lot of time in class talking about replication. Define replication (2 pts) ea@ gpals a
designer might choose to meet through replication (1 pt e&an)each goal, explain o replica-
tion can meet that goal. (3 pts each)

Answer:

Replication is providing multiple copies of a system object in such a way that a subset (sometimes
one) of the copies can be used and that operations on onproppgate to the others.

Two goals of replication are to impre availability and performance of the system.Replication
improves availability by allowing a system element to neakse of a different set of copies when one
or more are unailable. Performancean be impreed because replication wgs nore choices of
how to slect the subset of replicas to operate on. If some replicas are closer or on fastarehardw
overall performance can be impral by wsing those replicas preferentially.

3. Consideran e-commerce system that presents a large catalog of items to browse. Yoterare gi
access to the times each item was viewed —Xamgle time-stamped browsing logs from thevpre
ous week.You are asked to design a search system for this Biescribe her you can ma& use of
the logs to provide better search resulfsur answer should in include the name of a similar system
we studied in class. (5 pts)

Answer:

This is analogous to the Connections search system we studied in class. The log of browsing times is
analogous to the tracker inputrom the browsing times we can extract a relation graph, assuming
that items browsed from the catalog near in time are rel&teun that we can use the Connections
algorithms to include and weight those items when returning a search.

I’ll give partial credit for doing Google-style analysis of the content pages, but the analog to Connec-
tions is much stronger.
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4,

An administrator for a DNS server that is primary fovesal domains misconfigures the server so

that it neither answers queries nor responds to requests from secondary. sBssuminghat the
secondary servers remain up and accessible, when does the administrator notice that his names are no
longer being resolved and wiioes it tale that long (assume he does not detect the problem from

logs, just from DNS behavior)? (3 pts) Describe the actions that the secondary see/besntakn
misconfiguration and the correction of the problem. (2 pts)

Answer:

The names are served until the secondary serxpireghe data, which is a parameter set by the pri-
mary Once that expiration happens, the secondary servers stop replying to queries and no one can
resolhe the namesUntil then, when the primary fails to respond, applications will fall back to secon-
daries and names will reseleorrectly.

Until the expiration time, the secondary sas/will regularly poll the primary for updates. When the
names it will stop resolving them, but continue requesting updates. When the secondary successfully
gets an update from the primatlye secondaries will again resellames.

Considefa weighted voting system where the total numberaiéy is 5, the write quorum size is 4
and the read quorum size is 2. Each replica has 1 vote (there are 5 replicas).

What happens if one of the replicas becomesailiahle to all clients, that is if the server holding it
becomes inopera®? (2 gs) Whathappens if 2 servers go down? (3 pts)

Answer:

If one server goes dm, the system can still meet both read and write quorums. It continues o oper
ate, though performance will suffer.

When the second server goes down, there are only 3 votes remaining: enough to read, but not to
write. Updateswill fail until at least one server comes back on line.
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The diagram ab@ represents 4 processes in a distild system (A, B, C, D). Each awaepre-

sents a directed channel between procedBesarts the Lamport snapshot algorithm. Explaimnvho

the algorithm proceeds, specificallyhen each process &k a snapshot of its state, when igihs

recording each channgl&ate, and when the process completes recording each clsagetel’ You

can ignore the messages in the computation being snapshotted; that is, you may describe the snapshot
algorithm working on an empty network. (10 pts)

Answer:

. B images its state, and sends neaskto A and C, and begins recording state on the B.and C -
B channels. (Steps after this one can be reordered, other than the fact a process must semd a mark
before another can reweilit).

. When A gets the maek it records the state of the B A channel, and its state, and sends a erark
on the A- B channel. Ais now done.

. When C gets the maek it records the state of the B C channel, and its state, and sends a erark
on the C- B channel and the G D channel. ds nav done.

. When B gets a marker from A it finishes recording the state of theBAchannel.

. When B gets a maek from Cit finishes recording the state of the-AC channel. Wherit has
receved markers on both the A B and C - B channels, B is done.

. When D recaies a narker on the C- D channel, it records its state and the state of thdd@&han-
nel as emptyD is nov done.

7. TheNeedham/Schroder protocols mealse of nonces. What are these nonces used for (2 pts) and
how do they accomplish this (3 pts)? Such protocols are often carned toansport protocols that
use sequence numbers for a similar purpdsy do the Needham/Schroeder protocols use their
own nonces instead of relying on the transport sequence numbers? (5 pts)

Answer:

Nonces are used by Needham/Schroeder teepreepeated requests being treated as neguests.
Specifically thg are trying to preent attackers from replaying requests and getting useful informa-
tion. Anendpoint keeps track of the nonces it has seen for some time and dgmegseated nonce.

Even if transport sequence numbers could be used across multiple sessions (andrtaxahent

that theg can), the nonce is properly understood by the application. The application knows what a
request is and which requests are required\e hances, the transport providers do not. The end-to-
end principle argues that this function - which is an application function - bel@doin the applica-

tion.
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8.

Several systems we discussed in clasgehamde use of werlay networks. Owerlay networks gener
ally forward messages lesdieiently than the underlying netwk. Pickone of the systems we stud-
ied that useswerlays, and explain what benefit theeday has. (1 pt for the system, and 4 for the
explanation)

Answer:

The CAN uses anwerlay to combine its logical search space and its message routing Speate.

logical space is both used often: it determines message routing and which nodes share state (neigh-
bors), and dynamic in that nodes can join andddg it greatly simplifies the implementation to
overlay that structure on the real topology rather than trying to embed it.

This is generally the case: theeday simplifies embedding a structure into a topology.



Name:

email: ID:

Long answer

This section is worth 40 points. Each question ggs its value. Doall questions in this section.

9. We gent much of this semester so far talking about consistefitese questions each focus on
those consistencsystems.

a)

b)

d)

Serializableonsisteng is organizing updates to a set of replicas so that processes agree on the
operations that occur and the order in whicly theppened. Ithere are no network partitions

or failures, which of these implement serializable consigten©@CUS, FICUS, IVY (Li &
Hudak), Linda, Weighted Voting (1 pt each)

Answer:
Only FICUS is non-serializable
How is the DNS like Moira in Athena? (2 pts) Hois Grapevine diferent? (3pts)

Answer: Each domain in the DNS is centrally configured, much as Moira configures services
and pushes the configurations o@rapeine is distributed in the sense that updates can be
made multiple places and a single serialized version distributed.

Considera dsconnected coda node and a node that remains connected to the system. If both
change a directorynd the changes are integrated without human intervention, the system has
clearly violated serializable consistgncThe changes made in the past by the disconnected
node are ng to the connected one. What can we say about thexttg of changes? (5 pts)

Answer:

The changes do not conflicthat is, no changes that the connected node made waaitiHe
changes that the disconnected node made. This is true of the actual operatitim=;ebare
some semantics that could collidé.the connected node was encoding the current number of
files in the directory into the filename, that would be inconsistent after reconnection.

Mostof the consistencagorithms we discussed control the operations done by processes on
an ternal object to keep that objectate consistent. What state does the Byzantine Gener
als algorithm mad mnsistent? (Pts) Whatinputs can unsynchronize that state (what is the
threat model for the Byzantine Generals algorithm) (2 pts)?

Answer: The Byzantine Generals algorithm synchronizes the internal state of the processes
with respect to a cooperedi dan. Thethreat model is that some processes are deliberately or
accidentally providing inconsistent and potentially dismgthta.
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Anothertheme of this semester has been communication. This question addresses those issues.

a)

b)

d)

A monitor protects a shared object that can be accessed using protected access methods, which
is used for communication. What semantics does a monitor enforce? (2Vpe) must a
developer using a monitor enforce when one of these protected methods is exited? (3 pts)

Answer:

Only one process can bereeuting one of the protected access methodsyetime. Inorder to

keep shared state consistent, &ditgper must mag ure that the monitor irariant (the rules

for consistent state in the object) is restored before exiting an access method or waiting on a
condition.

TheRemote Procedure Call (RPC) system is very practical, and veesben seeral imple-
mentations of it.Explain each of these functions of the RPC system: Binding (1 pt), RPC run-
time (2 pts), stubs (2 pts)

Answer:

Binding is matching a service to a semdone by Grapéne in the Birrell RPC. The RPC run-
time is responsible for binding and the communication between client are #eevstubs are
responsible for formatting parameters and return values into the shared representation.

Why is implementing a Linda tuple space more difficult than implementing a distributed hash
table like the Content Addressable Neatk? (3 pts) Name a naming system that more closely
matches Lind& ssmantics. (2 pts)

Answer:

The tuple space is more conwlinan the CAN because the CAN has a&dixsearch dy, and
can inde& data by it. The tuple space can be searched hyraember of the tuple space. Itis
much more lile a ®arch than a name resolution.

The Intentional Naming System (INS) searches names in a similar way: matches can be made
on ary of the attributes in a name similar aument can be made for Google, though that is
even more free form.

FreeNeis basically a broadcast mediurA. user can insert a file for others towijebut it is
difficult to change or delete. Explain 2 features of FreeNet that mmakiification of data
inside it dificult. (5 pts)

Answer:

Freenet anorymity makes it dificult to assign ankinds of rights to a particular piece of data.
Deletion and modification are generally access controlled, which depends on some notion of
identity or credentials. FreeNet excludes both of these to protect anonymity.

Secondly FreeNets caching and distribution policies makt nearly impossible to find all

copies of a file, and deleting or changing some copies has strange senidrmdycare oppof
tunistically cached and aged out of local caches based on local usage patterns. In order to pre-
vent tampering with files, there is no central location system that does more than figd a cop



