This appeared in | EEE Network, vol. 12, no. 3, pp. 61-65, May/June 1998

ACC: Using Active Networking to Enhance Feedback Congestion
Control Mechanism

Theodore Faber

University of Southern California/Information Sciences Institute
4676 Admiralty Vay
Marina del Rg, CA 90292
Phone: 310-821-1511 x190
FAX: 310-823-6714
f aber @si . edu

ABSTRACT

Active Gongestion Control (BEC) uses Actie Networking (AN) technology to
malke feedback congestion control more respaa$ network congestion.Current end-
to-end feedback congestion control systems detect andgeraebagestion only at end-
points. ACC includes programs in each data gadkat tell routers hoto react to con-
gestion without incurring the round trip delay that reduces feedbaifk'’ctiveness in
wide area netarks. Thecongested router also sends the seate of the congestion con-
trol algorithm to the endpoints to ensure that the digtieith state becomes consistevite
present a model foixéending feedback congestion control into an YetNetwork, apply
that model to TCP congestion control, and present simulations thattisabthe result-
ing system ghibits up to 18% better throughput than TCP undesty trafic. In simula-
tions without lursty trafic, the systems beted comparably

1. Introduction

Active Networking Congestion Control @C) is a system which uses AdiNet-
working (AN) technology to greatly reduce the control delay that feedback congestion
control systemsxibit. EachACC packet contains either a program for a router or data
used by such a program that enables a router to react torketangestion thereby
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avading the delay in communicating congestion information to endpoints.

We present simulation studies of arC& system based on TCP congestion control
mechanisms. Theimulations compare the aati g/stem to standard TCP congestion
control in netvarks with and without lrsty cross trdiic. In simulations without trsty
traffic, the systems beted comparably When lursty cross-trdic is added, the aet
system shws as much as an 18% throughput inweroent. The simulations are dis-
cussed in detail in Section 3.

Feedback-based congestion control systems do not scale well with respect to net-
work bandwidth and delay because increases in either quantity decouple the congestion
site and endpointThe lager the end-to-end delay in a netl, the longer until the end-
point can determine that the neik has become congestedhe higher the bandwidth
of the netverk, the lager the amount of data the endpoint may send into a congested net-
work in the time it taks the endpoint to detect the congestiBolot and Shankar ka
shavn that under feedback-based congestion control, the duration of congestion at the
bottleneck of a connection is directly related to the bandwidth-delay produét{gh
Speed Netwrks are anample of a class of nebsks with a lage bandwidth-delay
product.

Active Networking, the idea of reprogramming routers with data e&sfR], ofers
an opportunity to address this shortcoming of feedback comtdlhas been proposed to
proposed address manetwork problems, for xample, to configure netwks dynami-
cally[3], or to perform application-specific tasks in the mekj2]. Work by Bhattachar
jee et al. has applied AN ideas to non-feedbatl Aongestion control[4] ACC goplies
those ideas to feedback congestion control.

ACC moves the endpoint congestion control algorithms into the ngtwhere thg
can immediately react to congestiofihe current state of the endposteedback algo-
rithm is included in eery paclet. Thisstate is small, an inger or two, to keep per
paclet overhead lev. When a routerxg@eriences congestion, e.g., it is forced to discard a
paclet, the router calculates themeindow size that the endpointeuld choose if it had
instantly detected the congestiofihe router then deletes patk that the endpointauld
not hare £nt and informs the endpoint of itswetate. ThusACC routers instantly
unsend paclets that wuld have polonged congestion in the neivk. Internalnetwork
nodes bgond the congested router see the modifiedidraf/hich has been tailored as
though the endpoint had instantly reacted.

ACC reacts more quickly to congestion than aventional feedback system can,
which reduces the duration of each congestion episBdeer endpoints xperience con-
gestion during each episode, which imm®the aggrgae throughput.

ACC is designed for netarks with a high-bandwidth delay produdteedback has
proven dfective in networks with a small bandwidth-delay product, and@allovs that
technique to be &dctive in a igh speed netark.

The systems simulated in this paper are simple to demonstrat&GE males
feedback control more respowisibut the reprogrammability of Aate Networks enables
the implementation of a wideaxiety of feedback controlsACC systems can react to
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congestion using more sophisticatedficagéditing than unsending pasts. Ratebased
congestion control systems could béeaded by re-spacing paatk in routers closer to
the congestion until the endpoint readjusts its r&ieleo packts could be recoded into
sequences with higher compression at routers until the endpoint adjasigestion con-
trol systems couldven be switched during a connectialifetime if the nature of the
traffic changes.

Section 2 of this paper describes the@system, and the instantiation of it based
on TCP called ACC TCP Section 3 describes the simulation studies, and Sectiondsdra
conclusions and discusses futurerkv

2. TheACC System

ACC gystem uses AN techniques to enable router participation in both congestion
detection and congestion rereny. The feedback congestion control systemxieeded
from the endpoints into the router€ongestion is detected at the routehich also
immediately bgins reacting to congestion by changing thditrafiat has already entered
the netvork.

Locating both the congestion detection and congestion response at the router
removes the feedback delay; the system is stable because changes made at the routers are
propagited back to the endpointén a comwentional feedback system, congestion relief
must mae from the endpoint to the congestion as the endpoint sending rate is reduced; in
ACC the congestion relief starts at the congested node and the change in state that sus-
tains that relief propades out to the endpoint.

E

F C
Figure 1 A Congested Comentional Network

A cornventional feedback system willkperience a delay in reacting to congestion,
such as in the situation depicted in FigureThe paclkt streams from A and B cross at
an internal routeIC, on the way to endpoint D, congesting @ feedback system at A or
B will detect that congestion, either when it reesinotification from the congested
routet or when it deduces theistence of congestion because of @dkss or rcessve
delay By the time endpoint A has realized C is congested, it has spent at least the propa-
gation delay from A to C and back sending patskas though the netwk were uncon-
gested, thereby making the congestiarse.

Under ACC, this delay is renved. RouterC has been programmed by the first
paclet of the connection with instructions ormhto react to congestion, and subsequent
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paclets include information on the current state of the endganitigestion control algo-

rithm. WhenC detects congestion, it decides what action the endpamaotdatale if it

had detected congestion in the state reflected by its most receat. pébkrouter then

installs filters that delete pagts that the endpointauld not hae ®nt. Thesdilters may

be installed at the congested rowdanterfaces or at those of neighboring routers (E or F
depending on whether congestioasadetected by A or B). Finally the congested router
sends a message to the endpoint telling it the state its congestion control syster.

this message is lost, the endpoint congestion mechanisms will continue to function and
deduce a reasonable reaction to congestion; the loss of these messages is not a catas-
trophic failure.

This process is depicted in Figure Bhe small circles are the paatk being sent to
endpoints (A and B) to change their stalie.the wake o those packts, routers E and F
begin filtering out packts that hee been unsent by the@C system.The circle in router
C represents the aeé retworking component that detected congestion.

@1
®f=1-o ®

F C
Figure 2 An ACC network r eacting to congestion

Fewer endpoints see congestion at router C fop teasons: the congestion is
relieved sooner and the ACC system restricts the congestion reactionwefeendpoints.
The congestion is reled because nearby routers reduce the incoming load immediately
allowing router C to seer packets and reduce its queue lengthhe nearby routers
restrict their trdic editing to packts from the first endpoints thatwsaongestion. Imna
cornventional system, those first endpoints do not immediately reduce their sending rate,
which causes other endpoints to lose péskand reduce their rate.

Fewer endpoints reducing their sending rate causes the system as a whole to oscil-
late less, which impnes the global throughput.

Moving existing congestion responses into the retis broadly applicableVideo
congestion controls could recode video transmissions at thi®ysauncongested rouger
thereby preiding faster response thanaiting for the endpoint to reduce transmission
quality. Under current systems, only the endpoint can adapt the encdgnguse con-
gestion responses can be programmedflper low priority flows, like kulk mail, may
reduce their trdilc very quickly in the &ce of congestion to allomore ugent transfers to
use the scarce bandwidth.




2.1. ACC for TCP

As a test of the BC principles outlined ale, we havedefined an acte mnges-
tion control based on TCHCP contains a classic, well-understood feedback control sys-
tem: the congestionvaidance mechanisms defined by Jacobsonfjdpoint sending
rate is controlled by a sliding windowhich is adanced by paat acknavledgments.
The size of the wind® is modulated in response to congestion along the connestion’
path.

The windav modulation algorithm in TCP is a classic linear increase/multiplieati
decrease algorithmWhen congestion is detected, the wwds reduced to half its cur
rent size. When a full windev of consecutre packets has been ackwtedged without
congestion being detected, the windis increased by one maximum-sized petckWe
omit the discussion of the SWeStart algorithm because the currerdrkvconsiders pri-
marily steady state fefcts.

An endpoint deduces that a connectopdth is congested when it detects a pack
loss on that connectiorSuch a loss can be detected by a retransmission thpemneg,
or by recering three consecwe aknonvledgments of the same patky the other end-
point.

The ACC implementation based on TGRlled ACC TCR follows the same algo-
rithm, except that tredfc modification bgins at the congested routeévhen a router
detects a pa&k loss, it calculates the correct wimdsize for the endpoint from informa-
tion it provides in each paek, and forvards a paakt with the nev window size to the
endpoint. UsingTCP’s window adjustment algorithm, the mewindow is half the old.
Then the router installs a filter at theoeis router on the connectiaerpath that deletes
all paclets from that endpoint until it geas to act on the routerfeedback (or it has
detected congestion itself).

A more sophisticated @C TCP implementation euld install filters that deleted or
delayed endpoint paeks so that thewould appear to the congested router teehieeen
sent by a Sh-Starting endpoint.The current implementation uses the simpler filter that
unsends the rest of the current endpsinthdow, by discarding pacéts in flight. A ver
sion of ACC TCP that tads full adentage of AN to more fully edit trfat is the topic of
future work.

Under ACC, the preferred method of congestion detection is notification by the con-
gested routerbut the system stills folle the TCP congestion control algorithm in the
absence of that feedbacBecause TCP only responds to one packop per round trip
time, paclets dropped by the filters will not cause endpoints to close their winamre
quickly than thg would in the &ce of a single paek drop.

The reaction to congestion dies at the router with the pastkfilter installation.
This is in contrast to TCP with Explicit Congestion Notification (ECN)[6], which uses
routers to notify endpoints of congestiont lapplies the corree® ation from the end-
point. ThusACC will react more quickly to congestion than TCP with ECN.

TCP Reno [7] and TCPega[8] are @amples of ariations on TCP congestion con-
trol that we do not implement here; there are oth&hsy differ from the basic Jacobson
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TCP algorithm that we study by usingfdifent congestion detection mechanisrifge
chose to ®tend the basic Jacobson TCP control algorithms tovsthat ACC can
improve feedback performancelhe ACC TCP dynamics are easier to see and under
stand in the conk of the simpler algorithmsExtending our results to TCP Reno and
TCP \kga is future work.

3. Simulation Studies

Simulation studies of 8C TCP shw that it increases endpoistarerage through-
put by up to 18% compared to standard TCP in the presenagsty lrafic, and pro-
vides comparable performance in a stable agtw The simulations were done using
links with bandwidths between 1.5 and 10 MbI$ie bandwidth-delay productas \ar-
ied by increasing the delay on an uncongested link.

All simulations were made using ns, a simulator produced by thesgity of Cali-
fornia Berleley, the Lavrence Berkley National Labs, and theiNual InterNet Estbed
(VINT) project[9]. The simulator \as etended to implement theQC algorithms in the
routers and endpointsybnot to allev full AN programmability The modified simulator
does not compile or interpret code from simulated g&ck

Cross Taffic Sources (7)

1.5 Mb/s

10ms R3

Bulk Traffic Sources (10)
S)UIS Jijel] Yng

Cross Taffic Sinks

Figure 3 General Simulation Configuration

Figure 3 shws the template for simulations reported in this sectidme kulk traffic
sources send data continuously throughout the simulafibe. cross trdic sources are
discussed bela All links from an endpoint to a routervVea elay of 10ms and band-
width of 10 Mb/s. All endpoints use 1000 byte paatk. Eaclsimulation is repeated for
different delays on the link from the R1 to the AR varying that delaythe bandwidth-
delay product that theulk sources see is changed without changing the bandwidth-delay
product that the cross tfaf sees.

A DropTail router drops the last pastkit receves when its liffer is full, like a dass
overflowing; A RED router picks a random patko discard[10].A RED router also dis-
cards pacéts before it queue is fullThe probability that an aming paclet causes a dis-
card is proportional to the amount that the rogtarirent queue lengthxeeeds a config-
ured minimum.

All throughputs are based on the number of useful gtaalecaied by the destina-
tion endpoint. Retransmitted paeks are not considered useful.
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We ae primarily interested in skong that ACC supports high bandwidth-delay
product netwrks. Thesimulations ary the link delay between 10 and 300 ms to
increase the bandwidth-delay produthis range \as selected because it is the high end
of what the author peragss to be cdmmon round trip times in the Internet: the round trip
time from the East coast of the US to thesiMs routinely 150 ms; the round trip time to
a geosynchronous satellite is 250 mdowever, the important metric is the bandwidth-
delay product.replacing the 10 Mb/s link with a 100 Mb/sec link araaying the delay
between 1 and 30 ms in the simulations will yield similar results (modulo adjusting the
buffering at routers).

3.1. StableNetwork Simulations

These simulations stothat TCP and TCP @C behae comparably in the absence
of bursty cross trdic. TCP ACC reduces the reaction time when the retwchanges
state rapidlybut does not reduce the performance in the stable case.

Averazge throughput (Kb/s)
1

' ' M ' AcC ch:P L
H TCP----
10+ ':' + _
| |
8| : + T -
6L _
=== -————
4L _
\ 1
2L : ! L 4
! 4
l -
0 | | 1 | | |
0 50 100 150 200 250 300

Variable Delay (ms)

Figure 4 Throughputs with DropTail queueing (no coss traffic)

The simulations in this section use the standard simulation configuration (see Figure
3) with no cross trdéit. Thedelay of the ariable delay link ranges from 20 to 300 ms,
which models the bandwidth delay products ranging from a geographically small terres-
trial network to a netwrk with a (lav-bandwidth) satellite link.The goal is not to model
the peculiarities of satellite netnks, lut to demonstrate that@C is efective across a
range of bandwidth-delay products.

The average throughput of the 10 sources is plotted in Figure 4afioows \alues of
delay; the bars are standardvidéions. Eachpoint plotted in Figure 4 is theverage
throughput of an endpoint in this configuratiofhe routers hae 2 packet tuffers, and
use FIFO Dropail queueing.FIFO Dropil routers queue paets first-in first-out and
drop the last paek receved when the queue is full.
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Although the systems perform comparably in terms of bandwidth, the standgard de
ations are laye for high-bandwidth delay product neiks. Thehigh standard deation
is due to the um@ifirness of TCP under Drogil FIFO queueing results in the bimodal dis-
tribution of throughputs shen in Figure 5. Figure 5 shars a histogram of the endpoint
throughputs in the simulations where tlaiable link delay is 150ms.

# Endpoints  ACC TCP # Endpoints TCP
7 ) ) ) ) ) ) ) 7 ) ) ) ) ) ) )
6 - 6| -
5 - 5F .
4 - 4
3 - 3
2 - 2
O 1 1 1 1 1 0
0 2 4 6 8 1012 14 16 0 2 4 6 8 1012 14 16
Throughput (Kb/s) Throughput (Kb/s)

Figure 5 Histogram of endpoint throughputs or 150 ms netvork

The distrilutions for both systems are bimodalhis is due to synchronization
effects in the netark caused by simultaneous losses frowerse endpoints.As the end-
points ececute the Slav-Start algorithm[5], the are sending more paeks back to back.
These back to back pagtk are more |y to be lost, which perpetuates thele. The
result is that some endpointgperience ery few losses, and someerience may
Similar bimodal distribtions obsered in TCP simulation with Drog@ll queues[11].

The bimodal distribtion of throughputs reflects the presence af gmoups of end-
points, synchronized and unsynchronizé&hdpoints become synchronized by simulta-
neous pacdt loss, which results in simultaneous retransmissidrese endpoints enter
the Slav Start phase of TCP congestionoalance, in which tw packets being sent for
evay acknavledgment.

Synchronized endpoints are limited by the re&wvourst capacityunsynchronized
endpoints are limited by the nedvk bandwidth. Packets from synchronized endpoints
tend to arwve together at routers, and tend to\arin bursts. Theséursts malk packet
loss more likely, and reductions in winde size more frequent.Unsynchronized end-
points tend to hae packets &enly spaced in timeUnsynchronized endpoints lose pack-
ets less frequently because their maskend to arve & routers when unsynchronized
endpoints are quiet, allong them to tak advantage of unused netwk bandwidth.

In networks with a small bandwidth-delay product, less than 100 ms in Figure 4,
network hburst capacity is small enough all endpoints are limited by dffering in the
routers. Thenetwork hurst capacity is small enough that no souncaids kurst losses
long enough remain unsynchronizedhe throughputs are close and the standard



deviations small.

As the bandwidth-delay product getsgar to the 100-150 ms range, the netl
burst capacity increasesSome sourcesvaid burst losses and remain unsynchronized.
The throughputs are widely separated, and the standaatides are lage.

As the bandwidth delay gets still ¢gar, the synchronized endpoints performance
begins to impree. The lager urst capacity results in an aggae improrement in the
synchronized throughputUnsynchronized sourceswdaveless &ailable bandwidth to
capture. Thehroughputs get closewhich results in a lwer standard deation. The
losses to synchronized throughpuiset qins in unsynchronized throughpwdping the
avaage nearly constaniThe distritution is still bimodal.

The Random Early Detection (RED) system reduces thigimeks by dropping
random pacéts before the queue becomes full[1This reduces the correlation between
burstiness and paek loss, and therefore betweenwvsistarting and paek loss. RED
also proides feedback before routauffers overrun.

ACC works transparently across REBtgvays, which greatly reduces this intrinsic
unfairness. @ demonstrate this, we repeated the simulationseabsing RED queueing
at the routersThe results are summarized in Figure 6.

Averé';\ge throughput (Kb/s)
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7k TCP - —-- -
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1L _
0 1 1 1 1 1 1
0 50 100 150 200 250 300

Variable Delay (ms)

Figure 6 Throughputs with RED queueing (no coss traffic)

The two systems perform nearly identically under stable conditions using R g
ways. REDreduces the uafrness of the congestion controls.

ACC implies the use of RED to get reasonablenkess, bt in an AN emironment,
this condition is easy to meefAN already assumes considerable processimgep the
router and with the benefits andevsatility RED has demonstrated[6,10], it should be
implemented in AN routers.
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These simulations ke cemonstrated that@C TCP gves comparable performance
in stable netwrks; the net set of simulations will shwa that ACC TCP performs better
than TCP in a rapidly changing, high-bandwidth reetwy

3.2. Cross Taffic

These simulations demonstrate th&@@ @\ TCP reacts better than endpoint TCP to
uncontrolled cross trAf. This simulation includes 10Uk traffic sources and 7 cross
traffic sources.The cross trdiic sources hae exponentially distrilbited on and dfperiods
with means of 2.5 seconds and send at 100 Kb/s during their on peQoatss trafic
uses UDPwhich does not react to congestioBach cross trét source sends for an
avaage of 2.5 seconds at 100 Kb/s and then is quiet for 2.5 sec®hdsgoal is to
model lursty cross trdiic that is not responge o congestion, for xample, lirsty video
sources.

Average throughput (Kb/s)
3
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- -8 TCP -& -
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Figure 7: Bulk endpoint thr oughputs with UDP cross traffic (RED queueing)

As before, simulation is repeated for delays ranging from 10 to 300Figare 7
plots the gerage throughput seen by thallo traffic sources agjnst the ariable delay
(which directly reflects the change in bandwidth-delay produgsich point is thevaer-
age of the 10 dudk transfer sources in the simulation (to make figure more gible,
standard daations are reported inable 1). RED queueing is used at routers.

ACC performs better than unmodified TCP by as much as 1B&th systems’ per
formance dgrades as the bandwidth-delay product increases, becaysdadtie do
depend on endpoint to router communicati®ecause £C does not depend solely on
that communication, it out-performs TCHhe systems shwo similar performance at
small bandwidth-delay products because routers in @€ system are editing tfaf on
behalf of the endpoints for only short intals; the feedback loop is short enough that tra-
ditional feedback methods ardesftive.
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In configurations with higher bandwidth-delay product§CATCP reduces the time
of the congestion episodes and the numberfetted endpointsACC TCP trafic backs
off immediately as the bottleneck router becomes congegted result the congested
router is indiscriminately dropping paete for a shorter time, which means thavde
endpoints see congestio@f course, the endpoints thatvieatheir trafic filtered see a
full window of congestion, bt by limiting the throttling to a f@ hosts, the aggogste
throughput remains highRED males it unlilely that the fer endpoints that are filtered
in one congestion episode are filtered in thet;n@ DropTil system wuld also sha
shorter congestion episodes} at the gpense of the same sources each time.

Both systems display gooifness properties as well, as whoin the standard
deviations in Bble 1. Table 1 also reports the imprement from using £&C TCP as a
percentage of the TCP throughput for each deddyev

TCP ACC TCP Improvement

Delay Mean StdDev. Mean StdDev. ACCTCP [
(ms) (Kb/s) (Kb/s) (Kb/s) (Kb/s) 0 Tcp D
20 2.47 0.684 2.55 0.366 3.2%
50 2.66 0.497 2.58 0.312 -3.1%
100 2.16 0.351 2.55 0.168 18%
150 1.85 0.218 2.03 0.187 10%
200 1.76 0.414 1.98 0.367 13%
250 1.68 0.212 1.99 0.396 18.5%
300 1.39 0.243 1.62 0.430 16.5%

Table 1: Throughput statistics br UDP cross traffic simulation (RED queueing)

4. Conclusionsand Future Work

This work has focused on describingd&N can be used to augment feedback con-
gestion control and that there are tangible benefits to doin§jVecessert that in a well
implemented Actie Networking architecture, hang routers edit endpoint tfaf inside
the netvork can impree performance during congestion, and does not reduce perfor
mance in stable netwks.

We havedemonstrated that@C systems dered from TCP shw markedly better
performance in simulation than pure TCP systeifise systems beka equivaently in
stable netwrks, ut the ACC system reactas$ter to congestionACC systems are supe-
rior in maximizing throughput in netwks of ursty trafic sources.

This work is preliminary in the sense that it has onlyvalmohe benefits of augment-
ing an aisting feedback systenmWe intend to adapt other feedback congestion controls
to the ACC model, such as Dynamianie Windows[12] and more complicated TCRn+
ants like Vega. Thesadifferent systems will allw us to evaluate hav ACC performs rel-
ative 1 other congestion control methods.

We dso intend to design a system based on the assumption that there are AN routers
in the netwark to help with congestion detection and rexp. This work demonstrated
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that isting protocols can benefit fronxtending their feedback systems into the net-
work. A feedback system designed with a Wiexlge of programmability can do more
aggressie ontrol in the netwrk. For example, the system could rearrange gaskn
time at internal routers, rather than discarding th&erhaps paeks could be dynami-
cally routed around the congested routsing temporary bypasses teoal routing oscil-
lations. Applicationgo multicast congestion control may also be possible.

We dso intend to implement some form ofC& on a plisical Actve Network to
see if todays s/stems can support itACC demands little processing wer from the
routers, and will mad& a good test of AN functionality Such an implementation will also
answer questions aboutwdeasible ACC is in todays hardware.
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