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Abstract. In this paper we present a real-time distributed optimiza-
tion algorithm based on Alternating Directions Method of Multipliers
(ADMM) for estimating the electro-mechanical oscillation modes of large
power system networks using Synchrophasors. We pose the problem as
a least squares (LS) estimation problem for the coefficients of the char-
acteristic polynomial of the transfer function, and combine a centralized
Prony algorithm with ADMM to execute this estimation via distributed
consensus. We consider the network topology to be divided into mul-
tiple clusters, with each cluster equipped with a local estimator at the
local control center. At any iteration, the local estimators receive Syn-
chrophasor measurements from within their own respective areas, run a
local consensus algorithm, and communicate their estimates to a central
estimator. The central estimator averages all estimates, and broadcasts
the average back to each local estimator as the consensus variable for
their next iteration. By imposing a redundancy strategy between the
local and the global estimators via mutual coordination, we show that
the distributed algorithm is more resilient to communication failures as
compared to alternative centralized methods. We illustrate our results
using a hardware-in-loop power system emulation testbed at NC State
federated with a communication network testbed at USC.

Key words: Distributed estimation, wide-area monitoring, cyber-security,
power systems

1 Introduction

Following the Northeast blackout of 2003, Wide-Area Measurement System or
WAMS technology using Phasor Measurement Units (PMUs) has largely ma-
tured for the North American grid [1]. However, as the number of PMUs scales
up into the thousands in the next few years under the US Department of En-
ergy’s smart grid demonstration initiative, Independent System Operators (ISO)
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and utility companies are struggling to understand how the resulting gigantic
volumes of real-time data can be efficiently harvested, processed, and utilized to
solve wide-area monitoring and control problems for any realistic power system
interconnection. It is rather intuitive that the current state-of-the-art centralized
communication and information processing architecture of WAMS will no longer
be sustainable under such a data explosion, and a completely distributed cyber-
physical architecture will need to be developed [2]. Motivated by this challenge,
in this paper we address the problem of implementing wide-area monitoring al-
gorithms over a distributed communication infrastructure using massive volumes
of real-time PMU data. Our main goal is to establish how distributing a monitor-
ing functionality over multiple estimators at the cost of enhanced communication
can guarantee significantly more resiliency against extreme events compared to
the current state-of-art centralized monitoring methods. Such events may result
from both malicious attacks on the cyber and physical assets as well as due to
natural calamities such as storms and earthquakes. The specific monitoring algo-
rithm that we study is the estimation of electro-mechanical oscillation modes of
a large power grid arising from the swing dynamic equations of its synchronous
generators. If the system size is small, and only a handful set of PMUs is installed,
then one may estimate these oscillation modes, or equivalently the eigenvalues
and the eigenvectors of the state variable model of the system, in a centralized
way using well-known centralized algorithms such as Eigenvalue Realization Al-
gorithm (ERA), Prony analysis, and mode metering [3], all of which have been
widely used by the WAMS community over the past decade. In comparison, in
this work we present a distributed Prony-based algorithm combined with Alter-
nating Direction Method of Multipliers [4] to estimate the frequency, damping
and residue of each oscillation mode via distributed consensus. We consider the
network topology to be divided into multiple clusters, with each cluster equipped
with a local estimator at the local control center. At any iteration, the local esti-
mators receive PMU measurements from within their own respective areas, run
a local consensus algorithm, and communicate their estimates to a central esti-
mator. The central estimator averages all estimates, and broadcasts the average
back to each local estimator as the consensus variable for their next iteration. By
imposing a redundancy strategy between the local and the global estimators via
mutual coordination, we show that the distributed algorithm is more resilient
to communication failures as compared to alternative centralized methods. We
illustrate our results using a IEEE 39-bus system model emulated via a federated
testbed between NC State University (Phasorlab) and the Information Sciences
Institute (DETER).

The remainder of the paper is organized as follows. Section II describes the
dynamical model for the electro-mechanical swing oscillations in power systems.
Section III and Section IV present how the oscillation modes of this model can be
estimated using the centralized RLS and distributed Prony algorithms. Section V
describes the attack resiliency of the distributed method together with simulation
results. Section VI concludes the paper.
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2 Power System Oscillation Model

Consider a power system network consisting of m synchronous generators and
nl loads connected by a given topology. Without loss of generality, we assume
buses 1 through m to be the generator buses, and buses m+ 1 through m+ nl

to be the load buses. Let Pi and Qi denote the total active and reactive powers
injected to the ith bus (i = 1, . . . ,m+ nl) from the network, calculated as:

Pi =

m+nl
∑

k=1

(

V 2
i rik

z2ik
+

ViVk

zik
sin(θik − αik)

)

, Qi =

m+nl
∑

k=1

(

V 2
i xik

z2ik
−

ViVk

zik
cos(θik − αik)

)

,

(1a)

where Vi∠θi is the voltage phasor at the ith bus, θik = θi − θk, rik and xik

are the resistance and reactance of the transmission line joining buses i and
k, zik =

√

r2ik + x2
ik, and αik = tan−1(rik/xik). The electro-mechanical swing

model of the ith generator is given as

δ̇i(t) = ωs(ωi(t)− 1), (2a)

Miω̇i(t) = Pmi
− Pei(t)−Di(ωi(t)− 1), i = 1, ..,m (2b)

with associated power balance equations given by

Pei(t) + Pi(t)− PLi
(t) = 0, Qei(t) +Qi(t)−QLi

(t) = 0,
Pk(t)− PLk

(t) = 0, Qk(t)−QLk
(t) = 0,

(3)

for i = 1, . . . ,m and k = m+ 1, . . . ,m+ nl. Here, δi, ωi, Mi, Di, Pmi
, Pei , and

Qei denote the internal angle, speed, inertia, damping, mechanical power, active
and reactive electrical powers produced by the ith generator, respectively, and
PLk

and QLk
denote the active and reactive powers of the loads at the kth bus.

The Differential-Algebraic model (2)-(3) can be converted to a system of purely
differential equations by relating the algebraic variables Vi and θi in (1) to the
system state variables (δ, ω) and then substituting them back in (2) via Kron
reduction. The resulting system is a fully connected network of m second-order
oscillators with l ≤ m(m − 1)/2 tie-lines. Let Ẽi = Ei∠δi denote the internal
voltage phasor of the ith machine. The electro-mechanical dynamics of the ith

generator in Kron’s form can then be written as

δ̇i(t) = ωs(ωi(t)− 1), (4a)

Miω̇i(t) = Pmi −Di(ωi(t)− 1)−
∑

k

EiEk

(Xik

Z2
ik

sin(δik(t))−
Rik

Z2
ik

cos(δik(t))
)

, (4b)

where, i = 1, . . . ,m, Z2
ij = R2

ij + X2
ij , Rij and Xij denote the resistance and

reactance of the line connecting the ith and jth generator in the Kron’s form,
respectively, and δik(t) = δi(t) − δk(t). Linearizing (4) about the equilibrium
(δi0, 1) results in the small-signal state space model:

[
∆δ̇(t)

∆ω̇(t)

]

=

[
0m×m ωsIm×m

M−1L M−1D

]

︸ ︷︷ ︸

A

[
∆δ(t)

∆ω(t)

]

+

[
0

M−1ej

]

︸ ︷︷ ︸

B

u(t), (5)
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where, ∆δ(t) =
[
∆δ1(t) · · · ∆δm(t)

]T
, ∆ω(t) =

[
∆ω1(t) · · · ∆ωm(t)

]T
, Im×m

denote the (m × m) identity matrix, M = diag(Mi) and D = diag(Di) are
the (m × m) diagonal matrices of the generator inertias and damping factors,
ej is the jth unit vector with all elements zero but the jth element that is 1,
considering that the input is modeled as a change in the mechanical power in the
jth machine. However, since we are interested only in the oscillatory modes or
eigenvalues of A, this assumption is not necessary and the input can be modeled
in any other feasible way such as faults and excitation inputs. The matrix L in
(5) is the (m×m) Laplacian matrix of the form

[L]i,j =
EiEj

Z2
ij

(
Xij cos(δi0 − δj0) +Rij sin(δi0 − δj0)

)
i 6= j,

[L]i,i = −
n∑

k=1

[L]i,k. (6)

Let us denote the ith eigenvalue of the matrix M−1L by λ̂i. The largest eigen-
value of this matrix is equal to 0, and all other eigenvalues are negative, i.e.
λ̂m ≤ · · · ≤ λ̂2 < λ̂1 = 0. The eigenvalues of A are denoted by λi = (−σi ±
jΩi), (j =

√
−1). Our objective is to estimate λi ∀i = 1(1)m using PMU

measurements of voltage, phase angle, and frequency from multiple buses in
the system in both centralized and distributed ways, and to illustrate how the
distributed strategy can be more resilient to communication failures. We use Re-
cursive Least Squares (RLS) as the candidate for the centralized solution, and
thereafter propose a distributed alternative using Prony and ADMM.

3 Centralized Recursive Least-Squares

We open the problem by considering a fixed input bus, i.e., a node through
which a disturbance input u(t) enters the system, and two distinct output nodes,
say bus p and bus q, which may or may not be the same as the input bus,
where PMUs are installed. In reality, there may be many more than just two
outputs. But for simplicity, we restrict our discussion to only two outputs, namely
yp(t) and yq(t), measured by the two PMUs. Since there are m generators, each
modeled by a second-order dynamic model, the total system order is n = 2m.
The corresponding discrete-time transfer functions for the two outputs can be
expressed as

Yp(z)

U(z)
=

a0 + a1z
−1 + ...+ ampz

−mp

1 + b1z−1 + ...+ bnz−n
,
Yq(z)

U(z)
=

c0 + c1z
−1 + ...+ cmqz

−mq

1 + b1z−1 + ...+ bnz−n
(7)

where mp ≤ n and mq ≤ n are the orders of the respective zero polynomials.
Taking inverse z-transform, 7) can be converted into the time-domain equations
represented by the block-matrix at the sample index k ∈ {0, 1, ...,∞}, as

yp(k) =
[
φp(k) Up(k)

]
[
γ3
γ1

]

, yq(k) =
[
φq(k) Uq(k)

]
[
γ3
γ2

]

(8)
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where, φp(k) = [yp(k − 1) · · · yp(k − n)], φq(k) = [yq(k − 1) · · · yq(k − n)], Up(k) =
[u(k) · · · u(k −mp)], Uq(k) = [u(k) · · · u(k −mq)], γ1 =

[
a0 a1 · · · amp

]
, γ2 =

[
c0 c1 · · · cmq

]
, γ3 = [−b1 − b2 · · · − bn]. Our objective is to simply estimate

the common characteristic polynomial of two transfer functions captured by
the parameter vector γ3 from the known input sequence u(k) and the output
sequences yp(k) and yq(k). Without any loss of generality, we assume the incom-
ing disturbance u(t) to be an impulsive input, and apply a real-time, centralized
recursive least squares (RLS) approach to compute γ3. From (8), we can write

[
yp(k)
yq(k)

]

︸ ︷︷ ︸

A(k)

=

[
φp(k) Up(k) 0
φq(k) 0 Uq(k)

]

︸ ︷︷ ︸

B(k)





γ3
γ1
γ2





︸ ︷︷ ︸

Θ

(9)

By assuming that any variable with a negative sample index is zero by default, we
construct matrices A and B for k ∈ {0, 1, ...,M} with M > n being a sufficiently
large integer, as below,

A = col(yp(1), yq(1), yp(2), yq(2), ..., yp(M), yq(M))

B =










φp(1) Up(1) 0
φq(1) 0 Uq(1)

...
...

...
φp(M) Up(M) 0
φq(M) 0 Uq(M)










2M×(n+mp+mq+2)

. (10)

The problem in the centralized case, therefore, is to generate the parameter
vector Θ that solves Θ = B+A, where + denotes pseudoinverse, and then extract
the first n entries of Θ, flip their sign to obtain the common parameter vector

β. The entire operation is denoted as β = −
[
B−1A

]+n
. The computation of Θ

can also be executed in a recursive fashion

θK+1 = θK + PK+1φK(yK − φT
KφK) (11)

whereK denotes an iteration index, Θ0 is an initial guess for Θ, and the matrix P
follows from the regressor equation using matrix inversion lemma (please see [5]
for details). The stop condition of this recursive algorithm is when ||ΘK+1 −
ΘK || < ǫ where ǫ is a chosen tolerance. The estimated common parameter vector
is then denoted as β = −[ΘK ]+n. Once β = {b1, b2, · · · , bn} is known, the
eigenvalues λi of the matrix A in (5) can be computed simply by solving for the
characteristic polynomial

1 + b1z
−1 + b2z

−2 + ...+ bnz
−n = 0, (12)

and converting the roots to their continuous-time counterparts. The architecture
for RLS is obvious from the foregoing analysis. Every PMU streams in its indi-
vidual measurements in real-time to a central estimator; this estimator executes
(11), and then (12).
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4 Distributed Prony Algorithm with ADMM

To circumvent the single-point architecture of RLS, we next propose the follow-
ing distributed strategy combining the traditional centralized Prony’s algorithm
with ADMM.

4.1 Prony Algorithm

Consider a set of N PMU measurements y(t) = col(y1(t) · · · yN (t)) are available
at t = 0, 1, . . . ,M . From the structure of A in (5) we can write the output of
the pth PMU to be of the form

yp(t) =

n∑

i=1

rp,ie
(−σi+jΩi)t + r∗p,ie

(−σi−jΩi)t, p = 1(1)N (13)

The modal estimation objective is to find the damping factors σi, the frequencies
Ωi and residues ri = col(r1,i · · · rp,i · · · rN,i) for i = 1, . . . , n. This can be done in
the following three steps of the Prony’s algorithm:

Step 1. The first step is to find the coefficients of the characteristic polynomial
b1 through bn by solving








yi(n)
yi(n+ 1)

...
yi(n+ ℓ)








︸ ︷︷ ︸

ci

=








yi(n− 1) · · · yi(0)
yi(n) · · · yi(1)
...

...
yi(n+ ℓ− 1) · · · yi(ℓ)








︸ ︷︷ ︸

Hi








−b1
−b2
...

−bn








︸ ︷︷ ︸

b

(14)

where ℓ is an integer satisfying n + ℓ ≤ M − 1, where M − 1 is the time index
of the most recent measurement. One can find b by solving a least squares (LS)
problem defined as

min
b

1

2
||Hib− ci||2 (15)

Step 2. We next find the roots of the discrete-time characteristic polynomial,
say denoted by zi, i = 1, . . . , n. Then, the eigenvalues of A in (5) are equal to
ln(zi)/T , T being the sampling period.

Step 3. The final step is to find the residues ri in (13). This can be done
by forming the following so-called Vandermonde equation and solving it for r1
through rn.








yi(0)
yi(1)
...

yi(M)







=








1 1 · · · 1
(z1)

1/T (z2)
1/T · · · (zn)

1/T

...
...

...
(z1)

M/T (z2)
M/T · · · (zn)M/T

















r1
r∗1
...
rn
r∗n










. (16)
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The method can be easily generalized to the case of multiple output mea-
surements y(t) = col(y1(t) · · · yN (t)) by concatenating ci and Hi in (14) for
i = 1, . . . , N . Then, one can solve the following LS problem for b:

min
b

1

2
||






H1

...
HN




b−






c1
...
cN




||2. (17)

Step 3 then will be applied for each yi(t) individually.

4.2 Real-Time Distributed Prony Algorithm using ADMM

The LS problem (17) is, in fact, a global consensus problem over a network of
N regional utility companies, and, as shown in the following, can be estimated
via distributed protocols with one central independent system operator (ISO)
performing a supervisory step to guarantee convergence. Before we describe the
mathematical formulation of the algorithm, we wish to briefly describe the way
this strategy may be actually implemented by an ISO. We assume that each
operating zone of the power system is equipped with its own regional PMUs,
and estimators or phasor data concentrators (PDC). In reality, there may be a
cluster of PDCs running in each area, but for convenience of analysis we only
consider an aggregate regional PDC to be responsible for accepting its area-level
PMU measurements, run the estimation using these measurements, and then
share a set of estimated transfer function parameters with PDCs of other areas,
albeit through one step of supervision through the central ISO-level PDC. This
problem, in general, is described as,

min
b1,...,bN ,z

N∑

i=1

1

2
||Hibi − ci||2 (18)

subject to bi − z = 0, for i = 1, . . . , N,

where the global consensus solution, denoted by z, is the solution of (17) that
is obtained when the local estimates of the entire N regional PDCs, denoted by
bi, ∀ i = 1, . . . , N , reaches the same value. We use ADMM to solve (18) using
an augmented Lagrangian

Lρ =
N∑

i=1

(
1

2
‖Hibi − ci‖2 +wT

i (bi − z) +
ρ

2
‖bi − z‖2),

where wi is the vector of the dual variables, or the Lagrange multipliers associ-
ated with (18), and ρ > 0 denotes the penalty factor. Using this, the resulting

ADMM problem, assuming z = b̄ , 1
N

∑N
i=1 bi, can be defined by the following

set of recursive optimization problems [4] to solve (18) in a distributed way:

b
(k+1)
i = ((H

(k)
i )TH

(k)
i + ρI)−1((H

(k)
i )T c

(k)
i −w

(k)
i + ρb̄(k)), (19a)

w
(k+1)
i = w

(k)
i + ρ(b

(k+1)
i − b̄(k+1)). (19b)
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Each iteration of (19) consists of the following steps: 1) update the local variable
bi locally at PDC i (19a); 2) gather the values bi at a central ISO-level PDC, and
calculate their mean b̄; 3) broadcast b̄ to the other local PDCs; and 4) finally,
update wi at each PDC i (19b). It can be shown that b̄ as k → ∞ converges to
the global minimum of (18) [4].

5 Experimental Verification via Federated Testbeds

Compared to the conventional approach of running distributed algorithms us-
ing offline software programs, one main contribution of this paper is to imple-
ment the aforesaid RLS and Prony-ADMM algorithms using C/C++ codes in
the real-world networking experimental testbed named DETER integrated with
Synchrophasor data generated from the PMU testbed named Phasorlab. We sim-
ulate a IEEE 39-bus system [?] in the RTDS at Phasorlab using a three-phase
fault lasting for 0.02 secs. The system consists of 10 synchronous generators,
divided into 4 coherent areas with 1 PMU in each area. Traces of the phase
angle measurements from these four buses are shown in Figure 1. Accordingly,
the RLS topology created in DETER consists of four PMU nodes, generating
y1(k), y2(k), y3(k), and, y4(k), k = 0, . . . , 200, with a sampling rate of T = 0.01
seconds, and sending each of these streams to a central server nodes that exe-
cutes (11). The server node receives data packets with size of 250 Bytes, which
usually contains around 25 samples from total four PMU/PDC nodes in parallel
with each other. The distributed topology, in contrast, employs an additional
Prony node (or a local PDC) for each PMU node to stream the local PMU data
yi(k), i = 1(1)4, and send their estimates βi to the server node at each iteration.
Each Prony node or local PDC node takes over the majority computational load
locally, and simply exchanges the estimated parameter vector with the server.
Hence, complete ‘data privacy’ is maintained between the areas. The estimates
for the three slow or inter-area modes for the 4-area system are shown in Table
1. Both RLS and distributed Prony yield reasonably accurate estimates. The
slight mismatches in each from the actual values are mostly attributed to the
sensitivity of the root finding step to small errors in b. The accuracy of RLS
improves with more educated guesses for Θ0.
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Table 1. Estimated Slow Eigenvalues for the 39-bus Power System

Actual Eigenvalues Centralized RLS Distributed Prony+ADMM

−0.1993± j3.1255 −0.197± j3.125 −0.1966± j3.1258
−0.6239± j5.5644 −0.5113± j5.5889 −0.5111± j5.5773
−0.5112± j6.1090 −0.3598± j6.0868 −0.4932± j6.0926

Next, we consider three different types of attacks using DETER, namely (1)
a malware attack that may disrupt the operation of a PDC resulting in abnor-
mal termination of an estimation algorithm, (2) QoS attack, where an attacker
can flood a targeted network link with malicious traffic creating a shutdown due
to overload, (3) malfunctioning of physical infrastructure or hardware, eg. shut-
downs due to power outages caused by earthquakes and other natural disasters.
A broken communication cable is another instance.

We implement the QoS attack sequentially on each
of the four communication links in the RLS topol-
ogy, as shown in Figure 2. Once the algorithm de-
tects an attack, it takes three immediate actions: 1)
update the list of live PMUs, 2) resize the computa-
tion matrices A and B in (10), and 3) reset the ini-
tial guess for Θ to its value immediately before the
attack. However, even with these accommodations,
Table 2 shows that the accuracy of RLS estimation
degrades significantly as more and more PMUs are
disconnected by the attacks.

PDC

PMU PMU PMU PMU

PDC

PMU PMU PMU PMU

PDC

PMU PMU PMU PMU

PDC

PMU PMU PMU PMU

Fig. 2. Attacks on RLS links

Table 2. Estimation Degradation of RLS

Actual Eigenvalues non-attack 1 PMU attacked 2 PMUs attacked 3 PMUs attacked

−0.1993± j3.1255 −0.197± j3.125 −0.1800± j3.1258 −0.2615± j3.1548 −0.3926± j3.3219
−0.6239± j5.5644 −0.5113± j5.5889 −0.6519± j5.6453 −0.7269± j5.5093
−0.5112± j6.1090 −0.3582± j6.0868 −0.2213± j5.8828 −0.0682± j6.4957 −0.6565± j6.6205

Additionally, the worse-case scenario is if the RLS server itself gets attacked
by a malware or physical malfunction resulting in the server source code to
terminate abnormally. In such a scenario, the RLS algorithm can not be resumed
anymore.

For the next round, we assume that M1 has very high security firewalls and,
therefore, is not allowed to be compromised, but the hacker has the choice of
deactivating M2 similarly as the central server in the previous round. In that
case, the PDCs will halt their estimation again, choose a different candidate
for the pseudo-server among themselves, and reassign M2 in that chosen PDC
to resume (19). Since none of the steps of the original proposed Prony-ADMM
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In contrast, an outstanding feature of the proposed
distributed Prony-ADMM algorithm is that each lo-
cal PDC can adopt the dual roles of local estima-

tion and central averaging. For example, as shown
in Figure 3, if the central server is deactivated by
a malware, then the local PDCs can halt their es-
timation updates immediately, and coordinate with
each other to select a candidate PDC among them-
selves that can act as a pseudo central server. If,
for instance, local PDC 1 is selected as the pseudo
server, then one module, say M1, inside this PDC
will continue to implement the local optimization
(19a)-(19b), while another module M2 will imple-
ment the averaging of bi communicated to it from
M1 as well as every other local PDC, to generate
b̄, and the algorithm can continue uninterruptedly
as soon as all the PDCs agree on the choice of the
pseudo server.

PMU PMU

PMU PMU

PDC PDC

PDC PDC

PDC

PMU PMU

PMU PMU

M1
PDC

PDC PDC

PDC

M2

Fig. 3. Resiliency Strategy

algorithm changes in these scenarios, the final estimate of β in this case is exactly
same as that for the un-attacked case, shown in the third column of Table 1.
Table ?? testifies this fact.

6 Conclusion

In this paper we presented a novel distributed estimation algorithm for comput-
ing oscillation modes of power systems from Synchrophasor data, and illustrated
its capability to ensure significantly higher resiliency against component failures
against conventional centralized estimation techniques. Our future work will in-
clude the extension of these methods to closed-loop oscillation damping control
using delay-tolerant distributed Model Predictive Control and validate their re-
siliency properties using the two federated testbeds.
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