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Abstract
Increasingly, network operatorsdo not directly operate

computersontheirnetwork, yetareresponsiblefor assessing
network vulnerabilitiesto ensurecompliancewith laws and
policiesaboutinformationdisclosure,andtrackingservices
that affect provisioning. Thus,with decentralizednetwork
management,service discovery becomesan importantpart
of maintainingandprotectingcomputernetworks.

We explore two approachesto servicediscovery: active
probing andpassive monitoring. Activeprobingfindsall ser-
vicescurrentlyon the network, exceptservicestemporarily
unavailableor hiddenby firewalls; however, it is often too
invasive, especiallyif usedacrossadministrativeboundaries.
Passive monitoring is typically much slower and can find
transientservices,but missesservicesthatareidle. Wecom-
paretheaccuracy of passiveandactiveapproachesto service
discovery andshow that they arecomplimentary, highlight-
ing the needfor multiple active scanscoupledwith long-
duration passive monitoring. We find passive monitoring
is well suitedfor quickly finding popularservices,finding
serversresponsiblefor 99%of incomingconnectionswithin
minutes. Active scanningis bettersuitedto rapidly finding
all servers,which is importantfor vulnerability detectionÐ
onescanfinds98% of servicesin two hours,missingonly
a handful. Externalscansareanunexpectedally to passive
monitoring,speedingservicediscovery by theequivalentof
9Ð15daysof additionalobservation. Finally, we show how
theuseof staticor dynamicaddresseschangestheeffective-
nessof servicediscovery, bothdueto addressreuseandVPN
effects.

Categories and Subject Descriptors
C.2.3 [Computer-Communication Networks]: Net-

work OperationsÑNetwork monitoring
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1 Introduction
TodayÕs computernetworks supportvery diversesetsof

services,andnetwork administratorsmustmanageandpro-
tect an organizationÕs network from vulnerability and in-
appropriateinformationdisclosure.In small organizations,
externally visible computersandservicesmay be centrally
managed,but in large organizationsand ISPs control of
serversis delegated. Yet, the ultimateresponsibilityfor se-
curity andauditingmayremaincentralized,soin thesecases
service discovery becomesanimportantpartof maintaining
andprotectingsuchnetworks.

Servicediscovery is an essentialcapability for network
administratorsfor the following reasons.First, it helpspro-
tectagainstsoftwarevulnerabilities.Internetwormsandbot-
netsweepsexploit vulnerabilitiesin opennetwork services.
Rapididentificationof vulnerablesoftwareis importantafter
disclosureof anexploit; preemptive surveys cantrackanor-
ganizationÕs serviceÒsurfaceareaÓ.Second,mostorganiza-
tionshavepoliciesaboutcomputeruse,oftenincludingwhat
externalservicesmaybeoffered.Servicediscoverysupports
auditingof policies.Third, servicediscoveryis oftenthefirst
stepin network planning. Understandingwhat servicesare
in usecanidentify whoandhow many userswill beaffected
by a changein policy or configuration.Finally, servicedis-
covery canalsohelpmonitortrendsin servicepopularity, as
new servicesappearandthe relative importanceof services
change.

Evenif onecannotcontrol individual hosts,accessto the
network allows two generalmethodsto discover services:
active probing andpassive monitoring. With active probing,
one attemptsto contacteachserviceat eachhost. Active
probinggivesan accuratedepictionof all openandavailable
servicesonanetworkatthetimeof theprobe,but it maymiss
serviceswhichareonly availableintermittentlyor arehidden
behindby firewalls. In addition,probingis invasiveandmay
beinappropriatewhencrossingorganizationboundaries(for
example,anISPprobingits customers).

In passive monitoring,oneobservesnetwork traffic des-
tinedto servers,building up a pictureof active servicesover



time. Passive monitoringwill detectall servicesthatareex-
ercisedover theobservation period,including transientser-
vices and thosebehindfirewalls. Sinceit is non-invasive,
passive monitoring cannotbe confusedwith maliciousbe-
havior. However, it missesserviceswhich are idle, even
thoughthey maystill representavulnerability.

In this paperwe presenta quantitative evaluation and
comparisonof passivemonitoringandactiveprobingfor ser-
vice discovery basedon datacollectedat the University of
SouthernCalifornia. Although theseapproacheshave been
comparedqualitatively in IT trademagazines[16] therehas
beenlittle quantitative exploration. Our comparisonof pas-
sive andactive servicediscovery is closerto Webster[20],
but goesdeeperby evaluatingmultiple periodicactive scans
(Section4.2.3)andthe effectsof transienthostsandexter-
nal scans(Sections4.4.2and4.3). Additionally, we investi-
gatethesensitivity of passive/activediscoveryto timeof day,
monitor locationandportion of traffic seenby the monitor
(Section5). Finally, usinga largerandmorevariedpopula-
tion weconfirm thecoreconclusionin Webster[20]: passive
andactive areeffective andoften complimentarymeansof
servicediscovery.

Wefindpassivemonitoringis well suitedfor quicklyfind-
ing popularservices,suchas for trend monitoring; within
minutes passive monitoring finds servers responsiblefor
serving99% of incomingconnections.We find that active
scanningis bettersuitedto finding all servers, suchas for
vulnerability detection;one scanfinds 98% of servicesin
two hours,missingonly ahandful.

In addition, we look carefully at what network condi-
tions affect the completenessof active and passive service
detection. On our network, long-durationpassive monitor-
ing is ultimately reasonablysuccessfulat finding even idle
servers(finding72Ð91%);perhapsironically, external,pos-
sibly maliciousscansof our network, provide greatassis-
tancein rapidly detectingservices.We alsoshow how the
useof staticvs. dynamicaddresseschangestheeffectiveness
of servicediscovery. We seea greatdealof ongoingservice
discovery with more dynamicaddresses,correspondingto
transienthoststhatpossiblyreuseaddresses.In addition,we
show that serviceson VPN addressesarealmostnever dis-
coveredpassively, but arefoundwith active probing.

Thistechnicalreportisanextendedversionof apapercur-
rently underreview (asof May 2007). Sections5.4 and5.5
arenew in this report.

2 Overview of Service Discovery Techniques
We next describebriefly how active probingandpassive

monitoring are usedto discover services,and review the
trade-offs betweentheseapproaches.

2.1 Active Probing
Active probingfindsservicesby sendingpacketsto each

host and monitoring its response.Active probing requires
participationof the host runningthe service,so resultscan
be affectedby firewalls or host counter-measures.To dis-
cover available serviceshostsare scanned by probing all
target ports on eachhost on the network. Probesmay be
generic (specific only to theprotocol,not theapplication),or
customizedto an expectedapplication.Host discovery can

speedservicediscovery by checkingfor hostpresenceand
skippingunusedaddresses.

For someservices,a probemay needto be specific to a
given application.However, given TCPÕs connectionsetup,
for TCPservicessimply initiating a connectionis a generic
probe that will detectthe presenceof a server on a well-
known port. This processof discovering TCP servicesis
known ashalf-open scanning, wheretheproberattemptsto
setup a new TCP connectionto a given port. A successful
responseindicatesan active server is running. Otherpossi-
ble responsesincludea TCP resetmessage,confirming no
servicerunson that port. or lack of response,suggestinga
firewall.

Generic TCP probing is insufficient, however, in two
cases.First, it only testsfor willingnessto opena TCPcon-
nection,but not what servicethat connectionsupports. It
will thereforemisinterpretservicesrunningon non-standard
ports,suchasa web server runningon the standardSMTP
port. Second,it cannotclassify servers that have no stan-
dardport,or thosethatusedynamicportassignment.For ex-
ample,many RPCprotocolsallocateTCPportsdynamically
anddiscover allocationthroughservicebrokersor portmap-
pers(for example,[5,15,18]). To discover theseservicesan
active probemustbespecifically designedfor thatserviceÕs
protocol. Nevertheless,useof well known portsis common
today, andanecessarymeansof coordinationwithouta third
party.

ThoughgenericUDP probing gives ambiguousresults,
suchprobingis still possiblefor well-known UDP services.
Certainprotocolswill respondto aÒmalformedÓUDPpacket
and hencewill respondto a genericUDP probe. In other
cases,we can indirectly infer the presenceof a UDP ser-
vice by lack of a negative response,sincemany hostsauto-
matically generateICMP port unreachablemessageswhen
no processis listening to a given UDP port. A lack of re-
sponseis not definitive, but may indicatethata UDP server
is present.

In the majority of our studywe focuson TCP services,
but delve briefly into UDP servicediscovery in Section4.5.

2.2 Passive Monitoring
Passivemonitoringfindsservicesonanetwork by observ-

ing traffic generatedby serversandclientsasit passesanob-
servationpointandis generallyinvisible to thehostsrunning
theservices.

Passivemonitoringrequiressupportfrom thenetwork op-
erator, oftenwith specializedhardwareinsertedat themon-
itoring point. Therearemultiple hardwaredevicesavailable
for passive monitoring,with differentcostsandtoleranceof
high traffic volumes.Many routerscanÒmirrorÓports,send-
ing copiesof packetsout anotherinterfaceto a monitoring
host.Portmirroring canoftenbeaddedwith no interruption
to service,but may not supportfull channelcapacity. Al-
ternatively, hardwaretapssuchasoptical splittersplaceno
additionalburdenon the router, but requirea brief service
interruptionto install.

Detectionof well-known services(both TCP andUDP)
with passive monitoring is fairly straightforward. An ex-
changeof traffic with a given host indicatesan operational



service.For TCP, monitoringneedonlycaptureTCPconnec-
tion setupmessages(SYN bit set);completionof theÒthree-
way handshakeÓclearly indicatesa serviceis available.Un-
der normal operation,even just the presenceof a positive
responseto a connectionrequest(SYN-ACK) is sufficient
evidenceof aTCPservice.

UDP servicescanalsobe identifiedby observingtraffic;
however, sinceUDP is a connectionlessprotocol, the con-
ceptof ÒserverÓandÒclientÓis not clearwithout application
protocol information. In addition,while bi-directionaltraf-
fic positively indicatesa UDP service,unidirectionaltraffic
mayalsoindicatea service(sinceUDP doesnot mandatea
response),but mayalsoindicateunsolicitedprobetraffic.

As with active probing,passive monitoringcannot iden-
tify servicesthatdonot runonwell-known portsor areindi-
rectedwithout protocol-specific decoders.
2.3 Discussion

Basedon the descriptionsof active and passive service
discovery above, we next comparetheir advantagesanddis-
advantages.

With few exceptions,active probinggives a completere-
port of all ports that are openand unprotectedat the time
of the probing. Active probingfor serviceswill missports
thatarefilteredbyfirewallsor obscuredby mechanismssuch
asport knocking[11]. Arguably, protectedservicesareless
likely to be vulnerableto maliciousscanningand/orunso-
licited attacks,so detectionof suchservicesis lesscritical
for vulnerabilityassessment.However, for goalsof auditing
andresourceplanning,discoveryof all (includingprotected)
servicesis important.

Active probing can often be donequite quickly. While
probesconsumesomebandwidth,scannerscan be placed
neartheprobedhostswherebandwidthis plentiful.

Themaindisadvantageof active probingis that it is very
intrusive. Active probessolicit a responsethat would not
have beensentotherwise.This canbe detectedandlogged
by thehostor intrusiondetectionsystems,particularlyif one
systematicallyscansall hostsin a region. Scanningacross
organizations(suchasan ISP scanningits customers)may
beconsideredunacceptableby thecustomersandmayeven
be illegal. Recognizingtheseconcerns,scanningtoolssuch
asNmapsupportspecialscanningmodesthat intentionally
slow their proberateto concealtheir behavior. Scanningis
oftenintentionallyavoidedasapolicy decisionoutof regard
for client privacy. Whenactive probing is used,it is often
limited to shortprobesdonerelatively infrequently, or per-
hapsonly carriedout whenmotivatedby a specific vulnera-
bility.

A seconddisadvantageof activescanningis thatit misses
hoststhatmaybetemporarilyunavailableatthetimeof scan.
We quantify this effect in Section4.1,andin factshow that
the time of day of the scanmatters(Section5.1). This dis-
advantagecanbemitigatedwith multipleactivescans,aswe
show in Section4.2.3, althoughadditionalscansmy draw
furthernoticefrom thoseoperatingthescannedhosts.

Passive monitoring has the advantageof being non-
intrusive. In fact, it generallycannotbe detectedby either
partyof a conversation.As a result,useof passive monitor-
ing is constrainedprimarily by policy decisionsby the net-

work operator. A secondadvantageof passive monitoringis
that it canbetterdetectactive servicesrunningon transient
hosts.Thus,vulnerabilitieson machinesthatarefrequently
poweredoff suchas laptops,or hoststemporarilydiscon-
nectedfrom the network, all may be found. While it may
seemsurprisingthatonemay run serviceson hoststhatare
intermittentlyavailable,we seethatthis effect canbesignif-
icant in Section4.4.2. Third, passive monitoringcancatch
servicesthat active probingmissesbecauseof firewall con-
figurations.

Fourth, althoughnot a primary focusof this paper, pas-
sivemonitoringcanalsoprovideinsightinto trendsandother
behaviors which active probing cannot. While monitoring
servers,passive monitoringcanalsotrackclients,providing
extra informationsuchasserver popularityandserver load.

Finally, sincepassive monitoring consumesno network
resources(otherthanthemonitoringhost),it canberunona
long-termbasisaspartof normaloperation.

The main disadvantageof passive monitoring is that it
only detectsservicesthatareactive. Silentserverstherefore
escapenotice,even thoughthey may still posevulnerabili-
ties or policy violations. We quantify the numberof these
silentserversin Section4.4.1by usingactive probesto dis-
cover serverswhichescapenoticeduringpassivemonitoring.
This disadvantagecanbesomewhatmitigatedby long-term
monitoring. We quantify the effect of durationof passive
monitoringin Section4.2.1.

3 Methodology and Datasets
To comparepassive monitoring with active probing we

carriedout five experimentsin 2006for periodsof up to 90
daysasshown in Table1. We next describeour datacol-
lection andgive detailson our experiments. The datawas
collectedattheUniversityof SouthernCalifornia,with astu-
dentpopulationof about28,000andfacultyandstaff adding
another10,500. We describethis populationin moredetail
in Section3.3.

3.1 Methodology for Active Probing
Our active scanswereperformedby thestaff of our cam-

pus network administrationusing Nmap [2]. Probingwas
donefrom internalcampusmachines,thusboth the probes
and the responses were invisible to our passive monitoring.
For larger experiments(DatasetsDTCP1 andDTCPbreak), an
addressspaceof 16,130IP addresseswas split roughly in
half andscannedseparatelyby two internalmachines.For
smallerexperiments,scanningwas performedfrom a single
internalmachine.All IP addressesin thescannedspacewere
probed(therewasno separatephasefor hostdiscovery). For
our larger datasets,probingtook oneto two hoursto com-
plete.ScansusedNmapÕs half-openscanningmode.

We focus on a set of standardTCP serviceports: port
21 (FTP), 22 (SSH), 80 (web), 443 (SSL web) and 3306
(MySQL). We have chosena smallsetof standardportsfor
simplicity andout of privacy concerns.We believe thatour
resultsholdfor otherservicesthatusewell-known ports,and
weexaminethisclaim in Section5.4.

To complementdiscovery of TCP-basedservices,one
dataset(DatasetDUDP) usesNmapÕsgenericUDPprobingto
probeasetof four standardUDPports:80 (HTTPandother



applications),53 (DNS),137(MicrosoftWindows NetBIOS
NameService)and27015(commonmultiplayergameport).
We discussresultsfrom ourUDP scansin Section4.5.

3.2 Methodology for Passive Monitoring
Our passive measurementsare collectedat the regional

ISP serving our university as well as other academicand
commercialinstitutions. Basedon discussionswith our IT
staff, weestimatewecaptureover 99%of non-Internet2traf-
fic to and from the university. (In section5.2, we investi-
gatehow addingmonitoringof Internet2traffic affectsour
results.) We useda continuousnetwork tracing infrastruc-
ture [10] andcollectedall TCP SYN, SYN-ACK andRST
packets,aswell asall UDP traffic.

To discover availableTCP services,we assumethat any
hostsendinga SYN-ACK is runninga service.TCP SYNs
andRSTsareusedin Section4.3 to identify externalhosts,
which scanthe university network. To discover available
UDP services,we assumethat any hostwhich sendsUDP
traffic from a well known server port is runninga UDP ser-
vice on thatport.

3.3 Datasets
Using the methodologydescribedabove, we collected

five datasetssummarizedin Table1. Eachdatasethasanac-
tive anda passive component:datafrom continuouspassive
monitoringanddatafrom oneor moreactive scans. Each
datasetcontainsinformationfor a setof IP addressesfrom
oneor moresubnetworkson our campus.Thetotal number
of possibleIP addressesin eachsetis listedin columnsix of
Table1.

Seven of our datasetscover 38 of the mostdenselypop-
ulatedsubnetworks on campus.Together, these38 subnets
contain16,130IP addresses.Roughly75 % of this address
spacehasassignedhostnames,andover 60% of the IP ad-
dresseswe probedduringour studyrespondedwith at least
one TCP RST and/orTCP SYNÐACK, indicating at least
6,450of the16,130IP addressesareassignedto live hosts.

Our main dataset,DTCP1-18d, is an 18-dayperiod with
concurrentactive probesevery 12 hoursandpassive collec-
tion over the entireperiod. The datasetis actuallya subset
of thelongerDTCP1 dataset,which includes90 daysof pas-
sive monitoring,but we only have active measurementsfor
18 days,capturedin DTCP1-18d. We usethefull 90-dayver-
sion to studyvery long durationpassive monitoringin Sec-
tion 4.2.2. We alsousethefirst 12-hoursof DTCP1-18d for
ourpreliminaryanalysisandDTCP1-18d-trans, thesetof Òtran-
sientÓaddressesof DTCP1-18d in Section4.4.2 to discover
transienthosts.

DatasetDTCP1 wastakenduringa thesemesterwhenstu-
dents,facultyandstaff arepresent.DatasetDTCPbreak com-
plimentsDTCP1 with asimilarduration,but wastakenduring
the Decemberbreakin classeswhenmany studentsareab-
sentfrom campus,giving insightinto how ourresultschange
with a reducednumberof users.

DatasetDTCPall is usedfor abrief studyin lookingatser-
vicesofferedonany port,not justaselectedsetof ports(dis-
cussedin Section5.4). DatasetDUDP is usedfor a brief ex-
plorationinto UDP servicediscovery andcoversa selected
setof 4 UDP ports(discussedin Section4.5).

Due to privacy concernsboth passive andactive results
areanonymizedaftercollection,andall processingwasdone
on anonymizedtraces. The anonymizeddatasetsareavail-
ablethroughthePREDICTproject[19] or by contactingthe
authors.

4 Evaluation of Service Discovery
Wenext evaluatepassiveandactiveapproachesto service

discovery, consideringcompleteness(Section4.1), the im-
portanceof observationtime,repeatedprobing,andexternal
scansoncompleteness(Section4.2and4.3),andfinally how
the typeof the targetcomputerandserviceaffectsaccuracy
(Section4.4).
4.1 Completeness

Our first goal is to evaluatecompleteness: how closely
activeor passivedetectioncomesto detectingeverything.To
answerthisquestionwefirstdefinegroundtruthandexplore
how closewecometo detectingall servers.Wethenconsider
otherdefinitionsof completeness,suchasall connectionsor
all traffic.
4.1.1 Hosts as Ground Truth

We first establishtheeffectivenessof bothmethods.We
look at theserversdiscoveredby activeandpassivemethods
during a brief survey and comparethe completenesseach
methodachieves. For this comparison,we usethefirst 12-
hoursof passively collecteddataand the first active scan
from datasetDTCP1-18d. We call this subsetDTCP1-12h. It
makesup 3% of datasetDTCP1-18d; we expandto consider
all datain DTCP1-18d in Section4.2.1.

To comparepassive andactive methodswe mustfirst de-
fine ground truth. Ideally we would get ground truth by
confirming, externally, what servicesrun on eachmachine.
However, we cannotdo this for our datasetsinceit spans
a significant portion of a university with hundredsof sep-
aratelyadministeredgroupsandthousandsof privately run
machines.Instead,we define groundtruth as the union of
serversfoundby passive andactive methods.

While we expectthatpassive monitoringwill not give as
completea picture as active probing, we also expect pas-
sive monitoringto find a numberof servicesactive probing
misses.

The leftmostcolumnof Table2 summarizesserver dis-
covery for eachmethodaswell astheunionandoverlapof
thetwo methods.Combined,bothmethodsfind 1,748hosts
runningoneor moreserviceof interest.Treatingthese1,748
asthegroundtruth for completeness,a singlenetwork scan
discovers98% of all serversby detecting1,707hosts.Pas-
sive monitoringfor 12-hoursachieves only 19% complete-
nessby detecting327servers.Given thelargepercentageof
hostsmissed,it is clear that passive monitoringby itself is
not sufficient for situationswhenonemust rapidly find all
serversthatmeetagivencriteria,suchasdoingavulnerabil-
ity scanimmediatelyfollowing thedisclosureof a software
flaw.

While Table2 quantifiestheoverlapandcompletenessof
passive andactive methods,Table3 givescontext to these
numbersby interpretingeachcombinationof observations.
For example,because286serverswerefoundby bothmeth-
ods,weknow that16%of serversfoundin datasetDTCP1-12h



Dataset Passive Active Target Number Discussion
Name Start Date Duration Scans Services of addresses Section
DTCP1 10 Aug. 2006 90days 35 total TCP/selected 16,130 Section4.4.2
DTCP1-12h 19 Sept.2006 12hours once TCP/selected 16,130 Section4
DTCP1-18d 19 Sept.2006 18days every 12hrs TCP/selected 16,130 Section4
DTCP1-18d-trans 19 Sept.2006 18days every 12hrs TCP/selected 2,296 Section4.4.2

DTCP1-90d 10 Aug. 2006 90days - TCP/selected 16,130 Section4.2.2
DTCPbreak 16 Dec.2006 11days every 12hrs TCP/selected 16,130 Section5.2
DTCPall 26 Aug. 2006 10days once TCP/all 256 Section4.5
DUDP 18 Oct. 2006 1 day once UDP/selected 16,130 Section4.5

Table1: List of datasets.DTCP1-12h andDTCP1-18d aresubsetsof DTCP1.

Percent of DTCP1-18d used 3% 6% 50% 100%
Passive duration in hours 12 25 205 410
Number of active scans 1 2 17 35
Total servers found (union) 1,748(100%) 1,848(100%) 2,551(100%) 2,960(100%)

PassiveAND Active 286(16%) 1,074(58%) 1,738(68%) 1,925(65%)
ActiveOR Passive (but notboth)

Active only 1,421(81%) 716(39%) 683(27%) 848(29%)
Passive only 41 (2.3%) 58(3.1%) 130(5.0%) 186(6.3%)

Active 1,707(98%) 1,790(92%) 2,421(95%) 2,773(94%)
Passive 327(19%) 1,132(61%) 1,868(73%) 2,111(71%)

Table2: Summaryof completenessfor active andpassive methodsat variousdurationusingdatasetDTCP1-18d

areopenandactiveservers,while thevastmajorityof servers
(81%)areidle.

Despitethe power of active probing,passive monitoring
finds41 servers (2.3%) active probing fails to detect. Ac-
tive mayhave missedtheseserversbecausetheserverswere
born after the active scancompleted,or theseserversmay
be protectedby a firewall that discardsour active probes,
while acceptingrequestsfrom otherIP addresses.We look
closeratfirewalledservicesandserverbirth in Section4.2.1.
While 2%is averysmallpercentageof servicesfoundexclu-
sively by passivemonitoring,findingthesefew servicesmay
be valuableif, for example,one of theseservicesviolates
policy. In caseswherecompletenessis key, acombinationof
bothmethodsis advantageous.

4.1.2 Other Measures of Completeness
In the lastsectionwe lookedat completenessin termsof

absolutenumberof serversfound. While findingall servers
is importantin somecases,suchasidentifyingsoftwarevul-
nerabilities,in othercasesonemaycaremoreaboutidenti-
fying popular or active services.We thereforenext consider
two alternatedefinitionsof completenessthatweighservice
discovery by their popularity, as reflectedby thenumberof
clients andthenumberof flows to a givenservice.

First, we weigh by unique clients, by countingthe num-
ber of uniqueclient IP addressesthat connectto the server
duringthedurationof ourmeasurements.Whenwefirstdis-
cover a server, we addthenumberof clientsthis IP address
servesthroughoutthestudy. Thus,if therewereonly servers
A andB to bediscovered,with 9 and1 clientsover thetraced
durationrespectively, we would discover 90%of theclient-
weightedserverswhenwe detectserverA.

Second,we considerweighing by number of flows. This
follows the samemethodologyasweighingby clients,but
adjustedbyflowsover thedatasetdurationratherthanunique
clients.

Figure 1 comparesthe weightedand unweightedcom-
pletenessof active and passive discovery. As described
above (Section4.1.1), we seethat passive discovery takes
sometime to find the 19% of hoststhat it will find over 12
hours. However, we seethat passive monitoringfinds the
most popularservers almost immediatelyÑin fact it finds
99%of theclient-weightedserversin 14 minutes,and99%
of theflow-weightedserversin 5 minutes.Thus,while pas-
siveis verypooratfindingall servers,it canveryrapidlyfind
popular andactive servers.Wewill seethecauseof thisdif-
ferencewhenwe look at server typein Section4.4. Theser-
vicesthatpassivemissesarerarelyusedwith default config-
urations.In fact,passive monitoringactuallyfindsthemost
popularserversfasterthanthey would be foundwith active
scanning.This canbeenseenin Figure1, whereour active
scantakeswell over an hour to find 99% of the flow- and
client-weightedservers. This differenceis becauseit is rel-
atively slow to scana largeaddressspace,particularlyif the
scanis rate-limitedto reducetheeffectsto normaltraffic, to
avoid floodinghosts,or avoid triggeringintrusion-detection
systems.

4.2 Server Discovery Over Time
As demonstratedin the previous section,passive moni-

toring for a shortperiodonly observesa fractionof servers.
However, active monitoringmissesa few serversaswell. In
thefollowing sectionswelook atextendedservicediscovery,
eitherthroughlong durationpassive monitoring,or through
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multiple roundsof active probes.

4.2.1 Effect of Duration on Passive Monitoring
In section4.1, Figure1 demonstratesthat passive moni-

toringcontinuesto discover serversastimeprogressesÑthis
trendsuggeststhatalongerobservationperiodis moreeffec-
tive.

To confirm the benefits of longer duration, we look
at server discovery over an 18-day period with dataset
DTCP1-18d to seeif discoverylevelsoff. Weexpectthatgiven
sufficienttime,passivemonitoringwill detectthemajorityof
serversthatactive probingdetects.Figure2 depictspassive
server discovery over time. Separatelinesdepictserver dis-
covery over all IP addressesandover a subsetof all IPs: IPs
with non-transientaddresses.

In Section4.1 we determinedthat in a 12-hourperiod,
passivemonitoringfound17%of the1,714serversfoundby
oneactive probe.After another17.5days,passive monitor-
ing detects92.5%(1,587)of the 1,714servers found by a
singleactive probe.We concludethat long-durationpassive
monitoring canbe very effective, althoughit may still fall
shortof active probing.

A significantportion of serversmissedby passive mon-
itoring areserverswith transientIP addresses(suchasPPP
andVPN addresses).Wediscussserverdiscoveryfor servers
usingtransientIP addressesin Section4.4.2. Herewe limit
ourdiscussionto servicediscoveryover non-transientIP ad-
dresses.

Over all IP addresses,transientand non-transientto-
gether, passiveservicediscoverynever levelsoff. Evenin the
last five daysof monitoringduringDTCP1-18d, new servers
arestill beingdiscoveredat anaveragerateof oneperhour.
This continualdiscovery is not surprisingbecausetransient
hostshave a strongeffectÑevery time a server with a tran-
sient IP addressdisconnects,there is the potential of re-
discovering this server at a new IP addressthe next time it
connects.Additionally, transientIP addressescanrepresent
many morehoststhanstaticnetworks,with avarietyof users
connectinganddisconnectingcontinually.

Over non-transienthosts,hostdiscovery nearlylevelsoff
after 11 daysbut even in the last five days,new hostsare
still discoveredat anaveragerateof oneevery 3 hours.We
suggestthatserverrequestratesareheavy tailed,andsothere
is anumberof veryrarelyaccessedserversthatrequireavery
long time to discover.

4.2.2 Extended Duration for Passive Monitoring
In the previous section,we found that new serverscon-

tinueto bediscoveredevenafter18daysof passivemonitor-
ing. In this section,we useDTCP1-90d to extendour passive
monitoringperiodto 90 daysto seeif passive server discov-
ery levelsoff.

Figure3 showscumulativeserverdiscoveryover time for
all hosts,with an additionalline for just serverswith non-
transientIP addresses.Server discovery over non-transient
hostsdropsto anaverageof just onenewly discoveredhost
every 12-hoursin the lastfive daysof monitoring. In con-
trast,server discovery over all hostsonly dropsto roughly
oneevery houranda half. Again, this differencecanlargely
be explainedby the effect of transienthosts,which are in-
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DTCP1-12h address
Passive Active categorization count
yes yes active server address 286
no yes idle server address 1,421
yes no firewalledaddressor birth 41
no no non-server address 14,553

Table3: Categorizationfrom observationsof IP addressesin
DTCP1-12h.

cludedin the total. We examinetransienthostsfurther in
Section4.4.2.

4.2.3 Effect of Multiple Probes on Active Monitoring
Justaspassiveobservationover alongerdurationcanfind

more hosts,we expect that multiple active probeswill be
moreeffective aswell.

Figure2 shows server discovery asthenumberof probes
increasesover 18 days. Over all scans,the majority of
servers(62%)arefoundin thefirstscan,but thelast10scans
still find 10Ð30new serversperscan.Similar to passive dis-
covery, this continuingincreasein newly discoveredservers
is dueto transienthosts.

Figure2 alsoshowsserverdiscoveryover multipleprobes
for non-transienthostsonly. We observe that thenumberof
discoveredserversroughly levels off afterfive scans;how-
ever, new servers appearoften enoughin our environment
that the last 10 scansdoneover the lastfive dayseachdis-
cover four serversper scanon average.This is closeto the
passive discovery rate after 10 daysof monitoring, imply-
ing thatevenover extendeddurationpassive monitoringcan
never fully catchup.

4.2.4 Completeness Over Time
Previously, for completeness,we definedgroundtruth as

theunionof a singleactive scanand12 hoursof passive ob-
servation. As shown in theprevioussection,multiple active
scansdiscover a largersetof hosts,asdoesextendingthedu-
rationof passivemonitoring,soit is appropriateto revisethe
definition of groundtruth. In this sectionwe defineground

truthastheunionof all serversdiscoveredby activeandpas-
sive methodsin datasetDTCP1-18d.

Though 18 days of passive monitoring may be com-
parableto a single active scan,passive monitoring, when
comparedto multiple active scansis not nearly as effec-
tive. Whenwecomparepassivemonitoringagainst35active
probestaken over 18 days,(summarizedin the last column
of Table2) weseethat18daysof passivemonitoringdetects
only 71%of all servers.

Thoughpassivemissesasignificantnumberof servers,as
seenduringour 12-hourstudyin Section4.1,passive moni-
toringfindsahandfulof serversbeforeactivediscoversthem,
as well as servers that are never discoveredby any active
scan.As shown in the lastcolumnof Table2, at theendof
18 daysand35 scans,6.3% of all servers found arenever
foundby anactive probe.

In our preliminaryanalysiswe usedTable3 to interpret
our observationsfrom oneactive probeanda shortpassive
observation. Table4 extendsthis classification to consider
the implicationsof our additionalscansandmonitoring;we
next look at how eachgroupof serversfrom DTCP1-12h fare
with longersurveillance.

In ourfirstsurvey usingDTCP-12h, 286serverswerefound
by both passive and activemethods.A handfulof serversdie
off andarenever seenagain by eithermethod. Only 37 of
theoriginalserversseenby bothcontinueto beseenby both.
However, this groupof 37 active serversarethemostactive
andpopularservers,responsiblefor servingthemajority of
clientsandconnectionsto our campus(Section4.1.2). The
majority (242) of serversfirst seenby both approachesare
not seenby futurepassive monitoring,suggestingthat these
hostsare mostly idle and happenedto be overheardin the
first 12 hoursof monitoring.

The largestgroupof detectedserversin DTCP1-12h were
the1,421serversseenby active but not passive observation.
The majority of theseservers are mostly idle servers with
fixed IP addressesand1,247of theseserversarefoundwith
passive monitoringover extendedtime. A few servers(75)
arestill missedby passive scans.A slightly larger number
of servers (99) are on transientaddresses,explaining their
intermittentbehavior.

Finally, most addresses(14,553) showed no servers
presentin our initial 12-hourstudy. While most of these
addressescontinueto not have servers(13,341),morethan
1000show activity in the longerperiod. We highlight two
categorieshere. First, we seea significantnumberof new
servers,eitherthroughlaterpassiveandactive, or justactive.
Many of theseareon transientaddresses(188 detectedby
both,and655by active only), but a fair numberareon sta-
ble addresses(detectedby 125both,and73 by active only).
Second,we see31 possiblefirewalled serverson stablead-
dresses,asindicatedby their lackof responseto activeprob-
ing but presenceof traffic.

Throughoutthetotal 18 daystudy, wefind 35 potentially
firewalledservers(4 from thefirst 12hoursand31 in there-
maining time). We confirm these35 serversare runninga
firewall by two methods:First, if duringasinglescanprobes
to theseservicesreceive TCPRSTpacketsfrom someports,
but no responsesfrom otherports,we assumethe server is



DTCP1-12h DTCP1−DTCP1-12h address
Passive Active Passive Active Transient categorization count
yes yes yes yes * active server address 37
yes yes no no * serverdeath 6
yes yes yes no * intermittent 1
yes yes no yes * mostlyidle 242
no yes * * yes idle/intermittent 99
no yes yes * no semi-idle 1,247
no yes no * no idle 75
yes no * * yes intermittent 26
yes no yes yes no birth 1
yes no yes no no possiblefirewall 4
yes no no no no death 3
yes no no yes no birth/mostlyidle 7
no no no no * non-server address 13,341
no no yes yes yes intermittent/active 188
no no yes yes no birth 125
no no no yes yes intermittent/idle 655
no no no yes no birth/idle 73
no no yes no yes possiblefirewall/intermittent 140
no no yes no no possiblefirewall/birth 31

Table4: Traitsandsubsequentcategorizationof IP addresses.

dropping probesto firewalled servicesand sendingresets
from portsnot providing services. Second,if activity to a
server is passively observed during an active scan,we as-
sumetheserver is availableduringprobing,but blockingour
probes.We confirmed32 out of the35 serversarerunninga
firewall with thefirstmethod.Weconfirmed10outof the35
serverswith thesecondmethod.Only oneserver couldnot
beconfirmedasfirewallÐprotected.

Thoughfirewalled servicesrepresenta small fraction of
all hostsfound,asdiscussedin Section4.1, context defines
how importantfindingtheseservicesare.Thus,if complete-
nessis thegoal,acombinationof bothmethodsis beneficial.

4.3 Effect of External Scans on Passive Moni-
toring

Figure2 shows several largejumpsof serversdiscovered
throughpassive monitoring(for example,at 9-20andagain
at9-23).After examiningthedata,wedeterminedthatthese
jumpsaredueto external scans of theaddressspaceÑinef-
fect, potentially maliciousexternal partiescarrying out an
active scanof the addressspacewe monitor. Thesescans
benefit passive monitoring by unveiling otherwiseinactive
servers.Wenext evaluatehow importanttheseexternalscans
areto passive monitoring.

We expect that external scanscontribute greatly to the
server discovery in passive monitoring. Unpopularor un-
usedservicesmaynever bediscoveredwithout thesekind of
systematicwalksto theaddressspace.Weshow thatwithout
externalscans,passive monitoringis significantlyhindered.

To remove the effect of external scansfrom DTCP1-18d,
we identify remotehostswhich scansignificantportionsof
thecampusnetwork duringthe18 dayperiod.We eliminate
any host which attemptsto openTCP connectionsto 100
or moreuniqueIP addresson our network within 12 hours

andreceives TCPRSTresponsesfrom at least100of these
contactedhosts. With this methodwe remove the effect of
just 65 external IPs (only 0.001%of the IPs seencontact-
ing campus).However, the effect on passive monitoring is
significant.

Figure4 showsthedifferencebetweenpassiveserverdis-
covery with and without the useof external scans. In the
first 12 hours,without externalscansserver discovery is ef-
fectively the sameasserver discovery with external scans.
Thefirstscanon9/20aidspassivediscovery to findover 700
new serversbringingthetotalof discoveredserversto 1,224.
Without the aid of scans,passive monitoring takes a addi-
tional 9.5 daysto discover over 1,200servers. Within three
days,passivemonitoringdetectsover 1,300servers.Without
scans,passivemonitoringtakesanadditional15daysto find
over 1,300servers.At theendof 18days,passivemonitoring
detects779(36%)fewer serverswhentheeffect of external
scansis removed.

Given the significant difference between discovered
serverswe concludethat passive server discovery in a pro-
tectedenvironmentis notonly significantlydelayed,but also
significantlylesseffective.

4.4 How target type affects detection
The previous sectionsevaluatedpassive monitoringand

active probingbasedon their ability to detectselectservices
acrossa large setof university machines.In the following
sections

4.4.1 Server Purpose
Passive monitoringcanonly detectservicesthathave ac-

tiveclients.It will notfindunpopularservicesthatarelisten-
ing but neveractuallyreceivetraffic. If this is theonly reason
servicesaremissedby passivemonitoring,serversmissedby
passive monitoringareall unpopularservices.We hypothe-



sizethatmany of theseunpopularservicesareactuallycom-
pletelyinactive andoftenareeitheraccidentalservicesfrom
a default systeminstallation,or servicesof strictly local in-
terest,suchascontrolsfor a physicaldevice.

It is difficult to measurethepopularityof a serviceinde-
pendentfrom passive monitoring;by definition we seepop-
ular services,andwehavenoway of evaluatinghow unpop-
ular thosethataremissedare.However, for thespecialcase
of web servers,the contentis usuallyhumanlyreadable,so
wecanmanually evaluatethecontentof thewebserver.

To evaluatethecontentof discoveredwebservers,wefirst
download root web pagesfrom all web servers discovered
duringthe18 daysin datasetDTCP1-18d. Eachwebserver is
contactedwithin adayof discovery.

We thencategorizetheseroot web pagesinto seven cat-
egories: customcontent(contentthat is uniqueand likely
is globally interesting),default content(suchastheApache
server test page),minimal content(fewer than 100 bytes),
device configuration/statuspages(suchasJetDirectprinter
pages),databaseinterfacepages(suchas Oracledatabase
front-ends),pageswith restrictedcontent(log in pages)and
hostswhichdid notrespond.To categorizewebpageswede-
velopedasetof 185webpagesignatures,whichcontainsets
of stringscommonlyfound in specific typesof web pages.
For example,oneof ourÒdefaultcontentÓsignaturesmatches
14 differentstringsoften found in the default Apacheweb
serverpage.

We expect that passive monitoringhasno problemfind-
ing webserversservingglobally interestingcontent(custom
content).Additionally, we expectthatpagesmissedby pas-
sive monitoringfall into a lessinterestingcategoriessuchas
Òdefault contentÓ.

It is impossibleto determinethe global interestfor con-
figurationpagesdatabasefront-endsandpageswith log in
accesswithoutspecific knowledgeof theirusewithin theor-
ganization,While we suspectmany of thesepagesare in-
tendedonly for campususe,theremay be a setof external
usersaccessingthesedocuments.

Table 5 summarizesthe web contentof the root pages.
Passive monitoringachieves the bestcompletenessfor cus-
tom contentpagesfindingall customcontentservers.

Passive monitoring finds a surprising number of web
servers hosting non-globally interesting content, finding
95% of the union. This is contraryto what we expected;
however, if we remove web serversonly found throughex-
ternalscans,passive monitoringfindsonly 69% of the 504
webserversidentifiedasservingnon-interestingcontent.

Therearea large numberof servers(685 servers)which
did not responda day after they were initially discovered.
The vast majority of theseservers have transientIP ad-
dresses,andarepossiblyunintentionaldefault web servers
on dial-up machines,or potentially intentionalweb servers
onmachineswith stableIP addresses,but theirwebserver is
foundby active probingthehostÕsVPN interface.
4.4.2 Transient Hosts

We next considertransienthostsÑhostswhich changeIP
addresses,or which areoftenturnedon andoff.

Weexpectthatpassivemonitoringwill outperformactive
probingin server discovery whenlooking at transienthosts
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Figure5: Server discovery groupedby transienceof address
block.

sinceactive probingmay misshoststhat comeandgo. On
the other hand,we expect relatively few active servicesto
run on transienthosts,sincejust as transiencemake them
difficult for anactivescantofind,it alsomakesthemdifficult
for clientsto find.

To evaluatethis hypothesis,we computeservicediscov-
ery for IP addressesthat we know correspondto transient
hosts. Our datasetis drawn from a large campusnetwork
with known blocks of addressesallocatedto VPN, PPP,
WirelessandDHCP hosts. Of the 16,130addresses,2,296
of them correspondto transientblocks (one /22 campus
DHCP; two /23s,DHCP andwireless;andone/24 subnet,
for VPNs);wecall thissubsetDTCP1-18d-trans. Wethencom-
paretheserverdiscoverybetweenactiveprobingandpassive
monitoringover this subset.

Figure5 shows server discovery over time for both pas-
sivemonitoringandactiveprobing,groupedby differentad-
dressspaceclasses.Groundtruth is definedby theunionof
passive andactive discovery of eachservicetype. We omit



Total Passive ActiveOR Passive Active Passive
Page type (Union) AND Active Active only Passive only

Customcontent 170(100%) 151(89%) 0 (0.0%) 19 (11%) 151(89%) 170(100%)
Not globally interesting 504(100%) 479(95%) 23 (4.5%) 2 (0.39%) 502(100%) 481(95%)

Default content 493 469 22 2 491 471
Minimal content 11 10 1 0 11 10

Unknown 1,446(100%) 798(55%) 474(33%) 174(12%) 1,272(88%) 972(67%)
Config/statuspages 683 212 327 144 539 356
Databaseinterface 61 61 0 0 61 61
Restrictedcontent 17 17 0 0 17 17
No response 685 508 147 30 655 538

Table5: Summaryof contentservedby webserversdetected.

wirelessfrom this graph,sinceunfortunatelywe were not
able to actively probethe wirelessaddressrange. In addi-
tion, passive monitoring found no servicesin the wireless
region.

Overall, DTCP1-18d-trans confirms the relative perfor-
manceof activeandpassivemonitoring.Activeprobingusu-
ally discoversmorehoststhanpassivemonitoring,exceptfor
thePPPsubsetwherethey arerelatively close.This resultis
perhapsnotsurprisingfor transienthostssincethereis likely
to berelatively few activeusersof servicesthatcomeandgo.

However, our analysisof transientaddressis interest-
ing becausedifferentkinds of transientaddressspaceshow
somewhat different results. The datafor DHCP addresses
is mostsimilar to our generalresults.This similarity canbe
explainedbecausethemajority theDHCPaddressesareded-
icatedto ResidenceHalls, with an allocationpolicy where
eachstudentkeepsthesameIP for a full semesteror more.
However, for PPPaddresses,passive discovery findsabout
15%moreserversthanactive. We speculatethat this inver-
sion is becausePPPhostsaretypically active only for short
periodsof time.

Another significant difference is monitoring VPN ad-
dresses,wherepassive discovery finds almostno services
(10 after 18 days),while active finds many (nearly 100 in
thesametime). A possibleexplanationfor this is thatVPN
hostsoften have two IP addresses,onethat correspondsto
VPN accessandanotherthat is directaccessto theInternet.
While active servicediscovery suggeststhat many of these
hostsrun services,passive discovery saysthat theVPN ad-
dressis very rarelyused.We speculatethatusersof services
on thesehostsaretypically usingthenon-VPNaddress.

Finally, our focuson transienthostssuggeststhataddress
transienceis a major causeof servicebirth anddeath. We
reachthis conclusionbecause,in Figure5, server discovery
doesnot level off. However, becauseactualhosts-to-address
mappingsaretransient,thisdiscovery mayrepresentasmall
numberof hostssimply moving to differentaddressesrather
thana largenumberof actualhosts.If thatwerethecase,we
would expectserver discover to converge whenall transient
addressesweremarked asservers. While addressreassign-
mentmayaccountfor some serverbirths,it doesnotaccount
for all. Whenwe compareserver discover with andwithout
transienthostsin Figure2. Wereview thisquestionwhenwe
considervery long passive monitoringin Section4.2.2.
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Figure6: Server discovery over time for passive monitoring
andactive probing,brokendown by protocol.

4.4.3 Protocols
The previous sectionwe looked at how addressstability

affectsserverdiscovery. In thissectionwe look to whathow
differentservicesandservicetypesaffect server discovery.
We expectthat differentservicesareusedin differentways
andsomaybeavailableto differentdegrees.For example,an
SSHservicemaybefirewall protectedsinceitÕsasecureser-
vice provided to a limited numberof users,whereasa web-
server typically hasa moreglobal audienceandwill not be
firewall protected.

To evaluate the effects of service type, we return to
DTCP1-18d, but breakoutserverdiscoveryby differentserver
types. We considerfour services: Web, FTP, SSH and
MySQL.

Figure6 shows server discovery over time for both pas-
sive andactive probing for thesespecific services,andTa-
ble6 summarizesserverdiscovery. Groundtruth is theunion
of active andpassive discovery in DTCP1-18d.

Theresultsfor specific servicesconfirm our overall con-
clusionthatactive probingdiscoversmoreserversthanpas-
sive monitoring.

Passive monitoring discovers particularly few MySQL
servers, achieving only 52% completeness,while active



Total Passive ActiveOR Passive Active Passive
Service (Union) AND Active Active only Passive only (nonexclusive)
Web 2,120(100%) 1,428(67%) 497(23%) 195(9.2%) 1,925(91%) 1,623(77%)
FTP 815(100%) 566(68%) 241(30%) 8 (1.0%) 807(99%) 574(70%)
SSH 925(100%) 701(76%) 221(24%) 3 (3.2%) 922(100%) 704(76%)
MySQL 164(100%) 78 (48%) 79 (48%) 7 (4.2%) 157(96%) 85 (52%)

Table6: Summaryof serverdiscovery brokendown by servicetype.

scansreach96% completeness.We suspectthat the major-
ity of MySQL serversoncampusareusedlocally, with little
externalaccess,or externalaccessonly throughweb inter-
faces.In Figure6 thesteppedandsuddenincreasesin pas-
sive MySQL server discovery indicateMySQL serversare
probedfrom externalsources,yet interestingly, thesescans
arenot nearlyashelpful in passive servicediscovery asfor
other services. Upon inspectionof our passive and active
data,we find that 63 out of the 79 MySQL serversmissed
by passive respondedto our campusprobeson 9/29,just af-
ter a large external scanprobedthe campusaddressspace
for MySQL servers. Thoughthese63 MySQL serverswere
probed,we observedno responses.Potentially, thesemissed
MySQL serversblockprobesfrom externalsources,but still
respondto our internalactive probes,hinderingpassive dis-
covery from our monitoringpoint, but enablingactive dis-
covery.

Whileactiveprobingfindsnearlyall FTPandSSHservers
(99%and100%respectively), passive monitoringfindssig-
nificantly fewer. This suggeststhat many of theseservers
exist but thatthey areinfrequentlyused.For FTP, this result
consistentwith HTTP replacingFTP asthe primary means
of data dissemination. We presumethat FTP servers are
primarily legacy servers. For SSH,this result is consistent
with a workstationmodelof use,wherenearlyall hostsare
availablefor remoteaccessvia SSH,but thatprotocolis used
primarily for maintenance,while mostworkstationaccessis
directat theconsole.

Theseresultsaredependenton theparticularserviceswe
examined. While we expect our basic resultsto hold for
othergeneralwell-known services,we speculatethatproto-
colssuchaspeer-to-peerfile sharingmaybedifferentsince
they areknown to have a muchhigherserver turnover rate
(churn)[4].
4.5 Discovery of UDP Services

The majority of this paperconsidersonly discovery of
TCPservicesbecausetheTCPconnectionsetupmakesthem
easyto discover. In thissectionwebroadenourview to con-
siderUDP servicediscovery with both active probing and
passive monitoring.

We considerfour selectedUDP services:port 80 (HTTP
andotherapplications),53 (DNS),137(MicrosoftWindows
NetBIOSNameService),and27015(commonmultiplayer
gameport). DatasetDUDP collects24hoursof passivemon-
itoring and one active scan,both only consideringthe pri-
mary /16 network at USC. The active probesare not cus-
tomizedto an expectedapplication,in otherwords,we use
genericUDP probingfor active hostdiscovery. Our passive
monitoringconsidersany packetswith theabovedestination

portsasindicatingthepresenceof thecorrespondingservice
on thathost.

Generic UDP probing is difficult becausethere is no
genericpositive responsefor servicepresent.We therefore
interpretonly an ICMP port unreachableasa true negative
responseanda UDP reply a truepositive response.If a host
respondsto someprobesandnot to others,weknow thehost
is alive, and can then considera lack of responseas sug-
gestinga possiblyopenservice. We areable to make this
final conclusionon theassumptionthatwe did not generate
a properapplication-specific request,but mostkernelsgen-
eratenegative ICMP responseswhenno serviceis present.
Finally, if no portssolicit an explicit response(eitherposi-
tive or negative),we assumeno hostis present.(Nmapcon-
tainssupportfor service-specific probing,however, we were
not allowedto usethatservicedueto potentialprivacy con-
cerns.) We expectactive probingto performwell at detect-
ing DNS andNetBIOSnameserversbecausethesetwo pro-
tocolsarecommonandtheseserversoftenrespondtogeneric
UDP probes.

Table7 summarizesservicesdiscoveredby passivemoni-
toringandactiveprobing.Of the37serversfoundby passive
monitoringonly onewas not foundby active probing,indi-
catingthat consideringany traffic from theseselectedports
to confirm thepresenceof a server obtainsaccurate,but not
complete,results.

The vast majority of hosts indicatedas possibleUDP
servers by active probing sent no responseto external
sources.Given the prevalenceof Microsoft Windows Op-
eratingSystemswhich usethe peer-to-peerNetBIOSname
server protocol, it is not surprisingthat a large numberof
hostson campushave port 137 open. We observe only 37
UDP servers on the NetBIOS port. ThoughNetBIOS has
the potentialto generatea significantamountof traffic, un-
dernormalcircumstances,NetBIOStraffic doesnottypically
crossborderrouters.

5 Sensitivity
Section4 presentedthe generalresultsof our work, but

deploymentof eitherpassiveor activemeasurementrequires
understandingof a numberof parameters,including when
andhow frequentlyto performactive probesandcomplete-
nessof passive observation. We evaluatethesefactorshere
to understandtheir effecton ourgeneralresults.

5.1 Time and Frequency of Active Probing
Our resultsin Section4 basedon active probingrely on

probesdone periodically at set intervals. In this section
we explore how the time of day andthe frequency of these
probesaffectsactive probingservicediscovery.



service All Web DNS NetBIOS Gaming
port 80 53 137 27015
Passive 37 0 32 4 1
Active

definitely open(UDP response) 116 0 52 64 0
possiblyopen 4,862 137 376 4,238 111
no responsefrom any probedport 6,359 - - - -
definitely closed(ICMP response) 9,826 9,687 9,449 5,572 9,713

Table7: Summaryof UDP servicesdiscovered.
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Figure7: Comparisonof network scanningatdifferenttimes
of day.

In datasetsDTCP1-18d andDTCPbreak, active probesoccur
every 12 hours. Eachscanstarteddaily at 11amand then
againat11pmandtook90Ð120minutesto cover theaddress
space.We expect that the time theseprobesweredonedi-
rectlyaffectsthenumberof serversdiscovered.

To evaluatetheeffectof probetime-of-daywere-examine
DTCP1-18d. Wetakethefull DTCP1-18d, with bothpassiveand
activediscovery, asgroundtruth. Wecomparethreetime-of-
daydependentsubsetsagainstthis baseline.First, we select
the 17 probestaken every 24 hoursin the daytime(11am)
or at night (11pm).While thesesubsetscapturetime-of-day
dependence,they alsohavethescanfrequency andsoarenot
directly comparableto the 35-probedataset.We therefore
also considera third subsetwherewe take alternative day
andnightmeasurementsfrom eachconsecutivedayto getan
unbiasedmix of 17 dayandnight observations.

Figure7 showscumulativeserverdiscoveryover multiple
probesfor thebaselineandthreesubsets.

We first evaluatetime-of-daydependence,looking at the
completenessscanningat night andduringthedayachieves.
Thoughthe differenceis small, scanningduring the day is
marginally moreeffective thanscanningat night, reducing
completenessby 3%. This is not surprisingsincewe ex-
pectthat therearemoretransienthostswith active services
availableduring theday. While scanningat night finds232
serversnot foundby scanningduringtheday, scanningdur-
ing the dayfinds325 not found at night. Thesedifferences

stronglysuggestthat hostdiscovery doneevery 24-hoursis
affectedby diurnalpatterns.

Theshortfall of probingonceadaymaybedueto theuse
of fewerprobes.Whenwecomparealternativeprobesatday
andnight,wecankeep17probesasin day-or night-only, but
factorout the time of day. In this casewe seeperformance
like day-onlyprobing. This resultsuggeststhat numberof
probesis moreimportantthancapturingday-onlyor night-
only servers. Ultimately, by reducingthe probefrequency
we reduceour completenessby 8%after18 days.
5.2 Partial Perspectives in Passive Monitoring

Ideally passive monitoringseesall traffic out of themon-
itored network. However, this completeviewpoint may be
difficult with multi-homedsites. In this sectionwe evaluate
how lessthan completeobservation of the monitorednet-
work affectsaccuracy.

To evaluatepartial observation of a network we would
like to comparefull andpartialobservation.However, asde-
scribedin Section3.2,our passive monitoringinfrastructure
capturesonly part of datato andfrom USC.Our university
connectsto the Internetthrougha regionalnetwork thathas
threepeeringswith commercialISPs; in addition we have
anInternet2connection.For mostof our datasetswe moni-
tor two of thethreecommercialpeeringsof our universityÕs
regionalnetwork, andestimatewecapture99%of all univer-
sity traffic not destinedto Internet2.For datasetDTCPbreak,
wealsomonitoredouruniversityÕs Internet2peering.

While we cannotcomparea completeview of traffic to a
partial view, we canlook at how subsetsof our observation
affect completenessof our results.

Table 8 summarizesthe numberof servers found from
eachpeering(and possibly on other peerings)as well as
the numberof serversfound exclusively on a specific peer-
ing. We see that any single link commercial observes
mostservers,finding 90Ð98%in DTCP1-18d and93Ð99%in
DTCPbreak. The Internet2link is an exception, observing
only about36% of the servers in DTCPbreak. This differ-
enceis likely dueto Internet2Õs academic-onlyacceptable-
usepolicy thatlimits thesetof clientsthataccessouruniver-
sity throughthis link.

While any singlelink getsmostof theservers,we do ob-
serve a small numberof servers that are exclusive to each
link. We believe theserepresentrarelyusedservers; if they
areonly contacteda few timesthenit is not unlikely thatall
connectionsoccurover asinglepeering.

Fromthis evaluationwe concludethatpartialmonitoring
doesnot greatly affect resultsprovided one can observe a



servers found in
DTCP1-18d DTCPbreak

link duplicative exclusive duplicative exclusive
Commercial1 1,874(89%) 201(9.5%) 1,770(96%) 59 (3.2%)
Commercial2 Ó 39 (1.8%) 1,711(93%) 1(.05%)
Internet2 Ñ Ñ 669(36%) 3 (.16%)
all 2,111 Ñ 1,835 Ñ

Table8: Summaryof serversfoundon eachof thethreemonitoredlinks.

substantialfractionof the traffic, andtheobservationsite is
not limited by a restrictive policies. While we cannotcon-
firm how many serversa completeobservation of our net-
work would have addedduringDTCP1-18d, this subsetanal-
ysissuggestsadditionof theInternet2link duringour initial
studywouldnothavesignificantlychangedourobservations
andwould not changeour conclusions.
5.3 Passive Monitoring with Sampled Obser-

vations
Our observation systemis able to collect and process

a completetrace becauseour link speedsare fairly low
(1Gb/s),we only collect packet headers(64B/packet), and
we only processTCP packets with SYN-ACK flags set.
However, passive monitoringbecomeshardat very high bi-
trates, such as a 10Gb/s link speedor shifting to deeper
packet inspection. An alternative to collecting a complete
packet headertraceis to sample packet headersandobserve
only a fractionof thetraffic on a link. In this sectionwe ex-
plore the effect of usingvarioussamplingdurationson ser-
vice discovery in passive monitoring.

Thereare several possibleapproachesto sampling: ob-
servingandthenidling for afixed periodof time,collecting
afixed numberof packet headersandthenidling, or collect-
ing eachpacket headerwith some(non-unity) probability.
Theseapproachesareincreasinglyamenableto higherspeed
or hardware realizations. Herewe consideronly sampling
for fixed durations;evaluationof otherkindsof samplingis
left asfuturework.

We returnto datasetDTCP1-18d to evaluatethe effectsof
fixed-periodsampling.In Figure8 we sampledatafrom the
first 2, 5, 10 and30 minutesof eachhour (3%, 8%, 16%,
and 50% of the data,respectively) and comparehow each
sampledurationaffectsservicediscovery throughoutthe18
daytraceperiod. As in previoussections,we defineground
truth as the union of servers found both passively and ac-
tively throughoutthe full datasetDTCP1-18d, then evaluate
sampleddatafor completenessagainstthisgroundtruth.

As expected,capturinga greaterportionof thedatapro-
videsaclosermatchto acompleteobservation.However, the
relationshipbetweensamplingandcoverageis not linearÑ
capturingonly 50%of thedatadoesnot requiredoublingthe
observationperiodto getthesameresults.In fact,sampling
at 30 minutedurationsis almostaseffective asmonitoring
continuously, with only a 5% drop in thenumberof servers
discoveredover 18 days. Capturingonly 16% of the data
resultsonly in an11%dropin discoveredservers.

Therelationshipbetweensamplingdurationandcumula-
tive discoveredserversis not directly proportionalprimarily
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Figure8: Cumulative server discovery with differentdura-
tion,fixed-periodsampling.

becauseof theeffect of externalscans.As describedin Sec-
tion 4.3,externalscansareimportantto thecompletenessof
passive monitoring. Sincescansare often rapid but short,
whetheror not a scanis caughtin sampledobservation af-
fects the coverageof that observation. Full and30-minute
samplesbotharegreatlyaidedby scanson 9-20in Figure8,
while the servers found in this scanare likely found by a
differentscanon 9-22for the5- and10-minutesamples.

5.4 Other Protocols
ThroughoutSection 4 our observations focus on dis-

covery of five specific services(ftp, ssh, http, https, and
MySQL). In this sectionwe expandingservicediscovery to
considerservicesrunningonany port.

To evaluate service discovery over all ports, we use
datasetDTCPall, which includesactive probe and passive
monitoringof all portsfrom a single/24 subnetof fixed IP
addresses.The majority of hostson this subnetarestudent
lab machines.This dataincludesa singleactive scan(due
to privacy concernsaboutrepeatedlyscanningall ports),and
tendaysof passivemonitoring.As donein previoussections,
wedefinegroundtruthastheunionof serversfoundactively
andpassively.

We expectthatpassive discovery will not detectasmany
serversasactive discovery, but will find popularandactive
servicesmorerapidly thanactive discovery (aswe saw pre-
viously in Section4.1). We alsoexpectto seepassive server
discovery boostedby externalscans(aswe saw previously



Passive, unweighted server discovery
Passive, weighted by flows

Passive, weighted by clients
Active, unweighted server discovery

Active, weighted by flows
Active, weighted by clients

Figure9: Weightedandunweightedcumulative server dis-
covery over 24 hoursfor services.

in Section4.3).
Expandingour studyto all portsincreasesthe variety of

servicetypeswe discover. The rangeof possibleservices
meanstherearemoreservicesthatonly onemethodwill find.
For example,an RPC servicecan be discoveredpassively,
but not by genericactive probing. Idle and local services
suchasWindows File Sharingcanbediscoveredby generic
active probing,but will likely not be found passively. Due
to this rangeof services,we expecta smallerintersectionof
servicesdiscoveredby passive andactive methods.

Figure 9 comparesactive and passive methodsover 24
hours for weightedserver discovery as describedin Sec-
tion 4.1 andunweightedserver discovery. While our initial
study of completenessin Section4.1 covered12 hours,in
thissectionwe look ata24 hourperiodbecausethenetwork
scantook nearly24 hoursto complete(we expect that this
processwould be much fasterif host scanningeliminated
probesof unpopulatedaddresses,but we omit this optimiza-
tion asin ourotherscans).

As seenin our studyof selectedports(Section4.1),pas-
sivemonitoringquickly discoverspopularandactiveservers.
Of the250hostswhichrespondedin someway to ourprobes,
onehostin particularis responsiblefor 97%of theconnec-
tions seencominginto the monitoredsubnet,andresponsi-
ble for serving97%of theexternalclientsof thesubnet.In
Figure9, active server discovery of weightedserversjumps
whenthissinglepopularserver is foundjustbefore12:30.In
this case,whenscanninga singlesubsetof machineswhere
a singleserver dominatesthe network, it is by chancethat
passive still findsthe singlemostpopularserver first. Had
the mostpopularserver beenprobedbeforeall otherhosts,
activemayhavefoundtheserverbeforeit wasdiscoveredby
passive monitoring.However, in largernetworks,with mul-
tiple popularandactive serversspreadacrosssubnets,it is
highly unlikely active probingcanfind the mostactive and
popularserversmorerapidly thanpassive monitoring.

In Figure 9, we can also seethat passive monitoring is
again aidedby externalscans,wherethemajority of servers
passively foundarefoundduringanexternalscanjust after

Passive server discovery
Active server discovery

Figure10: Cumulativeserverdiscoveryover 10 daysover all
known ports.

12:30.Figure10 extendsthepassive monitoringin Figure9
from oneday to all ten daysin DTCPall . In Section4.2.1,
we saw that over multiple days,externalscanscontinueto
helppassivemonitoringdiscover serversandwithin 10days,
passivediscoveryfound89%of theserversfoundby thefirst
active scanin datasetDTCP1-18d. However, in this studywe
seethat passive discovery topsout after four days,finding
131 servers, slightly over 50% of the union of all servers
found.

To understandwhy passive discovery appearsto perform
worseover all servicesthanour five ports,we explore dis-
coveryby portnumber. In Figure11,eachspoton thex-axis
correspondsto a uniquehostaddress(randomlyassignedto
preserve privacy). The y-axis shows which TCP ports are
shown to be open,plottedon a split scalegraphto empha-
size the commonlyusedlow-numberedports. While iden-
tifying servicesbasedsolely on port numberis not always
appropriate(aswe discussin Section2.1), the very homo-
geneouspopulationof lab machinesin DTCPall allows us to
makelikely serviceassignmentfor portswith commonstatic
assignments.Theseserviceassignmentsarelabeledin Fig-
ure11.

From Figure 11, we can seepassive discovery finds all
of the SSH and FTP servers. Discovery of thesetwo ser-
vices is nearlyentirely due to two separateexternal scans.
Passive discovery missesa largenumberof serversrunning
MicrosoftWindowsNT, includingNT-specific servicessuch
asepmap(their RPCmappingservice). It is not surprising
thatpassive missestheseNT serverssincetheseservicesare
primarily usedfor local services,not for wide-areaservices
thatwould show up in traffic to externalnetworks.

Passive discovery findsa few servicesmissedby active
discovery, including six web servers. Active probesto port
80onthesenew webserversreportedclosed,notfiltered,but
later passive found active servers on port 80; hence,these
webserversappearto bebirthsof active serverswhich hap-
penedaftertheactivescanfinishedonAugust26th.Thefew
openportswith highportnumbersfoundby passivemonitor-
ing maybemoreephemeralservices,suchasa P2Papplica-
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Figure11: Scatterplot of openportsin DTCPall.

tions,or they couldbetemporarilyopenportswhich arenot
anactualservice,suchasanFTPclientusingactivemodeto
transferdata.

Passive discovery is at a disadvantagewhenfindinghosts
offering serviceswhich have limited externalappeal.When
we look at serviceson any port, suchas remoteX11 and
MicrosoftÕsNT epmapthisdisadvantageis morepronounced
thenwhenwe lookedatasmallsubsetof ports.

5.5 Reduction in Numbers of Students
In this sectionwe look at how a decreasein studentsaf-

fectsour resultsby studyingservicediscoveryduringwinter
breakwhenourstudentpopulationis greatlyreduced.

Thedatasetsusedin Section4 werecollectedduringmid-
semester, when classeswere in sessionand studentswere
present.For this study, we useDTCPbreak, collectedduring
winter break,whenthe majority of studentsareaway from
campus. During breakwe have datacollectedfrom Inter-
net2aswell asfrom thetwo commercialtapsusedto collect
DTCP1. To make our resultsfrom DTCPbreak comparableto
resultsfrom DTCP1, we excludehostsdiscoveredsolely on
Internet2. We look at how addingmonitoringof Internet2
affects our resultsin Section5.2. We define groundtruth
as all servers discoveredthroughoutDTCPbreak, discarding
serversdiscoveredexclusively by monitoringInternet2traf-
fic.

Similar to our graph of server discovery over 18 days
(Figure 2 in Section4.2.1), Figure 12 depictsserver dis-
covery for both active and passive methodsover 11 days
during winter break. In Figure 12, we can seethat both
passive and active discovery over all hostslevels off dur-
ing break. This leveling off is different from what we see
during the semester, whereservers are continually discov-
ered,even after 18 days. The reasonfor this differenceis
a large reductionin the numberof serverswith transientIP
addresses.In particular, thereis a significantdrop in VPN
servers. FromDecember23rd throughDecember26thonly
threeVPN serversarediscovered(all threeby active prob-
ing). We believe this large reductionin transientservers is
becausefewer studentswereactively working duringbreak,
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Figure12: Cumulative server discovery over 11 daysduring
winterbreak.

andthusfewerstudentsneededto VPN into thecampusnet-
work, usedial-upconnectionsto getPPPaddresses,or plug
their laptop into the dorm networks for a dynamicallyas-
signedaddress.

The reductionin transienthostsduringbreakmeansthat
over all hosts, passive discovery achieves a significantly
highercompletenessduringbreakthanduring thesemester.
Within 11 days,passive discovery achieves an 82% com-
pletenessover all hostsin DTCPbreak. By comparison,during
thesemesterpassivediscoveryachieved a73%completeness
within thefirst 11daysof DTCP1-18d.

Over non-transienthosts,we seesimilar resultsbetween
thefirst11daysinDTCP1-18d andDTCPbreak. Within 11days,
active discovery achieves a 96% completenessduring the
semesteranda97%completenessduringbreak.Passivedis-
coveryachievesa90%completenessduringthesemesterand
a91%completenessduringbreakfor non-transienthosts.

From this comparisonwe concludethat presenceor ab-
senceof populationsusingtransientaddressessignificantly
affectsthecompletenessof passive servicediscovery.

6 Related Work
Beyondqualitative evaluationsin tradepublications[16],

therehasbeenlittle evaluationof passive servicediscovery
in theresearchcommunityandevenlesscomparingpassive
methodsto periodicactive scansfor servicediscovery.

Closestto ourwork is Websteretal. [20], wherethey pas-
sively monitored800 workstationsandservers locatedin a
network demilitarizedzone(DMZ). for a periodof 86 days.
All 800hostswereactively probedtwice: oncetendaysbe-
fore the beginning of the passive study and oncemore at
the end. Our work was independentlydevelopedand dif-
fers in many ways.We performmultiple active probesperi-
odically during passive monitoring. Our hostpopulationis
muchlargerandmuchmorediverse,includingtransientand
dynamichosts.Thusour studyincludesmany additionaldi-
mensionssuchasthe effectivenessof active discovery over
multiple scansinitiated over different time of day, the ef-
fectivenessof bothpassive/active techniquesfor discovering



serviceson transientand dynamichosts,and the uninten-
tional effectsof externalscans.Our studyalsocoversaddi-
tional metricsfor measuringcompleteness,includinga pop-
ularity metricderived independentlyfrom passive measure-
ments,andtheeffectsof samplingon passive monitoring.

Therehasbeenconsiderableinterestin passive monitor-
ing, leadingto anumberof widely usedtools.DeMontigny-
Leboeufet al. discusshow a variety of informationcanbe
obtainedthroughpassive monitoringandhow this informa-
tion canbe usedto aid in policy enforcementandintrusion
detection[13]. Tools suchasP0f (Passive OS Fingerprint-
ing) rely on examinationof packet content(althoughthey
canalsobe usedin active mode). Intrusiondetectionsys-
tems such as Bro [14] and Snort [3] rely mostly on pas-
sivemonitoringto maintainsituationawareness.Dayiogluet
al. discusshow intrusiondetectionsystemscanbenefit from
using a hybrid approachof both active and passive meth-
ods[6]. Examplesof hybrid approachesincludePrelude,a
hybrid IDS framework thatcombinesalargenumberof other
tools(e.g.,SnortandNessus),andEttercap,a suiteof attack
tools for man-in-the-middleattacks. This work offers im-
portantinsightinto thepowerof passivemonitoring,andour
approachcouldbenefit from their sometimesmoresophisti-
catedformsof monitoring. However, our work addsto this
work a quantitative comparisonbetweenpassive andactive
methods.

For our work we usedNmap[2] to performactive prob-
ing, but therearea numberof othernetwork scanningtools
available.PopularscannerssuchasNessus[1], offer a large
numberof tools to assessservicesandidentify specific vul-
nerabilitiesin anetwork. Thoughall of thesetools,including
Nmap, offer optimizationsand vulnerability identification
not studiedin this paper, the coreprinciple of active prob-
ing remainsthe sameandour work cancapitalizeon better
methodsof active probing as they becomeavailable. Our
work complementsthesetools,however, by indicatingcases
thatpassive monitoringcanmiss,suchastransienthosts.

Very recentwork hasusedrandom,active probingof In-
ternet addressesto characterizethe deep,database-driven
web [9]. Their approachis similar our approachat server
categorizationin Section4.4.1. Their goalsarequitediffer-
ent thanours,andsothey make a muchmorecarefulexam-
ination of the websitesof interest,andundertake a random
survey of theentireInternet.We, instead,consideronly the
rootwebpageof theserver, andfocusonly onserversatour
institution. Our useof passive andactive approachescom-
plementtheirs, and passive monitoring allow them to find
populardeepwebsites(seeSection4.1.2).

Finally, passivemonitoringhasbeenwidely usedfor traf-
fic analysisandmodeling(someexamplesincludetraffic en-
gineering[7], web[17] andpeer-to-peer[8] workloads,and
model parametrization[12]). Our work differs from this
work in that we explore servicediscovery ratherthanmod-
eling or analysisof a particularserviceÕs traffic. Our passive
monitoringshareswith this work the samesetof questions
aboutcompletenesswhenmonitoringis only partial.

7 Conclusions
Service discovery is vital for protecting and adminis-

trating networks acrossorganizationalboundaries,as well
as monitoring and researchinggrowth trends. Often, con-
straintssuch as time and privacy concerns,limit the fre-
quency of active scansand/orthe durationof passive mon-
itoring, and it is important to understandhow thesecon-
straintsaffect results. In this paper, we quantified a variety
of factorsthatdirectly impactpassive andactive servicedis-
covery.

We have shown that passive and active servicediscov-
ery arecomplimentarymethodsfor discovering serviceson
a network. While active discovery findsserverswithout re-
lying onclientactivity, it missesservicesnotavailableat the
time of probingandthosewhich actively block probes.Pas-
sive discovery quickly finds very popularservices,even if
theseservicesareprotectedby firewalls. Over time, passive
discovery is ableto find intermittentandprotectedservices
thataremissedby active probing. Interestingly, this process
is greatlyaidedby external,potentiallymaliciousscans.
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