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Abstract

Increasingly network operatorsdo not directly operate
computer®ntheirnetwork, yetareresponsibldor assessing
network vulnerabilitiesto ensurecompliancewith laws and
policiesaboutinformationdisclosure andtrackingservices
that affect provisioning. Thus, with decentralizechetwork
managementservice discovery becomesan importantpart
of maintainingandprotectingcomputemetworks.

We explore two approacheso servicediscovery: active
probing andpassive monitoring. Active probingfindsall ser
vicescurrentlyon the network, exceptservicestemporarily
unavailable or hiddenby firewalls; however, it is oftentoo
invasive, especiallyif usedacrossadministratve boundaries.
Passve monitoring is typically much slower and can find
transientservicesput missesserviceghatareidle. \We com-
paretheaccuray of passve andactive approacheto service
discorery andshaw thatthey arecomplimentaryhighlight-
ing the needfor multiple active scanscoupledwith long-
duration passve monitoring. We find passve monitoring
is well suitedfor quickly finding popularservices,finding
senersresponsibldor 99% of incomingconnectionsvithin
minutes. Active scanningis bettersuitedto rapidly finding
all seners, which is importantfor vulnerability detectionb
one scanfinds 98% of servicesin two hours, missingonly
a handful. Externalscansare an unexpectedally to passie
monitoring,speedingservicediscovery by the equialentof
9b15daysof additionalobsenation. Finally, we shov how
the useof staticor dynamicaddresseshangeshe effective-
nesf servicediscovery, bothdueto addresseuseandVPN
effects.

Categories and Subject Descriptors
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1 Introduction

Today®computernetworks supportvery diversesetsof
servicesandnetwork administratorsnustmanageand pro-
tect an organization®network from vulnerability and in-
appropriateinformationdisclosure. In small organizations,
externally visible computersand servicesmay be centrally
managed,but in large organizationsand ISPs control of
senersis delgyated. Yet, the ultimateresponsibilityfor se-
curity andauditingmayremaincentralizedsoin thesecases
service discovery becomesanimportantpartof maintaining
andprotectingsuchnetworks.

Servicediscovery is an essentialcapability for network
administratorgor the following reasonsFirst, it helpspro-
tectagainstsoftwarevulnerabilities.Internetwormsandbot-
netsweepsxploit vulnerabilitiesin opennetwork services.
Rapididentificationof vulnerablesoftwareis importantafter
disclosureof anexploit; preemptve suneys cantrackanor-
ganization€serviceOsurdiceareaOSecondmostorganiza-
tionshave policiesaboutcomputeruse oftenincludingwhat
externalserviceanaybeoffered. Servicediscovery supports
auditingof policies. Third, servicediscoveryis oftenthefirst
stepin network planning. Understandingvhat servicesare
in usecanidentify who andhow mary userswill beaffected
by a changein policy or configuration. Finally, servicedis-
covery canalsohelpmonitortrendsin servicepopularity as
new servicesappearandthe relative importanceof services
change.

Evenif onecannotcontrolindividual hosts,accesso the
network allows two generalmethodsto discover services:
active probing andpassive monitoring. With active probing,
one attemptsto contacteachserviceat eachhost. Active
probinggives an accuratalepictionof all openandavailable
servicemnanetwork atthetime of theprobe but it maymiss
servicesvhichareonly availableintermittentlyor arehidden
behindby firewalls. In addition,probingis invasive andmay
beinappropriatevhencrossingorganizationboundariegfor
example,anISP probingits customers).

In passve monitoring, one obsenesnetwork traffic des-
tinedto seners,building up a pictureof active servicesover



time. Passve monitoringwill detectall serviceghatareex-
ercisedover the obsenation period,including transientser
vices and thosebehindfirewalls. Sinceit is non-invasie,
passve monitoring cannotbe confusedwith maliciousbe-
havior. However, it missesserviceswhich are idle, even
thoughthey maystill represena vulnerability,

In this paperwe presenta quantitatve evaluation and
comparisorof passve monitoringandactive probingfor ser
vice discovery basedon datacollectedat the University of
SouthernCalifornia. Althoughtheseapproache$fiave been
comparedjualitatvely in IT trademagazines[16] therehas
beenlittle quantitatie exploration. Our comparisorof pas-
sive and active servicediscovery is closerto Webster[20],
but goesdeepetby evaluatingmultiple periodicactive scans
(Section4.2.3) and the effects of transienthostsand exter-
nal scang(Sections4.4.2and4.3). Additionally, we investi-
gatethesensitvity of passie/actve discoveryto time of day,
monitor locationand portion of traffic seenby the monitor
(Sectionb). Finally, usinga largerandmorevariedpopula-
tion we confirm thecoreconclusionn Webstel[20]: passie
and active are effective and often complimentarymeansof
servicediscovery.

We find passve monitoringis well suitedfor quickly find-
ing popularservices,suchasfor trend monitoring; within
minutes passve monitoring finds seners responsiblefor
serving99% of incoming connections.We find that active
scanningis bettersuitedto finding all seners, suchas for
vulnerability detection;one scanfinds 98% of servicesin
two hours,missingonly a handful.

In addition, we look carefully at what network condi-
tions affect the completenessf active and passve service
detection. On our network, long-durationpassie monitor
ing is ultimately reasonablysuccessfuht finding evenidle
seners(finding 72D91%) perhapsronically, external,pos-
sibly maliciousscansof our network, provide greatassis-
tancein rapidly detectingservices. We also shov how the
useof staticvs. dynamicaddresseshangesheeffectiveness
of servicediscovery. We seea greatdealof ongoingservice
discovery with more dynamic addressesgorrespondingo
transienthoststhatpossiblyreuseaddressedn addition,we
shav that serviceson VPN addressesare almostnever dis-
coveredpassvely, but arefoundwith active probing.

Thistechnicakeportis anextendedversionof apapercur
rently underreview (asof May 2007). Sections5.4 and5.5
arenew in thisreport.

2  Overview of Service Discovery Techniques

We next describebriefly how active probingandpassve
monitoring are usedto discover services,and review the
trade-ofs betweertheseapproaches.

2.1 Active Probing

Active probingfindsserviceshy sendingpacletsto each
hostand monitoringits response.Active probing requires
participationof the hostrunningthe service,so resultscan
be affectedby firewalls or host countermeasures.To dis-
cover available serviceshostsare scanned by probing all
target ports on eachhoston the network. Probesmay be
generic (specfic only to theprotocol,nottheapplication),or
customizedo an expectedapplication. Host discovery can

speedservicediscovery by checkingfor hostpresenceand
skippingunusedaddresses.

For someservicesa probemay needto be specfic to a
given application. However, given TCP®connectiorsetup,
for TCP servicessimply initiating a connectionis a generic
probe that will detectthe presenceof a sener on a well-
known port. This processof discovering TCP servicesis
known ashalf-open scanning, wherethe proberattemptsto
setup a new TCP connectionto a given port. A successful
responsendicatesan active sener is running. Other possi-
ble responseinclude a TCP resetmessageconfirming no
servicerunson that port. or lack of responsesuggestinga
firewall.

Generic TCP probing is insufficient, however, in two
caseskFirst, it only testsfor willingnessto opena TCP con-
nection, but not what servicethat connectionsupports. It
will thereforemisinterpretservicesunningon non-standard
ports, suchasa web sener runningon the standardSMTP
port. Second,it cannotclassify senersthat have no stan-
dardport, or thosethatusedynamicportassignmenttor ex-
ample,mary RPCprotocolsallocateTCP portsdynamically
anddiscover allocationthroughservicebrokersor portmap-
pers(for example,[5,15,18]). To discover theseservicesan
active probemustbe speciically designedor thatservice®
protocol. Neverthelessuseof well known portsis common
today andanecessaryneansf coordinationwithoutathird
party.

ThoughgenericUDP probing gives ambiguousresults,
suchprobingis still possiblefor well-known UDP services.
Certainprotocolswill respondo aOmalformedODP paclet
and hencewill respondto a genericUDP probe. In other
cases,we canindirectly infer the presenceof a UDP ser
vice by lack of a negative responsesincemary hostsauto-
matically generatd CMP port unreachablenessagesvhen
no processs listeningto a given UDP port. A lack of re-
sponses not definitive, but may indicatethata UDP sener
is present.

In the majority of our studywe focuson TCP services,
but delve briefly into UDP servicediscovery in Section4.5.

2.2 Passive Monitoring

Passve monitoringfindsservicesonanetwork by observ-
ing traffic generatedby senersandclientsasit passeanob-
senationpointandis generallyinvisible to thehostsrunning
theservices.

Passve monitoringrequiressupportfrom thenetwork op-
erator oftenwith specializechardwareinsertedat the mon-
itoring point. Therearemultiple hardwaredevicesavailable
for passve monitoring,with differentcostsandtoleranceof
hightraffic volumes.Many routerscanOmirror@orts,send-
ing copiesof paclets out anotherinterfaceto a monitoring
host. Portmirroring canoftenbe addedwith no interruption
to service,but may not supportfull channelcapacity Al-
ternatively, hardware tapssuchas optical splittersplaceno
additionalburdenon the router but requirea brief service
interruptionto install.

Detectionof well-known services(both TCP and UDP)
with passie monitoring is fairly straightforvard. An ex-
changeof traffic with a given hostindicatesan operational



service.For TCP, monitoringneedonly captureT CPconnec-
tion setupmessageéSY N bit set);completionof the Othree-
way handsha&Cclearlyindicatesa serviceis available. Un-
der normal operation,even just the presenceof a positve
responsdo a connectionrequest(SYN-ACK) is sufficient
evidenceof a TCPservice.

UDP servicescanalsobe identified by observingtraffic;
however, since UDP is a connectionlesgrotocol, the con-
ceptof OsergrCandOclient@ not clearwithout application
protocolinformation. In addition, while bi-directionaltraf-
fic positively indicatesa UDP service,unidirectionaltraffic
may alsoindicatea service(sinceUDP doesnot mandatea
response)hut mayalsoindicateunsolicitedprobetraffic.

As with active probing,passve monitoringcannotiden-
tify serviceghatdo notrunonwell-known portsor areindi-
rectedwithout protocol-spedic decoders.

2.3 Discussion

Basedon the descriptionsof active and passve service
discovery abore, we next comparetheir advantagesanddis-
adwantages.

With few exceptionsactive probinggives a completere-
port of all portsthat are openand unprotectedat the time
of the probing. Active probingfor serviceswill missports
thatarefilteredby firewalls or obscuredy mechanismsuch
asportknocking[11]. Arguably protectedservicesareless
likely to be vulnerableto maliciousscanningand/orunso-
licited attacks,so detectionof suchservicesis lesscritical
for vulnerability assessmentlowever, for goalsof auditing
andresourceplanning,discovery of all (including protected)
serviceds important.

Active probing can often be done quite quickly. While
probesconsumesome bandwidth, scannerscan be placed
nearthe probedhostswherebandwidthis plentiful.

The maindisadwantageof active probingis thatit is very
intrusive. Active probessolicit a responsehat would not
have beensentotherwise. This canbe detectedandlogged
by the hostor intrusiondetectiorsystemsparticularlyif one
systematicallyscansall hostsin a region. Scanningacross
organizations(suchas an ISP scanningits customersmay
be consideredinacceptabléy the customersandmay even
beillegal. Recognizingheseconcernsscanningools such
as Nmap supportspecialscanningmodesthat intentionally
slow their proberateto concealtheir behaior. Scannings
oftenintentionallyavoidedasa policy decisionout of regard
for client privacy. When active probingis used,it is often
limited to shortprobesdonerelatively infrequently or per
hapsonly carriedout whenmotivatedby a specfic vulnera-
bility.

A seconddisadwantageof active scannings thatit misses
hoststhatmaybetemporarilyunavailableatthetime of scan.
We quantify this effectin Section4.1, andin factshaw that
the time of day of the scanmatters(Section5.1). This dis-
adwantagecanbemitigatedwith multiple active scansaswe
show in Section4.2.3, althoughadditional scansmy drav
furthernoticefrom thoseoperatingthe scannedosts.

Passve monitoring has the adwntage of being non-
intrusive. In fact, it generallycannotbe detectedby either
party of a corversation.As a result,useof passve monitor
ing is constrainedorimarily by policy decisionshy the net-

work operator A secondadvantageof passve monitoringis

thatit canbetterdetectactive servicesrunningon transient
hosts. Thus, vulnerabilitieson machineghatarefrequently
powered off suchas laptops,or hoststemporarily discon-
nectedfrom the network, all may be found. While it may
seemsurprisingthat one may run serviceson hoststhatare
intermittentlyavailable,we seethatthis effect canbe signif-

icantin Section4.4.2. Third, passve monitoring cancatch
serviceghat active probing missesbecausef firewall con-

figurations.

Fourth, althoughnot a primary focus of this paper pas-
sive monitoringcanalsoprovide insightinto trendsandother
behaiors which active probing cannot. While monitoring
seners,passve monitoringcanalsotrack clients, providing
extrainformationsuchassener popularityandsenerload.

Finally, since passie monitoring consumeso network
resourcegotherthanthemonitoringhost),it canberunona
long-termbasisaspartof normaloperation.

The main disadwantageof passve monitoring is that it
only detectsserviceghatareactie. Silentsenerstherefore
escapenotice, even thoughthey may still posevulnerabili-
ties or policy violations. We quantify the numberof these
silentsenersin Section4.4.1by usingactive probesto dis-
cover senerswhichescapaoticeduringpassve monitoring.
This disadwantagecanbe somavhat mitigatedby long-term
monitoring. We quantify the effect of durationof passve
monitoringin Section4.2.1.

3 Methodology and Datasets

To comparepassve monitoring with active probing we
carriedout five experimentsn 2006 for periodsof up to 90
daysasshavn in Tablel. We next describeour datacol-
lection and give detailson our experiments. The datawas
collectedatthe Universityof SoutherrCalifornia,with astu-
dentpopulationof about28,000andfacultyandstaf adding
another10,500. We describethis populationin more detail
in Section3.3.

3.1 Methodology for Active Probing

Our active scanswvereperformedby the staf of our cam-
pus network administrationusing Nmap [2]. Probingwas
donefrom internal campusmachinesthus both the probes
and the responses were invisible to our passive monitoring.
For larger experiments(Dataset®Drcp; and Drcpprear), an
addressspaceof 16,1301P addressesvas split roughly in
half and scannedseparatelyby two internal machines.For
smallerexperiments scanningwas performedfrom a single
internalmachine All IP addressem thescannedpacevere
probed(therewas no separat@hasefor hostdiscovery). For
our larger datasetsprobingtook oneto two hoursto com-
plete. ScansusedNmap®©half-openscanningmode.

We focus on a setof standardTCP serviceports: port
21 (FTP), 22 (SSH), 80 (web), 443 (SSL web) and 3306
(MySQL). We have chosera small setof standardportsfor
simplicity andout of privacy concerns.We believe thatour
resultsholdfor otherserviceghatusewell-known ports,and
we examinethis claimin Section5.4.

To complementdiscovery of TCP-basedservices,one
datasetDataseDpp) usesNmap€&genericUDP probingto
probeasetof four standardJDP ports:80 (HTTP andother



applications)53 (DNS), 137 (Microsoft Windows NetBIOS
NameService)and27015(commonmultiplayergameport).
We discusgesultsfrom our UDP scandn Section4.5.

3.2 Methodology for Passive Monitoring

Our passve measurementare collectedat the regional
ISP serving our university as well as other academicand
commercialinstitutions. Basedon discussionawvith our IT
staf, we estimateve captureover 99%o0f non-Internet2raf-
fic to andfrom the university. (In section5.2, we investi-
gate how addingmonitoring of Internet2traffic affects our
results.) We useda continuousnetwork tracing infrastruc-
ture [10] and collectedall TCP SYN, SYN-ACK andRST
paclets,aswell asall UDP traffic.

To discover available TCP serviceswe assumehat ary
hostsendinga SYN-ACK is runninga service. TCP SYNs
andRSTsareusedin Section4.3to identify externalhosts,
which scanthe university network. To discover available
UDP services,we assumehat any hostwhich sendsUDP
traffic from a well known sener portis runninga UDP ser
vice onthatport.

3.3 Datasets

Using the methodologydescribedabove, we collected
five datasetsummarizedn Tablel. Eachdatasehasanac-
tive anda passve componentdatafrom continuouspassve
monitoring and datafrom one or more active scans. Each
datasetcontainsinformationfor a setof IP addressefrom
oneor moresubnetvorks on our campus.Thetotal number
of possiblelP addressem eachsetis listedin columnsix of
Tablel.

Seven of our datasetzover 38 of the mostdenselypop-
ulatedsubnetvarks on campus. Togethey these38 subnets
contain16,130IP addressesRoughly 75 % of this address
spacehasassignechostnamesandover 60% of the IP ad-
dressesve probedduring our studyrespondedvith at least
one TCP RST and/or TCP SYNBACK, indicating at least
6,4500f the 16,130IP addresseareassignedo live hosts.

Our main dataset,Dycp;.1sq, 1S an 18-day period with
concurrentactive probesevery 12 hoursandpassve collec-
tion over the entire period. The dataseis actuallya subset
of thelongerDy¢p; datasetwhich includes90 daysof pas-
sive monitoring, but we only have actve measurementfor
18 days,capturedn Dycpj.1s4- We usethe full 90-dayver-
sionto studyvery long durationpassve monitoringin Sec-
tion 4.2.2. We alsousethe first 12-hoursof Drcp;.;54 for
our preliminaryanalysisandDycp;.184-rans» thesetof Otran-
sientCaddressesf Drcp;.jsq IN Section4.4.2 to discover
transienthosts.

DatasetDcp; Wastakenduringathe semestewhenstu-
dents faculty andstaf arepresent.DatasetDrcppyeqrc COM-
plimentsDycp; with asimilarduration,but wastakenduring
the Decembeltbreakin classesvhenmary studentsare ab-
sentfrom campusgiving insightinto how ourresultschange
with areducechumberof users.

DatasetD7cp,y; is usedfor a brief studyin looking at ser
vicesofferedonary port, notjustaselectedetof ports(dis-
cussedn Section5.4). DatasetDypp is usedfor a brief ex-
plorationinto UDP servicediscovery and coversa selected
setof 4 UDP ports(discussedn Section4.5).

Due to privacy concernshoth passie and active results
areanorymizedaftercollection,andall processingvas done
on anorymizedtraces. The anorymized datasetsare avail-
ablethroughthe PREDICT project[19] or by contactingthe
authors.

4 Evaluation of Service Discovery

We next evaluatepassie andactive approacheto service
discovery, consideringcompletenes¢Section4.1), the im-
portanceof obsenationtime, repeategrobing,andexternal
scanncompletenesgSectiord.2and4.3),andfinally how
thetype of the target computerandserviceaffectsaccurag
(Section4.4).

4.1 Completeness

Our first goal is to evaluatecompleteness: how closely
active or passve detectioncomesgo detectingeverything. To
answetthis questionwe first define groundtruth andexplore
how closewe cometo detectingall seners.Wethenconsider
otherdefinitions of completenessuchasall connectionsor
all traffic.

4.1.1 Hosts as Ground Truth

We first establishthe effectivenessof both methods.We
look atthesenersdiscoveredby active andpassive methods
during a brief survey and comparethe completenesgach
methodachieves. For this comparisonwe usethe first 12-
hours of passvely collecteddata and the first active scan
from datasetDrcp;.1s4- We call this subsetDrepy.jop. It
makesup 3% of datasetDrcp;.;s4; We expandto consider
all datain Dycp;.1sq In Sectiond.2.1.

To comparepassive andactive methodswve mustfirstde-
fine groundtruth. Ideally we would get groundtruth by
confirming, externally, what servicesrun on eachmachine.
However, we cannotdo this for our datasetsinceit spans
a significant portion of a university with hundredsof sep-
aratelyadministeredyroupsand thousandsf privately run
machines. Instead,we define groundtruth asthe union of
senersfoundby passie andactive methods.

While we expectthat passie monitoringwill not give as
completea picture as active probing, we also expect pas-
sive monitoringto find a numberof servicesactive probing
misses.

The leftmost column of Table 2 summarizesener dis-
covery for eachmethodaswell asthe unionandoverlap of
thetwo methods.Combined both methodsfind 1,748hosts
runningoneor moreserviceof interest. Treatingthesel, 748
asthe groundtruth for completeness singlenetwork scan
discorers98% of all senersby detectingl,707hosts. Pas-
sive monitoring for 12-hoursachieses only 19% complete-
nessby detecting327 seners. Given the large percentag®ef
hostsmissed,it is clearthat passie monitoring by itself is
not sufficient for situationswhen one mustrapidly find all
senersthatmeetagivencriteria,suchasdoingavulnerabil-
ity scanimmediatelyfollowing the disclosureof a software
flaw.

While Table2 quantfiesthe overlapandcompletenesef
passve and active methods,Table 3 gives contet to these
numbersby interpretingeachcombinationof obsenations.
For example,becaus@86 senerswerefound by bothmeth-
ods,we know that16%of senersfoundin dataseD7cp;_12n



Dataset Passive Active Target Number Discussion
Name Start Date Duration Scans Services of addresses Section
Drcpy 10Aug. 2006 90days  35total TCP/selected 16,130 Sectiond.4.2
Drepi-1on 19Sept.2006 12hours once TCP/selected 16,130 Section4
Drcpr-18d 19Sept.2006 18days everyl2hrs TCP/selected 16,130 Sectiond
Drcpi-18d-rans  195€ept.2006 18days  everyl2hrs TCP/selected 2,296 Section4.4.2
Drcpi-90d 10Aug. 2006 90days - TCP/selected 16,130 Section4.2.2
Drcpbreak 16Dec.2006 1ldays everyl2hrs TCP/selected 16,130 Section5.2
Drcpal 26 Aug. 2006 10days once TCP/all 256 Sectiond.5
Dupp 180ct. 2006 1day once UDP/selected 16,130 Section4.5
Tablel: List of datasetsDycp;.j2, andDyepy.jsq aresubset®f Dyep;.
Percent of D7cp;_;5, used 3% 6% 50% 100 %
Passive duration in hours 12 25 205 410
Number of active scans 1 2 17 35
Total servers found (union) 1,748(100%) 1,848(100%) 2,551(100%) 2,960(100%)
Passve AND Active 286(16%) 1,074(58%) 1,738(68%) 1,925(65%)
Active OR Passve (but not both)
Active only 1,421(81%) 716(39%) 683(27%) 848(29%)
Passve only 41 (2.3%) 58(3.1%) 130(5.0%) 186(6.3%)
Active 1,707(98%) 1,790(92%) 2,421(95%) 2,773(94%)
Passve 327(19%) 1,132(61%) 1,868(73%) 2,111(71%)

Table2: Summaryof completenes®r active andpassve methodsat variousdurationusingdataseDycp;.jsq

areopenandactive seners,while thevastmajority of seners
(81%)areidle.

Despitethe power of active probing, passie monitoring
finds 41 seners (2.3%) active probing fails to detect. Ac-
tive may have missedthesesenersbecausehe senerswere
born after the active scancompleted,or theseseners may
be protectedby a firewall that discardsour active probes,
while acceptingrequestdrom other|IP addressesWe look
closerat firewalledservicesandsenerbirth in Sectior4.2.1.
While 2%is avery smallpercentagef servicefoundexclu-
sively by passie monitoring,findingthesefew serviceamay
be valuableif, for example,one of theseservicesviolates
policy. In casesvherecompletenesis key, acombinationof
bothmethodds adwvantageous.

4.1.2  Other Measures of Completeness

In the last sectionwe looked at completeness termsof
absolutenumberof senersfound. While findingall seners
is importantin somecasessuchasidentifying softwarevul-
nerabilities,in othercasesone may caremore aboutidenti-
fying popular or active servicesWe thereforenext consider
two alternatedefinitions of completenesthatweigh service
discovery by their popularity as reflectedby the numberof
clients andthe numberof flows to agivenservice.

First, we weigh by unique clients, by countingthe num-
ber of uniqueclient IP addressethat connectto the sener
duringthedurationof our measurement&Vhenwe firstdis-
cover asener, we addthe numberof clientsthis IP address
senesthroughouthestudy Thus,if therewereonly seners
A andB to bediscovered,with 9 andl clientsover thetraced
durationrespectiely, we would discover 90% of the client-
weightedsenerswhenwe detectsener A.

Secondwe considerweighing by number of flows. This
follows the samemethodologyas weighing by clients, but
adjustedy flows over thedatasetlurationratherthanunique
clients.

Figure 1 comparesthe weightedand unweightedcom-
pletenessof active and passie discovery. As described
above (Section4.1.1), we seethat passve discovery takes
sometime to find the 19% of hoststhatit will find over 12
hours. However, we seethat passie monitoring finds the
most popular seners almostimmediatelyNin fact it finds
99% of the client-weightedsenersin 14 minutes,and99%
of the flow-weightedsenersin 5 minutes. Thus,while pas-
siveis verypooratfindingall seners,it canveryrapidly find
popular andactive seners.We will seethecauseof this dif-
ferencewhenwe look at senertypein Section4.4. Theser
vicesthatpassve missesarerarelyusedwith default config-
urations.In fact, passie monitoringactually findsthe most
popularsenersfasterthanthey would be found with active
scanning.This canbeenseenin Figurel, whereour active
scantakeswell over an hour to find 99% of the flow- and
client-weightedseners. This differenceis becauset is rel-
atively slow to scanalarge addresspaceparticularlyif the
scanis rate-limitedto reducethe effectsto normaltraffic, to
avoid floodinghosts,or avoid triggeringintrusion-detection
systems.

4.2 Server Discovery Over Time

As demonstratedn the previous section,passve moni-
toring for a shortperiodonly obseresa fraction of seners.
However, active monitoringmissesa few senersaswell. In
thefollowing sectionsve look atextendedservicediscovery,
eitherthroughlong durationpassve monitoring,or through
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multiple roundsof active probes.

4.2.1 Effect of Duration on Passive Monitoring

In section4.1, Figure 1 demonstratethat passie moni-
toring continuego discover senersastime progressesNthis
trendsuggestshatalongerobsenationperiodis moreeffec-
tive.

To confirm the bendits of longer duration, we look
at sener discovery over an 18-day period with dataset
Drcpi.1sq t0 seeif discoverylevelsoff. We expectthatgiven
sufficienttime, passie monitoringwill detecthemajority of
senersthatactive probingdetects.Figure2 depictspassie
sener discovery over time. Separatdines depictsener dis-
covery over all IP addresseandover asubsef all IPs: IPs
with non-transienaddresses.

In Section4.1 we determinedthat in a 12-hourperiod,
passve monitoringfound17%of the 1,714senersfoundby
oneactive probe. After anotherl7.5days,passve monitor
ing detects92.5% (1,587) of the 1,714 senersfound by a
singleactive probe. We concludethatlong-durationpassie
monitoring can be very effective, althoughit may still fall
shortof active probing.

A significantportion of senersmissedby passie mon-
itoring aresenerswith transientlP addresse¢suchasPPP
andVPN addresses)/Ve discusssenerdiscovery for seners
usingtransientP addressem Section4.4.2. Herewe limit
ourdiscussiorto servicediscovery over non-transientP ad-
dresses.

Over all IP addressesjiransientand non-transientto-
getherpassve servicediscovery never levelsoff. Evenin the
last five daysof monitoringduring Dycp;.1s4, NEW Seners
arestill beingdiscoveredat an averagerateof oneperhour
This continualdiscovery is not surprisingbecausdransient
hostshave a strongeffectNevery time a sener with a tran-
sient IP addressdisconnectsthereis the potential of re-
discovering this sener at a new IP addresghe next time it
connects.Additionally, transientiP addressesanrepresent
mary morehoststhanstaticnetworks,with avarietyof users
connectinganddisconnectingontinually

Over non-transienhosts,hostdiscovery nearlylevels off
after 11 dayshbut even in the last five days,nenv hostsare
still discoveredat an averagerate of oneevery 3 hours. We
suggesthatsenerrequestatesareheavy tailed,andsothere
isanumberof veryrarelyaccessedenersthatrequireavery
longtime to discover.

4.2.2 Extended Duration for Passive Monitoring

In the previous section,we found that new senerscon-
tinueto be discoreredevenafter 18 daysof passie monitor
ing. In this section,we useDrcp;.90q t0 extendour passie
monitoringperiodto 90 daysto seeif passve sener discov-
erylevelsoff.

Figure3 shavs cumulatve sener discovery over time for
all hosts,with an additionalline for just senerswith non-
transientlP addressesSener discosery over non-transient
hostsdropsto anaverageof just onenewly discoreredhost
every 12-hoursin the last five daysof monitoring. In con-
trast, sener discovery over all hostsonly dropsto roughly
oneevery houranda half. Again, this differencecanlargely
be explainedby the effect of transienthosts,which arein-
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Figure 3: Comparisonof cumulatve sener discovery over
90 daysand18days,over all andnon-transienaddresses

DTCP]— 12h address
Passive Active | categorization count
yes yes active seneraddress 286
no yes idle seneraddress 1,421
yes no firewalledaddres®r birth 41
no no non-sereraddress 14,553

Table3: Cateyorizationfrom obsenationsof IP addressem
Drcpi-12n-

cludedin the total. We examinetransienthostsfurtherin
Section4.4.2.

4.2.3  Effect of Multiple Probes on Active Monitoring

Justaspassve obsenationover alongerdurationcanfind
more hosts,we expect that multiple active probeswill be
moreeffective aswell.

Figure2 shovs sener discovery asthe numberof probes
increasesover 18 days. Over all scans,the majority of
seners(62%)arefoundin thefirstscan but thelast10scans
still find 10B3Mew senersperscan.Similar to passie dis-
covery, this continuingincreasean newly discoreredseners
is dueto transienthosts.

Figure2 alsoshavs senerdiscovery over multiple probes
for non-transienhostsonly. We obsenre thatthe numberof
discoveredsenersroughly levels off after five scans;how-
ever, new seners appearoften enoughin our ervironment
thatthe last 10 scansdoneover the last five dayseachdis-
cover four senersperscanon average. This is closeto the
passie discovery rate after 10 daysof monitoring, imply-
ing thateven over extendeddurationpassve monitoringcan
never fully catchup.

4.2.4 Completeness Over Time

Previously, for completenessye definedgroundtruth as
theunionof a singleactive scanand12 hoursof passve ob-
senation. As shawvn in the previous section,multiple active
scandliscover alargersetof hosts,asdoesextendingthedu-
rationof passve monitoring,soit is appropriateo revisethe
definition of groundtruth. In this sectionwe define ground

truth astheunionof all senersdiscoveredby active andpas-
sive methodsn dataseD7cp;-7s4-

Though 18 days of passie monitoring may be com-
parableto a single active scan,passie monitoring, when
comparedto multiple active scansis not nearly as effec-
tive. Whenwe comparepassve monitoringagainst35 active
probestaken over 18 days,(summarizedn the lastcolumn
of Table2) we seethat18 daysof passve monitoringdetects
only 71%of all seners.

Thoughpassve missesa significantnumberof seners,as
seenduringour 12-hourstudyin Section4.1, passie moni-
toring findsahandfulof senersbeforeactive discosersthem,
aswell assenersthat are never discoveredby ary active
scan.As shavn in the lastcolumnof Table 2, at the end of
18 daysand 35 scans,6.3% of all senersfound are never
foundby anactive probe.

In our preliminary analysiswe usedTable 3 to interpret
our obsenationsfrom one active probeanda shortpassie
obsenation. Table 4 extendsthis classtficationto consider
theimplicationsof our additionalscansand monitoring; we
next look at how eachgroupof senersfrom Dycp;.j2, fare
with longersuneillance.

In ourfirstsurey usingDrcp.;2n, 286senerswerefound
by both passive and active methods A handfulof senersdie
off andarenever seenagain by eithermethod. Only 37 of
theoriginal senersseenby bothcontinueto be seerby both.
However, this groupof 37 active senersarethe mostactive
andpopularseners,responsibldor servingthe majority of
clientsand connectiongo our campus(Section4.1.2). The
majority (242) of senersfirst seenby both approachesre
not seenby future passve monitoring,suggestinghatthese
hostsare mostly idle and happenedo be overheardin the
first 12 hoursof monitoring.

The largestgroupof detectedsenersin Dycp;.12n, Were
thel,421senersseenby active but not passive obsenation.
The majority of theseseners are mostly idle seners with
fixed |P addresseand1,247of thesesenersarefound with
passve monitoringover extendedtime. A few seners(75)
arestill missedby passie scans.A slightly larger number
of seners (99) are on transientaddressesexplaining their
intermittentbehaior.

Finally, most addresseg14,553) shoved no seners
presentin our initial 12-hourstudy While mostof these
addressesontinueto not have seners(13,341),morethan
1000show actvity in the longer period. We highlight two
catgyorieshere. First, we seea significantnumberof nen
seners,eitherthroughlaterpassie andactive, or justactive.
Many of theseare on transientaddresse$188 detectedby
both, and 655 by active only), but a fair numberare on sta-
ble addressefdetectedy 125both,and73 by active only).
Secondwe see31 possiblefirewalled senerson stablead-
dressesasindicatedby theirlack of responséo active prob-
ing but presencef traffic.

Throughouthetotal 18 day study we find 35 potentially
firewalledseners(4 from thefirst 12 hoursand31in there-
mainingtime). We confirm these35 senersarerunninga
firewall by two methodsFirst,if duringasinglescanprobes
to theseserviceseceve TCP RST pacletsfrom someports,
but no response$rom otherports, we assumehe sener is



Drcpi-12n Drcpr —Drcpi-i2n address
Passive Active | Passive  Active | Transient | categorization count
yes yes yes yes * active seneraddress 37
yes yes no no * senerdeath 6
yes yes yes no * intermittent 1
yes yes no yes * mostlyidle 242
no yes * * yes idle/intermittent 99
no yes yes * no semi-idle 1,247
no yes no * no idle 75
yes no * * yes intermittent 26
yes no yes yes no birth 1
yes no yes no no possiblefirewall 4
yes no no no no death 3
yes no no yes no birth/mostlyidle 7
no no no no * non-sereraddress 13,341
no no yes yes yes intermittent/actre 188
no no yes yes no birth 125
no no no yes yes intermittent/idle 655
no no no yes no birth/idle 73
no no yes no yes possiblefirewall/intermittent 140
no no yes no no possiblefirewall/birth 31

Table4: Traitsandsubsequentateyorizationof IP addresses.

dropping probesto firewalled servicesand sendingresets
from portsnot providing services. Second,if actiity to a

sener is passvely obsened during an active scan,we as-
sumetheseneris availableduringprobing,but blockingour

probes.We confirmed32 out of the 35 senersarerunninga

firewall with thefirst method.We confirmed10 out of the 35

senerswith the secondmethod. Only onesener could not

be confirmedasfirewallbprotected.

Thoughfirewalled servicesrepresenta small fraction of
all hostsfound, asdiscussedn Section4.1, contet defines
how importantfindingtheseservicesare. Thus,if complete-
nesgs thegoal,acombinatiornof bothmethodsds bendicial.

4.3 Effect of External Scans on Passive Moni-
toring

Figure2 shavs severallarge jumpsof senersdiscovered
throughpassive monitoring (for example,at 9-20 andagain
at9-23). After examiningthe data,we determinedhatthese
jumpsaredueto external scans of theaddresspaceNinef-
fect, potentially malicious external partiescarrying out an
active scanof the addressspacewe monitor Thesescans
bendit passie monitoring by unveiling otherwiseinactive
seners.We next evaluatehow importanttheseexternalscans
areto passve monitoring.

We expect that external scanscontribute greatly to the
sener discovery in passve monitoring. Unpopularor un-
usedservicesnay never be discoreredwithout thesekind of
systematiavalksto theaddresspace We shav thatwithout
externalscanspassve monitoringis significantly hindered.

To remove the effect of external scansfrom Drcp;.1s4,
we identify remotehostswhich scansignificant portionsof
the campusetwork duringthe 18 day period. We eliminate
ary hostwhich attemptsto open TCP connectiongo 100
or more uniquelP addreson our network within 12 hours

andreceves TCP RSTresponsefrom atleast100 of these
contactechosts. With this methodwe remove the effect of
just 65 external IPs (only 0.001%of the IPs seencontact-
ing campus). However, the effect on passie monitoringis
significant.

Figure4 showvsthedifferencebetweerpassie sener dis-
covery with and without the use of external scans. In the
first 12 hours,without externalscanssener discovery is ef-
fectively the sameas sener discovery with external scans.
Thefirstscanon 9/20aidspassve discoveryto find over 700
new senersbringingthetotal of discoveredsenersto 1,224.
Without the aid of scans,passve monitoring takes a addi-
tional 9.5 daysto discover over 1,200seners. Within three
days,passve monitoringdetectover 1,300seners. Without
scanspassive monitoringtakesanadditionall5 daysto find
over 1,300seners. At theendof 18 days,passve monitoring
detects/ 79 (36%) fewer senerswhenthe effect of external
scands removed.

Given the significant difference between discovered
senerswe concludethat passve sener discovery in a pro-
tectedervironmentis notonly significantlydelayedput also
significantlylesseffective.

4.4 How target type affects detection

The previous sectionsevaluatedpassie monitoringand
active probingbasedn their ability to detectselectservices
acrossa large setof university machines.In the following
sections

4.4.1 Server Purpose

Passve monitoringcanonly detectserviceshathave ac-
tive clients. It will notfind unpopularserviceghatarelisten-
ing but neveractuallyrecevetraffic. If thisis theonly reason
servicesaremisseddy passve monitoring,senersmissedy
passive monitoringareall unpopularservices.We hypothe-



sizethatmary of theseunpopularservicesareactuallycom-
pletelyinactive andoftenareeitheraccidentakervicedrom
a default systeminstallation,or servicesof strictly local in-
terest,suchascontrolsfor a physicaldevice.

It is difficult to measurdhe popularity of a serviceinde-
pendenfrom passve monitoring; by definition we seepop-
ular servicesandwe have noway of evaluatinghow unpop-
ularthosethataremissedare. However, for the specialcase
of web seners,the contentis usuallyhumanlyreadableso
we canmanually evaluatethe contentof thewebsener.

To evaluatethecontentof discoreredwebseners,wefirst
download root web pagesfrom all web seners discovered
duringthe 18 daysin dataseDzcp;.;s4- Eachwebseneris
contactedwithin aday of discovery.

We then cateyorize theseroot web pagesinto seven cat-
egories: customcontent(contentthat is unique and likely
is globally interesting) default content(suchasthe Apache
sener testpage), minimal content(fewer than 100 bytes),
device configuration/statupages(suchas JetDirectprinter
pages),databasénterface pages(such as Oracle database
front-ends) pageswith restrictedcontent(log in pages)nd
hostswhichdid notrespond.To catgorizewebpagesve de-
velopeda setof 185webpagesignaturesywhich containsets
of stringscommonlyfound in specfic typesof web pages.
For example oneof our Odedultcontent@ignaturesnatches
14 different stringsoften found in the default Apacheweb
senerpage.

We expectthat passie monitoring hasno problemfind-
ing websenersservingglobally interestingcontent(custom
content).Additionally, we expectthat pagesmissedby pas-
sive monitoringfall into alessinterestingcateyoriessuchas
Odedult contentO.

It is impossibleto determinethe global interestfor con-
figurationpagesdatabasdront-endsand pageswith log in
acceswvithout spectic knowledgeof their usewithin the or-
ganization,While we suspectmary of thesepagesare in-
tendedonly for campususe,theremay be a setof external
usersaccessinghesedocuments.

Table 5 summarizeghe web contentof the root pages.
Passve monitoring achieres the bestcompletenes$or cus-
tom contentpagedindingall customcontentseners.

Passve monitoring finds a surprising number of web
seners hosting non-globally interesting content, finding
95% of the union. This is contraryto what we expected,;
however, if we remove web senersonly found throughex-
ternalscans passve monitoring findsonly 69% of the 504
websenersidentifiedasservingnon-interestingontent.

Therearea large numberof seners (685 seners)which
did not responda day after they were initially discovered.
The vast majority of theseseners have transientIP ad-
dressesand are possiblyunintentionaldefault web seners
on dial-up machinesor potentiallyintentionalweb seners
onmachineswith stablelP addressedyut theirwebseneris
foundby active probingthe host®VPN interface.

4.4.2 Transient Hosts

We next considertransienthostsNhostswhich change P
addressegr which areoftenturnedon andoff.

We expectthatpassie monitoringwill outperformactive
probingin sener discovery whenlooking at transienthosts
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Figure4: Cumulatve sener discorery with andwithout the
effect of externalnetwork scans.
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Figure5: Senerdiscovery groupedby transienceof address
block.

sinceactive probing may misshoststhatcomeandgo. On
the other hand,we expectrelatively few active servicesto
run on transienthosts,sincejust as transiencemake them
difficult for anactive scanto find, it alsomakesthemdifficult
for clientsto find.

To evaluatethis hypothesiswe computeservicediscor-
ery for IP addresseshat we know correspondo transient
hosts. Our datasetis dravn from a large campusnetwork
with known blocks of addressesllocatedto VPN, PPR
Wirelessand DHCP hosts. Of the 16,130addresses?,296
of them correspondto transientblocks (one /22 campus
DHCP; two /23s, DHCP andwireless;and one /24 subnet,
for VPNs);we call thissubse®Drcp;.184-1rans- WWethencom-
parethesener discosery betweeractive probingandpassie
monitoringover this subset.

Figure5 shavs sener discovery over time for both pas-
sive monitoringandactive probing,groupedby differentad-
dressspaceclasses Groundtruth is definedby the union of
passie andactive discovery of eachservicetype. We omit



Total Passve Active OR Passve Active Passive
Page type (Union) | AND Active Activeonly Passve only

Customcontent 170(100%) | 151(89%) 0(0.0%) 19(11%) | 151(89%) 170(100%)
Not globallyinteresting  504(100%) | 479(95%) 23(4.5%) 2(0.39%) | 502(100%) 481(95%)
Default content 493 469 22 2 491 471
Minimal content 11 10 1 0 11 10
Unknown 1,446(100%) | 798(55%) 474(33%) 174(12%) | 1,272(88%) 972(67%)
Corfig/statuspages 683 212 327 144 539 356
Databasénterface 61 61 0 0 61 61
Restrictedcontent 17 17 0 0 17 17

No response 685 508 147 30 655 538

Table5: Summaryof contentsenedby web senersdetected.
wirelessfrom this graph, since unfortunatelywe were not 100 LIV ICLn{inlujufgl‘;:i"ﬁiiigmlmgl P

ableto actively probethe wirelessaddresgange. In addi-
tion, passive monitoring found no servicesin the wireless
region.

Overall, Drcpi.18d4-rans COMrms the relatve perfor
manceof active andpassve monitoring.Active probingusu-
ally discorersmorehoststhanpassve monitoring,exceptfor
the PPPsubsetvherethey arerelatively close.Thisresultis
perhapsotsurprisingfor transientostssincethereis likely
to berelatively few active usersof servicegshatcomeandgo.

However, our analysisof transientaddressis interest-
ing becausadlifferentkinds of transientaddresspaceshav
somevhat differentresults. The datafor DHCP addresses
is mostsimilar to our generalresults. This similarity canbe
explainedbecaus¢hemajoritythe DHCPaddresseareded-
icatedto ResidenceHalls, with an allocationpolicy where
eachstudentkeepsthe samelP for a full semesteor more.
However, for PPPaddressespassie discovery finds about
15% moresenersthanactive. We speculatdhatthis inver-
sionis becausd®PPhostsaretypically active only for short
periodsof time.

Another significant differenceis monitoring VPN ad-
dresseswhere passie discovery finds almostno services
(10 after 18 days),while active finds mary (nearly 100 in
the sametime). A possibleexplanationfor thisis that VPN
hostsoften have two IP addressespne that correspondgo
VPN accessandanotherthatis directaccesgo the Internet.
While active servicediscovery suggestghat mary of these
hostsrun servicespassie discovery saysthatthe VPN ad-
dresss veryrarelyused.We speculatehatusersof services
onthesehostsaretypically usingthenon-VPNaddress.

Finally, ourfocuson transienthostssuggestshataddress
transiencds a major causeof servicebirth and death. We
reachthis conclusionbecausein Figure5, sener discovery

doesnotlevel off. However, becausactualhosts-to-address

mappingsaretransientthis discosery mayrepresena small

numberof hostssimply moving to differentaddressegather
thanalargenumberof actualhosts.If thatwerethe casewe

would expectsener discover to corverge whenall transient
addressewere marked asseners. While addresgeassign-
mentmayaccountfor some sener births,it doesnotaccount
for all. Whenwe comparesener discover with andwithout

transienthostsin Figure2. Wereview this questionwhenwe

considervery long passve monitoringin Section4.2.2.
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Figure6: Sener discovery over time for passve monitoring
andactive probing,brokendown by protocol.

4.4.3 Protocols

The previous sectionwe looked at how addressstability
affectssenerdiscovery. In this sectionwe look to whathow
differentservicesand servicetypesaffect sener discovery.
We expectthat differentservicesare usedin differentways
andsomaybeavailableto differentdegrees.For example,an
SSHservicemaybefirewall protectedsinceit® asecureser
vice provided to alimited numberof userswhereasa web-
sener typically hasa more global audienceandwill not be
firewall protected.

To evaluate the effects of service type, we return to
Drcpi-184, but breakout senerdiscovery by differentsener
types. We considerfour services: Web, FTR SSH and
MySQL.

Figure 6 shavs sener discovery over time for both pas-
sive and active probingfor thesespeciic services,and Ta-
ble 6 summarizesenerdiscovery. Groundtruthis theunion
of active andpassve discovery in Dycpy-184-

The resultsfor spectfic servicesconfirm our overall con-
clusionthatactive probingdiscorersmoresenersthanpas-
sive monitoring.

Passve monitoring discovers particularly few MySQL
seners, achieving only 52% completenesswhile active



Total Passve Active OR Passve Active Passive
Service (Union) | AND Active Activeonly Passve only (nonexclusive)
Web 2,120(100%) | 1,428(67%) 497(23%) 195(9.2%) | 1,925(91%) 1,623(77%)
FTP 815(100%) | 566(68%) 241(30%) 8(1.0%) | 807(99%) 574(70%)
SSH 925(100%) | 701(76%) 221(24%) 3(3.2%) | 922(100%)  704(76%)
MySQL 164(100%) 78(48%) 79 (48%) 7(4.2%) | 157(96%) 85 (52%)

Table6: Summaryof sener discovery brokendown by servicetype.

scansreach96% completenessWe suspecthat the major
ity of MySQL senerson campusareusediocally, with little
externalaccesspr externalaccesonly throughweb inter-
faces.In Figure6 the steppedand suddenincreasesn pas-
sive MySQL sener discovery indicate MySQL senersare
probedfrom externalsourcesyet interestingly thesescans
arenot nearlyashelpful in passie servicediscovery asfor
other services. Upon inspectionof our passve and active
data,we find that 63 out of the 79 MySQL senersmissed
by passve respondedo our campusprobeson 9/29, just af-
ter a large external scanprobedthe campusaddressspace
for MySQL seners. Thoughthese63 MySQL senerswere
probedwe obsenedno responsesPotentially thesemissed
MySQL senersblock probesfrom externalsourcesbut still
respondo our internalactive probes hinderingpassve dis-
covery from our monitoring point, but enablingactive dis-
covery.

While active probingfindsnearlyall FTPandSSHseners
(99% and100%respectiely), passve monitoringfindssig-
nificantly fewer. This suggestdhat mary of theseseners
exist but thatthey areinfrequentlyused.For FTR thisresult
consistenwith HTTP replacingFTP asthe primary means
of datadissemination. We presumethat FTP seners are
primarily legacy seners. For SSH, this resultis consistent
with a workstationmodelof use,wherenearlyall hostsare
availablefor remoteacceswia SSH,but thatprotocolis used
primarily for maintenanceyhile mostworkstationaccesss
directattheconsole.

Theseresultsaredependentn the particularservicesve
examined. While we expect our basicresultsto hold for
othergeneralwvell-known serviceswe speculatehat proto-
cols suchaspeerto-peerfile sharingmay be differentsince
they areknown to have a muchhighersener turnover rate
(churn)[4].

4.5 Discovery of UDP Services

The majority of this paperconsidersonly discovery of
TCPservicedecausehe TCPconnectiorsetupmakesthem
easyto discover. In this sectionwe broaderour view to con-
sider UDP servicediscovery with both active probing and
passve monitoring.

We considerfour selectedJDP services:port 80 (HTTP
andotherapplications)53 (DNS), 137 (Microsoft Windows
NetBIOS Name Service),and 27015(commonmultiplayer
gameport). DatasetDypp collects24 hoursof passie mon-
itoring and one active scan,both only consideringthe pri-
mary /16 network at USC. The active probesare not cus-
tomizedto an expectedapplication,in otherwords, we use
genericUDP probingfor active hostdiscovery. Our passie
monitoringconsidersary pacletswith theabove destination

portsasindicatingthe presencef the correspondingervice
onthathost.

Generic UDP probing is difficult becausethere is no
genericpositive responsdor servicepresent.We therefore
interpretonly an ICMP port unreachabl@s a true negative
respons@nda UDP reply a true positive responself a host
respondso someprobesandnotto otherswe know thehost
is alive, and canthen considera lack of responseas sug-
gestinga possiblyopenservice. We are ableto malke this
final conclusionon the assumptiorthatwe did not generate
a properapplication-specic requestbut mostkernelsgen-
eratenggative ICMP responsesvhenno serviceis present.
Finally, if no portssolicit an explicit responséeither posi-
tive or negative), we assumeno hostis present.(Nmapcon-
tainssupportfor service-specic probing,however, we were
not allowedto usethatservicedueto potentialprivacy con-
cerns.) We expectactive probingto performwell at detect-
ing DNS andNetBlIOSnamesenersbecausehesetwo pro-
tocolsarecommonandthesesenersoftenrespondo generic
UDP probes.

Table7 summarizeservicediscoveredby passve moni-
toring andactive probing.Of the 37 senersfoundby passie
monitoringonly onewas not found by active probing,indi-
catingthat consideringary traffic from theseselectedoorts
to confirm the presencef a sener obtainsaccurateput not
completeresults.

The vast majority of hostsindicated as possible UDP
seners by active probing sent no responseto external
sources. Given the prevalenceof Microsoft Windows Op-
erating Systemswhich usethe peerto-peerNetBIOS name
sener protocol, it is not surprisingthat a large numberof
hostson campushave port 137 open. We obsere only 37
UDP senerson the NetBIOS port. ThoughNetBIOS has
the potentialto generate significantamountof traffic, un-
dernormalcircumstanced\etBIOStraffic doesnottypically
crossbhorderrouters.

5 Sensitivity

Section4 presentedhe generalresultsof our work, but
deploymentof eitherpassve or active measuremernequires
understandingf a numberof parametersincluding when
andhow frequentlyto performactive probesandcomplete-
nessof passve obsenation. We evaluatethesefactorshere
to understandheir effect on our generakesults.

5.1 Time and Frequency of Active Probing
Our resultsin Section4 basedon active probingrely on
probesdone periodically at set internvals. In this section
we explore how thetime of day andthe frequeng of these
probesaffectsactive probingservicediscovery.



service All

Web DNS NetBIOS Gaming

port 80 53 137 27015
Passve 37 0 32 4 1
Active
definitely open(UDP response) 116 0 52 64 0
possiblyopen 4,862 137 376 4,238 111

no responsdrom ary probedport 6,359
definitely closed(ICMP response) 9,826

9, 687 9,449 5,572 9,713

Table7: Summaryof UDP servicediscovered.
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Figure7: Comparisorof network scanningtdifferenttimes
of day.

In datasetDrcp;. 184 aNAD7cpprear, @CtVe probesoccur
every 12 hours. Eachscanstarteddaily at 11amandthen
againat11pmandtook 90D 120minutesto cover theaddress
space.We expectthat the time theseprobeswere donedi-
rectly affectsthe numberof senersdiscovered.

To evaluatetheeffect of probetime-of-daywe re-examine
Drcpi-184- Wetakethefull Drcpi-184, with bothpassi/eand
active discovery, as groundtruth. We comparehreetime-of-
day dependensubsetaginstthis baseline.First, we select
the 17 probestaken every 24 hoursin the daytime(11am)
or atnight (11pm). While thesesubsetsapturetime-of-day
dependencehey alsohave thescanfrequeny andsoarenot
directly comparableto the 35-probedataset. We therefore
also considera third subsetwherewe take alternatve day
andnightmeasurementisom eachconsecutie dayto getan
unbiasednix of 17 dayandnight obsenations.

Figure7 shavs cumulatize sener discovery over multiple
probesfor the baselineandthreesubsets.

We first evaluatetime-of-daydependencdpoking at the
completenesscanningat nightandduringthedayachieves.
Thoughthe differenceis small, scanningduring the day is
mauginally more effective than scanningat night, reducing
completenesdy 3%. This is not surprisingsince we ex-
pectthatthereare moretransienthostswith active services
availableduringthe day While scanningat night finds232
senersnot found by scanningduringthe day, scanningdur-
ing the day finds 325 not found at night. Thesedifferences

strongly suggesthat hostdiscovery doneevery 24-hoursis
affectedby diurnalpatterns.

Theshortall of probingoncea daymaybedueto theuse
of fewer probes Whenwe comparealternatve probesatday
andnight,we cankeepl7 probesasin day-or night-only, but
factorout thetime of day In this casewe seeperformance
like day-only probing. This resultsuggestghat numberof
probesis moreimportantthan capturingday-only or night-
only seners. Ultimately, by reducingthe probefrequeng
we reduceour completenesby 8% after18 days.

5.2 Partial Perspectives in Passive Monitoring

Ideally passve monitoringseesall traffic out of themon-
itored network. However, this completeviewpoint may be
difficult with multi-homedsites. In this sectionwe evaluate
how lessthan completeobsenation of the monitorednet-
work affectsaccurag.

To evaluatepartial obsenation of a network we would
liketo compareull andpartialobsenation. However, asde-
scribedin Section3.2, our passve monitoringinfrastructure
captureonly partof datato andfrom USC. Our university
connectdo the Internetthrougha regional network that has
three peeringswith commerciallSPs;in addition we have
an Internet2connection.For mostof our datasetsve moni-
tor two of the threecommercialpeeringsof our university®
regionalnetwork, andestimateve capture99%of all univer-
sity traffic not destinedto Internet2. For datasetDrcppreak
we alsomonitoredour university®Internet2peering.

While we cannotcomparea completeview of traffic to a
partial view, we canlook at how subsetf our obsenation
affectcompletenessf our results.

Table 8 summarizeghe numberof seners found from
each peering (and possibly on other peerings)as well as
the numberof senersfound exclusively on a spectic peer
ing. We seethat ary single link commercial obseres
mostseners, finding 90D98%n Dy¢p;.;84 and93D99%n
Drepprear-  The Internet2link is an exception, observing
only about36% of the senersin Drcpprear- This differ-
enceis likely dueto Internet2®academic-onlyacceptable-
usepolicy thatlimits thesetof clientsthatacces®ur univer-
sity throughthis link.

While ary singlelink getsmostof the seners,we do ob-
sene a small numberof senersthat are exclusive to each
link. We believe theserepresentarely usedseners;if they
areonly contactecdh few timesthenit is not unlikely thatall
connection®ccurover asinglepeering.

Fromthis evaluationwe concludethat partial monitoring
doesnot greatly affect resultsprovided one can obsere a



servers found in
Drcpi-18d Drcppreak
link duplicative exclusive | duplicative exclusive
Commerciall | 1,874(89%) 201(9.5%) | 1,770(96%) 59 (3.2%)
Commercial O 39(1.8%)| 1,711(93%)  1(.05%)
Internet2 N N 669(36%) 3(.16%)
all 2,111 N 1,835 N

Table8: Summaryof senersfoundon eachof thethreemonitoredlinks.

substantiafraction of the traffic, andthe obsenation site is
not limited by a restrictive policies. While we cannotcon-
firm how mary senersa completeobsenation of our net-
work would have addedduring Dy¢cp;.;s4, this subsetanal-
ysissuggestadditionof the Internet2link duringour initial

studywould not have significantly changedur obsenations
andwould not changeour conclusions.

5.3 Passive Monitoring with Sampled Obser-
vations

Our obsenation systemis able to collect and process
a completetrace becauseour link speedsare fairly low
(1Gb/s),we only collect paclet headerqd64B/paclet), and
we only processTCP paclets with SYN-ACK flags set.
However, passie monitoringbecomeshardat very high bi-
trates, suchas a 10Gb/slink speedor shifting to deeper
paclet inspection. An alternatve to collectinga complete
paclet headettraceis to sample paclet headerandobsene
only afractionof thetraffic on alink. In this sectionwe ex-
plore the effect of usingvarioussamplingdurationson ser
vice discoveryin passie monitoring.

Thereare several possibleapproacheso sampling: ob-
servingandthenidling for a fixed periodof time, collecting
a fixed numberof pacletheadersandthenidling, or collect-
ing eachpaclet headerwith some(non-unity) probability.
Theseapproacheareincreasinglyamenableéo higherspeed
or hardware realizations. Here we consideronly sampling
for fixed durations;evaluationof otherkinds of samplingis
left asfuturework.

We returnto datasetDrcp;. 154 t0 evaluatethe effects of
fixed-periodsampling.In Figure8 we sampledatafrom the
first 2, 5, 10 and 30 minutesof eachhour (3%, 8%, 16%,
and 50% of the data, respectiely) and comparehow each
sampledurationaffectsservicediscovery throughoutthe 18
daytraceperiod. As in previous sectionswe define ground
truth asthe union of senersfound both passively and ac-
tively throughoutthe full datasetDycp;.;s4, then evaluate
sampleddatafor completenesagainstthis groundtruth.

As expected capturinga greaterportion of the datapro-
videsaclosermatchto acompleteobsenation. However, the
relationshipbetweensamplingand coverageis not lineaN
capturingonly 50%of thedatadoesnot requiredoublingthe
obsenation periodto getthe sameresults.In fact,sampling
at 30 minute durationsis almostas effective asmonitoring
continuouslywith only a 5% dropin the numberof seners
discoveredover 18 days. Capturingonly 16% of the data
resultsonly in an11%dropin discoveredseners.

Therelationshipbetweersamplingdurationandcumula-
tive discoveredsenersis not directly proportionalprimarily

80 T
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40 -
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Time (month-day)

Figure8: Cumulatve sener discovery with differentdura-
tion, fixed-periodsampling.

becausef the effect of externalscans.As describedn Sec-
tion 4.3, externalscansareimportantto the completenesef
passve monitoring. Sincescansare often rapid but short,
whetheror not a scanis caughtin sampledobsenation af-
fectsthe coverageof that obsenation. Full and 30-minute
sampledotharegreatlyaidedby scanson 9-20in Figure8,
while the senersfound in this scanare likely found by a
differentscanon 9-22for the 5- and10-minutesamples.

5.4 Other Protocols

Throughout Section 4 our obsenrations focus on dis-
covery of five speciic services(ftp, ssh, http, https, and
MySQL). In this sectionwe expandingservicediscovery to
considerservicesunningon any port.

To evaluate service discovery over all ports, we use
datasetDycp,, Which includes active probe and passie
monitoring of all portsfrom a single/24 subnetof fixed IP
addressesThe majority of hostson this subnetare student
lab machines. This dataincludesa single active scan(due
to privacy concernsaboutrepeatedlyscanningall ports),and
tendaysof passve monitoring.As donein previoussections,
we definegroundtruth astheunionof senersfoundactively
andpassvely.

We expectthat passie discovery will notdetectasmary
senersasactive discovery, but will find popularandactive
servicesmorerapidly thanactive discovery (aswe sav pre-
viouslyin Section4.1). We alsoexpectto seepassie sener
discovery boostedby external scans(aswe sav previously
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Figure 9: Weightedand unweightedcumulative sener dis-
covery over 24 hoursfor services.

in Section4.3).

Expandingour studyto all portsincreaseshe variety of
servicetypeswe discover. The rangeof possibleservices
meangherearemoreserviceghatonly onemethodwill find.
For example,an RPC servicecan be discovered passiely,
but not by genericactive probing. Idle and local services
suchasWindows File Sharingcanbe discoreredby generic
active probing, but will likely not be found passvely. Due
to this rangeof serviceswe expecta smallerintersectiorof
servicediscoveredby passve andactive methods.

Figure 9 comparesactive and passie methodsover 24
hours for weightedsener discovery as describedin Sec-
tion 4.1 andunweightedsener discovery. While our initial
study of completenesin Section4.1 covered 12 hours,in
this sectionwe look ata 24 hourperiodbecausehe network
scantook nearly 24 hoursto complete(we expectthat this
processwould be much fasterif host scanningeliminated
probesof unpopulatecaddressedyut we omit this optimiza-
tion asin our otherscans).

As seenin our studyof selectedoorts(Section4.1), pas-
sive monitoringquickly discoverspopularandactive seners.
Of the250hostswhichrespondeéh someway to ourprobes,
onehostin particularis responsibldor 97% of the connec-
tions seencominginto the monitoredsubnet,andresponsi-
ble for serving97% of the externalclientsof the subnet.In
Figure9, active sener discovery of weightedsenersjumps
whenthis singlepopularseneris foundjustbefore12:30.In
this case whenscanninga singlesubsebf machinesvhere
a single sener dominateshe network, it is by chancethat
passve still findsthe single mostpopularsener first. Had
the mostpopularsener beenprobedbeforeall otherhosts,
active mayhave foundthesenerbeforeit was discoreredby
passve monitoring. However, in larger networks, with mul-
tiple popularand active seners spreadacrosssubnetsijt is
highly unlikely active probing canfind the mostactive and
popularsenersmorerapidly thanpassie monitoring.

In Figure 9, we can also seethat passie monitoring is
agpin aidedby externalscanswherethe majority of seners
passiely found arefound during an externalscanjust after

Passive server discovery  +
Active server discovery %

Figure10: Cumulatve senerdiscovery over 10 daysover all
known ports.

12:30. Figure 10 extendsthe passve monitoringin Figure9
from onedayto all tendaysin Dycpy; - In Section4.2.1,
we sawv that over multiple days, external scanscontinueto
helppassie monitoringdiscover senersandwithin 10days,
passve discorery found89%of thesenersfoundby thefirst
active scanin dataseDycp;.1s4- However, in this studywe
seethat passve discovery tops out after four days, finding
131 seners, slightly over 50% of the union of all seners
found.

To understanavhy passie discorery appearso perform
worseover all servicesthanour five ports, we explore dis-
covery by portnumber In Figurell, eachspotonthex-axis
correspondso a uniquehostaddresgrandomlyassignedo
presere privacy). The y-axis shavs which TCP portsare
shawn to be open,plotted on a split scalegraphto empha-
size the commonlyusedlow-numberedoports. While iden-
tifying servicesbasedsolely on port numberis not always
appropriate(aswe discussin Section2.1), the very homo-
geneougpopulationof lab machinesn Dy¢cp,y; allows usto
malke likely serviceassignmentor portswith commonstatic
assignmentsTheseserviceassignmentsrelabeledin Fig-
urell.

From Figure 11, we can seepassve discovery finds all
of the SSHand FTP seners. Discovery of thesetwo ser
vicesis nearly entirely due to two separatexternal scans.
Passve discovery missesa large numberof senersrunning
Microsoft Windows NT, includingNT-specfic servicesuch
asepmap(their RPC mappingservice). It is not surprising
thatpassve missegheseNT senerssincetheseservicesare
primarily usedfor local servicesnot for wide-areaservices
thatwould shav up in traffic to externalnetworks.

Passve discovery findsa few servicesmissedby active
discovery, including six web seners. Active probesto port
80onthesenen websenersreportedclosed notfiltered,but
later passie found active senerson port 80; hence,these
web senersappeatto be births of active senerswhich hap-
penedaftertheactive scanfinishedon August26th. Thefew
openportswith highportnumberdoundby passve monitor
ing may be moreephemeraservicessuchasa P2Papplica-
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Figure11: Scattemlot of openportsin Dycpy;-

tions, or they could be temporarilyopenportswhich arenot
anactualservice suchasanFTP clientusingactive modeto
transferdata.

Passve discoveryis ata disadwantagevhenfinding hosts
offering serviceswhich have limited externalappeal.When
we look at serviceson ary port, suchasremoteX11 and
MicrosoftoNT epmaphisdisadantagds morepronounced
thenwhenwe looked at a smallsubsebf ports.

5.5 Reduction in Numbers of Students

In this sectionwe look at how a decreasén studentsaf-
fectsour resultsby studyingservicediscovery duringwinter
breakwhenour studentpopulationis greatlyreduced.

Thedatasetsisedin Sectiond werecollectedduringmid-
semesterwhen classeswvere in sessionand studentswere
present.For this study we useDycppreak, COllectedduring
winter break,whenthe majority of studentsare awvay from
campus. During breakwe have datacollectedfrom Inter-
net2aswell asfrom thetwo commerciakapsusedto collect
Dycp;. To make our resultsfrom Dyeppreqr COMparableo
resultsfrom Dycp;, we exclude hostsdiscoveredsolely on
Internet2. We look at how addingmonitoring of Internet2
affects our resultsin Section5.2. We define groundtruth
asall senersdiscoveredthroughoutDrcppreqr, discarding
senersdiscoreredexclusively by monitoring Internet2traf-
fic.

Similar to our graphof sener discovery over 18 days
(Figure 2 in Section4.2.1), Figure 12 depictssener dis-
covery for both active and passie methodsover 11 days
during winter break. In Figure 12, we can seethat both
passie and active discovery over all hostslevels off dur
ing break. This leveling off is differentfrom what we see
during the semesterwhere seners are continually discov-
ered,even after 18 days. Thereasonfor this differenceis
a large reductionin the numberof senerswith transientlP
addresseslIn particular thereis a significantdrop in VPN
seners. From DecembeR23rd throughDecembe26th only
threeVPN senersarediscovered(all threeby active prob-
ing). We believe this large reductionin transientsenersis
becausdewer studentsvereactively working during break,
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Figure12: Cumulative sener discovery over 11 daysduring
winter break.

andthusfewer studentsieededo VPN into the campuset-
work, usedial-up connectiongo getPPPaddressesr plug
their laptop into the dorm networks for a dynamically as-
signedaddress.

The reductionin transienthostsduring breakmeanshat
over all hosts, passve discovery achieves a significantly
highercompletenesduring breakthanduring the semester
Within 11 days, passve discovery achiezes an 82% com-
pletenessver all hostsin Dycppea- By COmparisonduring
thesemestepassve discovery achieved a 73%completeness
within thefirst11 daysof Drcpr-184-

Over non-transienhosts,we seesimilar resultsbetween
thefirstl1ldaysin Drcp;. 184 andDrepprear- Within 11days,
active discovery achieves a 96% completenessluring the
semesteanda 97%completenesduringbreak.Passve dis-
coveryachievesa90%completenesduringthesemesteand
a91%completenesduring breakfor non-transienhosts.

From this comparisorwe concludethat presenceor ab-
senceof populationsusingtransientaddressesignificantly
affectsthe completenesef passve servicediscovery.

6 Related Work

Beyond qualitative evaluationsin tradepublicationg16],
therehasbeenlittle evaluationof passve servicediscovery
in theresearcltommunityandevenlesscomparingpassve
methoddo periodicactive scandor servicediscovery.

Closesto ourwork is Websteretal. [20], wherethey pas-
sively monitored800 workstationsand senerslocatedin a
network demilitarizedzone(DMZ). for a periodof 86 days.
All 800 hostswereactively probedtwice: oncetendaysbe-
fore the beginning of the passve study and once more at
the end. Our work was independentlydevelopedand dif-
fersin mary ways. We performmultiple active probesperi-
odically during passve monitoring. Our hostpopulationis
muchlargerandmuchmorediverse,includingtransientand
dynamichosts.Thusour studyincludesmary additionaldi-
mensionssuchasthe effectivenesf active discovery over
multiple scansinitiated over differenttime of day, the ef-
fectivenesf both passie/actie techniquedor discovering



serviceson transientand dynamic hosts, and the uninten-

tional effectsof externalscans.Our studyalsocoversaddi-

tional metricsfor measuringcompletenessncludinga pop-

ularity metric derived independentlffrom passve measure-
ments,andthe effectsof samplingon passve monitoring.

Therehasbeenconsiderablenterestin passve monitor
ing, leadingto anumberof widely usedtools. De Montigny-
Leboeufet al. discusshow a variety of informationcanbe
obtainedthroughpassie monitoringand how this informa-
tion canbe usedto aid in policy enforcementandintrusion
detection[13]. Tools suchasPOf (Passve OS Fingerprint-
ing) rely on examinationof paclet content(althoughthey
canalsobe usedin active mode). Intrusion detectionsys-
tems such as Bro [14] and Snort [3] rely mostly on pas-
sive monitoringto maintainsituationawarenessDayiogluet
al. discusshow intrusiondetectionsystemscanbendit from
using a hybrid approachof both active and passie meth-
ods[6]. Examplesof hybrid approacheiclude Prelude,a
hybrid IDS frameavork thatcombineslargenumberof other
tools(e.g.,SnortandNessus)andEttercap a suiteof attack
tools for man-in-the-middleattacks. This work offers im-
portantinsightinto the power of passve monitoring,andour
approactcould bendit from their sometimesnoresophisti-
catedforms of monitoring. However, our work addsto this
work a quantitatve comparisorbetweenpassie andactive
methods.

For our work we usedNmap|2] to performactive prob-
ing, but therearea numberof othernetwork scanningools
available.PopularscannersuchasNessug1], offer alarge
numberof toolsto assesservicesandidentify speciic vul-
nerabilitiesin anetwork. Thoughall of thesetools,including
Nmap, offer optimizationsand vulnerability identification
not studiedin this paper the core principle of active prob-
ing remainsthe sameandour work cancapitalizeon better
methodsof active probing asthey becomeavailable. Our
work complementshesetools, however, by indicatingcases
thatpassve monitoringcanmiss,suchastransientosts.

Very recentwork hasusedrandom,active probingof In-
ternetaddresseso characterizethe deep, database-dven
web [9]. Their approachis similar our approachat sener
catgorizationin Section4.4.1. Their goalsarequite differ-
entthanours,andsothey make amuchmorecarefulexam-
ination of the websitesof interest,andundertale a random
sunwey of the entireInternet. We, instead consideronly the
rootweb pageof the sener, andfocusonly on senersat our
institution. Our useof passie andactive approachesom-
plementtheirs, and passve monitoring allow themto find
populardeepwebsiteseeSectiorn4.1.2).

Finally, passve monitoringhasbeenwidely usedfor traf-
fic analysisandmodeling(someexamplesincludetraffic en-
gineering[7], web[17] andpeerto-peer[8] workloads,and
model parametrization12]). Our work differs from this
work in thatwe explore servicediscovery ratherthanmod-
eling or analysisof a particularservice§raffic. Our passie
monitoring shareswith this work the samesetof questions
aboutcompletenesehenmonitoringis only partial.

7 Conclusions

Service discovery is vital for protectingand adminis-
trating networks acrossorganizationalboundariesas well
as monitoring and researchinggrowth trends. Often, con-
straintssuch as time and privacy concerns,limit the fre-
queny of active scansand/orthe durationof passve mon-
itoring, and it is importantto understanchow thesecon-
straintsaffect results. In this paper we quanttied a variety
of factorsthatdirectlyimpactpassve andactive servicedis-
covery.

We have shawvn that passve and active servicediscor-
ery arecomplimentarymethodsfor discovering serviceson
a network. While active discovery findssenerswithout re-
lying on clientactiity, it missesservicemotavailableatthe
time of probingandthosewhich actively block probes.Pas-
sive discovery quickly finds very popularservices,even if
theseservicesareprotectedby firewalls. Over time, passie
discovery is ableto find intermittentand protectedservices
thataremissedby active probing. Interestingly this process
is greatlyaidedby external,potentiallymaliciousscans.
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