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1 Intr oduction

Traditionalsensingnodelsassumeneor afew powerful sensor@ndcentralizedcomputation.Today technologicatrends
enablethe creationof inexpensve, small, intelligent devicesfor sensingand actuation. If mary small sensorscan work
togetherasa sensornetwork they provide several advantagesover traditional centralizedsensing. By placingthe sensor
closeto the objectbeingsensedsignal processingandtarget discriminationproblemsin sensingcanbe greatly simpli ed.
By communicatingver severalshorthopsratherthanonelong hop,enegy consumedn communicatiorcanbereduced29].
Moreover, by processinglatain the network, oftentheamountof datatransferedcanbereducedfurthersaving enegy [22].

Motivatedby robustnessscaling,and enegy ef ciency requirementsthis paperexaminesa nev datadissemination
paradigmfor suchsensometworks. This paradigmwhich we call directeddiffusiort, is data-centric.Datageneratedy
sensomnodess namedby attribute-\aluepairs.A noderequestslataby sendingnterestsfor nameddata.Datamatchingthe
interestis then“drawn” down towardsthatnode. Intermediatenodescancache or transformdata,andmay directinterests
basedn previously cacheddata(Section3).

Directeddiffusionis signi cantly differentfrom IP-stylecommunicatiorwherenodesareidenti ed by their end-points,
andinter-nodecommunicatiornis layeredonanend-to-endielivery serviceprovidedwithin thenetwork. In directeddiffusion,
nodesn the network areapplication-avareaswe allow application-speci ccodeto runin thenetwork andassisdiffusionin
processingnessagesThis allows directeddiffusionto cacheandprocesdatain the network (aggre@ation), decreasinghe
amountof end-to-endraf ¢, andresultingin higherenepgy savings. We shawv thatusingdirecteddiffusiononecanrealize
robustmulti-pathdelivery, empiricallyadaptto a smallsubsebf network paths,andachiese signi cant enegy savingswhen
intermediatenodesaggr@ateresponseo queriegSections).

USCI/ISI TechnicalReport ISI-TR-2004-586. This work wassupportecdy DARPA undergrantDABT63-99-1-0011aspartof the SCAADS project.
lvanJacobsorsuggestethe concepif “dif fusing” attribute nameddatafor this classof applicationghatlaterled to the designof directeddiffusion.



Publish/SubscribeAPls:

handle NR::subscribe(NRAttrVec *subscribe_attrs, const NR::Callback * ch);
int  NR:unsubscribe(handle subscription_handle);
handle NR:publish(NRAttrVec *publish_attrs);
int  NR:unpublish(handle publication_handle);
int  NR:send(handle publication_handle,
NRAttrVec *send_attrs);

Filter-speci c APIs:

handle NR:addFilter(NRAttrVec *filter_attrs, u_intl6_t priority, FilterCallback *ch);
int  NR:removeFilter(handle filter_handle);
void NR:sendMessage(Message *msg, handle h, u_intl6 t priority = 0);

Figurel: Basicdiffusion APIsfor sendingandreceving data,andfor adding lters.

This chapterdescribediffusion, startingfrom the point of view of anapplication(Section2) andnaming(Section2.2).
We realizetheseabstractionsvith lower-level primitives and several differentdatadisseminatioralgorithmsdescribedn
Section3, and shov how applicationscanin uence routing (Section4). We summarizesimulationand experimentation

resultsin Sections.

2 Programming a SensorNetwork

The innovations of diffusion are approacheso allow applicationsto processdataasit movesthroughthe network, and
disseminatioralgorithmsthatselectef cient pathsthroughthe network. Althoughthesetopicsareimportantandwe explore
themin thefollowing chapterapplicationgequireabstraction®ver thesedetails. This sectionpresentan application-level

view of diffusion,looking at our publish/subscribe-basédPl andhow applicationsnamedatain the network.

2.1 The Publish/SubscribeAPI

We have adopteda publish/subscribe-basetlP| for diffusion, shavn in Figure 12. To receie data, usersor programs
subscribeto a particularset of attributes, becomingdatasinks A callbackfunction is theninvoked wheneer relevant
dataarrivesatthe node.Sensorgpublishdatathatthey have, becomingdatasources In bothcaseswhatdatais provided or
recevedis describedy anattribute-basethamingschemealescribedn Section2.2. It is thejob of thediffusiondissemination
algorithms(Section3) to ensurethatdatais communicate@f ciently from sourcego sinksacrossa multi-hop network. In
generalpublishingandsubscribingsendsnessageacrosghenetwork. Theexactcostof theseoperationglepend®nwhich
diffusionalgorithmis used.

To allow applicationgo in uence dataasit movesthroughthe network, userscancreate Iter s at eachsensomodewith

2This API wasoriginally designedn collaboratiorwith DanCofn andDanvanHook [14]; we have sinceextendedit to support lters.



the Iter APIsin the bottomof Figurel. Filtersindicatewhat messageshey areinterestedn by attributes; eachtime a
matchingmessagarrivesat thatnodethe Iter is allowedto inspectandalterits progressn ary way. Filterscansuppress
messageghangevherethey aresentnext, or evensendothermessagem responséo one(perhapdriggeringfurthersensors
to satisfya query).

A morecompletereferencedo directeddiffusion APls andexamplecodeis availablein thediffusionmanual[30].

2.2 Naming Concepts

Diffusionusesanattribute-basesamingschemeo associatsourcesandsinksandto trigger lters. This e xible approacho
namingis importantin severalways. First, attribute-baseshamingis consistentvith the publish/subscribapplication-leel
interface(Section2) and mary-to-mary communication Diffusion's namingschemeds data-centri¢ allowing applications
to focuson what datais desiredratherthanon individual sensomodes. The approachalso supportsmultiple sourcesand
sinks,ratherthansimplepoint-to-pointcommunicationThusapplicationanaysubscribdo “seismicsensorén thesoutheast
region” ratherseismicsensorgt15and#35,0r hosts10.1.2.40and10.2.1.88.

Second diffusion attributes provide somestructureto a message.By identifying separateelds, datadissemination
algorithmscanuseapplicationdatato in uence routing. For example,application-speci cgeographidénformationcanlimit
wherediffusionmustlook for sensorsin addition,treatingmessageassetsof attributessimpli es applicationandprotocol
extensionga needalsosuggestedor future Internet-baseg@rotocols[7]).

Finally, attributessene to associatenessagewith sourcessinks,and lters via matding. If the attributesin a sink's

subscriptiormatchthoseof sources publication,diffusionmustsendary publisheddatato the sink.

2.3 Matching in Naming

Eachsetof attributesin diffusionis a setof (key, type, operatoy value)tuples. The mostimportantpartsof an attribute are
thekey andvalue whichtogetherspecifythe meaningof the data(longitude temperaturegetectioncon dence,etc.) andits
actualcontenty118.4081Mdegrees 98.6degrees 80%, etc.) Thetypede neshow thevalue eld is interpreted:asastring,
integeror oating pointtype,or asuninterpretedinarydata(blobs).

The operatoreld allows attributesto not only containdata,but to expresssimpleconstraints.Therearetwo classe®f
operators:rst, IS, the actual operatoyis usedto indicatea speci ¢ value. The secondgroupincludeshinary comparisons
(EQ,NE, LE, GT, LE, GE, correspondingo equality inequality lessthan,etc.) and“EQ_ANY” (which matchesarything);
thesearecollectively calledformal operators.

Actualsarestatementaboutdata.So"latitude IS 33.9425]ongitudel S 118.40817'mightindicatealocation,or “sensor
IS seismic,valuelS 7.0,con dencelS 80" mightindicatea speci ¢ sensoreading.

Formalsallow oneto selectsetsof sensorsthusindicatingwhich publishandsubscribeoperationshouldbe connected.
Thus, a subscriptionrmight indicate“latitude GT 33.5, latitude LT 34.0,sensorEQ seismic”to indicateseismicsensorsn

somearea.



one-waymatch:
giventwo attribute setsA andB
for eachattributea in A wherea:opis aformal f
matched- false
for eachattributeb in B wherea:key = b:key andb:opis anactual
if azval comparesvith b:val usinga:op, thenmatched-= true

if notmatchedhenreturnfalse(no match)

g
returntrue (successfubne-way match)

Figure2: Our one-way matchingalgorithm.

Formalsandactualscanbe mixedandusedin publicationssubscriptionsor Iters.

The exactprocesf determiningwhich publicationsandsubscriptionsrerelatedis calledmatching.A one-waymatd
comparesll formal parametersf oneattribute setagainstthe actualsof the others(Figure2). Any formal parametethatis
missinga matchingactualin the otherattribute setcauseshe one-way matchto fail (for example,“con dence GT 0.5” must
have anactualsuchas“con dencelS 0.7” andwould notmatch“con dencelS 0.3”, “con dencelLT 0.7”, or “con denceGT
0.7"). Two setsof attributeshave a completematd if one-way matchesucceedn bothdirections.In otherwords,attribute
setsA andB matchif the one-way matchalgorithmsucceedérom bothA to B andB to A.

Matchingis usedto associat@ublicationsandsubscription@ndto activate lters asmessage® w throughthe network.

Although matchingis reasonablyowerful, it doesnot perfectlycover all scenario®r tasks.Matchingstrikesa balance
betweereaseof implementatiorand e xibility. For example while attributescaneasilyde ne a squarethey cannotdirectly
operateon arbitrarily complex sensordetectionregions. We expectapplicationsto useattributesfor rough matchingand
re ne matchingwith application-speci ccode(suchaswith lters, Sectiond).

For detailedexamplesof namingin diffusion, pleaseseethe diffusionmanual[30] or [18].

3 DirectedDiffusion Protocol Family

Publish/subscribprovidesan applications view to a sensometwork, andattribute-basedaminga detailedway to specify
which sourcesand sinks communicate.The “glue” that bindsthe two are the directeddiffusion algorithmsfor datadis-
semination.In atraditionalnetwork, communicatioris effectedby routing, usuallybasedon global addresseandrouting
metrics. Instead we usethe term datadisseminatiorio emphasizehe lack of globaladdressesglianceon local rules,and,
asdescribedn the Sectiord, the useof application-speci dn-network processing.

The original, two-phasedirecteddiffusion usesseveral control messageso realize our publish/subscribéPI: sinks

sendinterestmessageso nd sourcessourcesuseexploratory data message$o nd sourcesand positive and negative



protocol | sink source
two-phase| interest*
pull (everyinterestinterval)

exploratorydata*

(every exploratoryinterval)
positive reinforcement
(responséo exp. data)

data

(ratede ned by app.)

one-phase interest*

pull (every interestinterval)

data

push exploratorydata*

(every exploratoryinterval)

positive reinforcement
(responséo exp. data)
data

Tablel: Comparisorof interactionsn diffusionalgorithms.Asterisks(*) indicatemessagethataresentto all nodeq ooded
or geographicallyscoped)All algorithmsalsohave negative reinforcementnessages.

reinforementmessageselector prunepartsof the path. Early work [22] identi ed theseprimitives,describedhe concept
of diffusion,andevaluateda speci c algorithmthatwe now call two-phasepull diffusion. We foundthis algorithmidealfor
someapplicationsbut asour experiencewith sensometworks applicationggrew, we found two-phasepull a poor matchfor
otherclasse®f applications.

We seediffusion not asa single algorithm, but asa family of algorithmsbuilt from theseprimitives. Otheralgorithms
provide betterperformancedor someapplications. We have recentlymadetwo additionsto the diffusion protocol family:
one-phas@ushandone-phasgull [17].

Anotherway to optimize diffusion performances to use physical or application-speci cinformation. The physical
natureof a sensornetwork's deployment makes geographicallyscopedqueriesnatural, prompting the developmentof
geographically-aidedouting protocolssuchas GEAR[34], GPSR[26], and rumor routing [8]. Application-speci cin-
formationcanalsobe exploitedusing lters (describedn Section4).

We expectapplicationdesignerso matchan appropriatealgorithmwith their applications requirementsTable1 com-
paresheinteractionof the algorithms;we describeéhembelow in moredetailandreview their performanceén Section5.4.

More detailis the subjectof current[22, 24, 17] andongoingresearch.

3.1 Two-PhasePull Diffusion

The purposeof directeddiffusion is to establishef cient n-way communicatiorbetweenone or more sourcesand sinks.
Directeddiffusionis a data-centricommunicatiorparadignthatis quite differentfrom host-basedommunicationn tradi-
tional networks. To describehe elementof diffusion,we take the simpleexampleof a sensonetwork designedor tracking

animalsin awildernesgefuge.
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Figure3: A simpli ed schematidor directeddiffusion.

Supposedhata userin this network would lik e to trackthe movementof animalsin someremotesub-reion of the park.
Theuserwould subscribeo “animal-track”information,speci ed by a setof attributes. Sensoracrosshe network publish
animal-trackinformation.

Theusers applicationsubscribes$o datausinga list of attribute-valuepairsthatdescribea taskusingsometask-speci ¢
namingscheme.Intuitively, attributesdescribethe datathatis desiredby specifyingsensorttypesand possiblysomegeo-
graphicregion. Theusers nodebecomes sink, creatinganinterestof attributesspecifyinga particularkind of data.

The interestis propagtedfrom neighborto-neighbortowardssensomodesin the speci ed region. A key featureof
directeddiffusion is that every sensornode can be task-awae—by this we meanthat nodesstoreandinterpretinterests,
ratherthan simply forwardingthemalong. In our example,eachsensomodethat receves an interestremembersvhich
neighboror neighborssentit that interest. To eachsuchneighbor it setsup a gradient A gradientrepresentoth the
directiontowardswhich datamatchinganinterest o ws, andthe statusof that demandwhetherit is active or inactive and
possiblythedesiredupdaterate). After settingup agradientthe sensomoderedistributestheinterestto its neighbors When
thenodecaninfer wherepotentialsourcesnightbe (for example from geographiénformationor existing similar gradients),
theinterestcanbeforwardedto a subsebf neighbors Otherwisejt will simply broadcastheinterestto all of its neighbors.

Sensordndicatewhat datathey may generateby publishingwith an appropriatesetof attributes. They thusbecome
potentialsources As interestdravel acrosghenetwork, sensorsvith matchingpublicationsaretriggeredandtheapplication
activatesits local sensorgo begin collectingdata.(Prior to activationwe expectthe nodes sensorsvould bein alow-power
mode). The sensomodethengenerateslata messagematchingthe interest.In directeddiffusion, datais alsorepresented
usinganattribute-basechamingscheme.

Datais cachecatintermediatenodesasit propagtestoward sinks. Cacheddatais usedfor several purposest different
levelsof diffusion. Thecorediffusionmechanisnuseghe cacheo suppressluplicatemessageandpreventloops,andit can
beusedto preferentiallyforwardinterests(Sincethe Iter coreis primarily interestedn anexactmatch,asanoptimization,
hasheof attributescanbe computedand comparedatherthan completedata.) Cacheddatais alsousedfor application-
speci ¢, in-network processingFor example,datafrom detectionof a singleobjectby differentsensorsnay be meigedto

asingleresponsdasedn sensoispeci ¢ criteria.



Theinitial datamessagdrom the sourceis marked asexploratory andis sentto all neighborgor which it hasmatching
gradients.Theinitial ooding of the interest,togethemwith the ooding of the exploratorydata,constituteshe rst phase
of two-phasepull diffusion. If the sink hasmultiple neighborsjt choosego receve subsequerdatamessagefor the same
interestfrom a preferredneighbor(for example,the onewhich deliveredthe rst copy of the datamessage)To do this, the
sink reinforcesthe preferredneighbor which, in turn reinforcesits preferredupstreanrmeighbor andso on. The sink may
alsonegativelyreinforceits currentpreferredneighborif anothemeighbordeliversbetter(lower lateng) sensorata. This
negative reinforcemenpropagtesneighbofto-neighboy removing gradientsandtearingdown andexisting pathif it is no
longerneeded??]. Negative reinforcementsuppresdoops or duplicatepathsthat may arisedueto changesn network
topology

After theinitial exploratorydatamessagesubsequentessagearesentonly on reinforcedpaths. (The pathreinforce-
ment,andthe subsequentransmissiorof dataalongreinforcedpaths,constituteghe secondphaseof two-phasepull diffu-
sion). Periodicallythe sourcesendsadditionalexploratorydatamessageto adjustgradientsn the caseof network changes
(dueto nodefailure, enegy depletion,or mobility), temporarynetwork partitions,or to recover from lost exploratorymes-
sages.Recwery from datalossis currentlyleft to the application. While simple applicationswith transientdata(suchas
sensorghatreporttheir stateperiodically) needno additionalrecosery mechanismyve are alsodevelopingretransmission
schemdor applicationghattransferdarge, persistentiataobjects[31].

This simpli ed descriptionpointsout several key featuresof diffusion, andhow it differs from traditionalnetworking.
First, diffusionis data-centricall communicatiorin a diffusion-basedensometwork usesinterestgo specifynameddata.
Secondall communicationn diffusionis neighborto-neighboror hop-by-hopunlike traditionaldatanetworkswith end-to-
endcommunicationEvery nodeis an“end” in asensomnetwork. A corollaryto this previousobsenrationis thatthereareno
“routers” in a sensometwork. EachsensomodecaninterpretdataandinterestmessagesThis designchoiceis justi ed by
thetask-speci cityof sensometworks. Sensometworks arenot general-purposeommunicatiometworks. Third, nodesdo
not needto have globally uniqueidenti ers or globally uniqueaddressefor regular operation.Nodes,however, do needto
distinguishbetweemeighborsFourth,becauséndividualnodescancache aggrgate,andmoregenerallyprocessnessages,
it is possibleto performcoordinatedsensingcloseto the senseghenomenalt is alsopossibleto performin-network data
reduction therebyresultingin signi cant enegy savings. Finally, althoughour exampledescribes particularusageof the
directeddiffusion paradigm(a query-responsgy/pe usage seeFigure 3), the paradigmitself is more generalthanthat; we

discusssereralotherusagesext.

3.2 PushDiffusion

Two-phasepull diffusion works well for applicationswherea small numberof sinkscollectsdatafrom the sensomet, for
example,auserqueryinga network for detectionf sometracked object. Anotherclassof applicationsnvolvessensoito-
sensorcommunicatiorwithin the sensornetA simpleexampleof this classof applicationmight have sensor®peratingata
low duty cycle mostof thetime, but whenonesensoidetectssomethingt triggersnearbysensorso becomeamoreactive and

vigilant. Pushdiffusionwasmotivatedby applicationssuchasthesebeingdevelopedat SensorialUniversity of Wisconsin,



andPARC. A characteristiof this classof applicationis thattherearemary sensorgnterestedn data(activationtriggers),
andmary thatcanpublishsuchdata,but thefrequeng of triggersactuallybeingsentis fairly rare. Two-phasepull diffusion
behaespoorly for thisapplication becausell sensoractively sendinterestandmaintaingradientgo all othersensorgven
thoughnothingis detected.

One-phasgushdiffusion (or just pushdiffusion) was designedor this application. Although the API is the sameas
two-phasepull diffusion (exceptfor a ag to indicate“push”), in the implementationthe rolesof the sourceandsink are
reversed.Sinksbecomepassie, with interestinformationkeptlocal to the nodesubscribingo data.Sourcedecomeactive;
exploratorydatais sentthroughouthe network withoutinterest-createdradients As with two-phasepull, whenexploratory
dataarrivesat a sink a reinforcementnessagés generatedndit recursvely passedackto the sourcecreatinga reinforced
gradient,and non-eploratory datafollows only thesereinforcedgradients. Pushcan alsotake advantageof GEAR-style
geographioptimizations.

Pushis thus optimizedfor a differentclassof applicationsfrom two-phasepull: applicationswith mary sourcesand
sinks, but where sourcesproducedataonly occasionally Pushis not a good matchfor applicationswith mary sources
continuouslygeneratingdatasincesuchdatawould be sentthroughoutthe network even whennot needed.Section5.4.1

presents performanceomparisorof pushandtwo-phasepull diffusionfor suchanapplication.

3.3 One-PhasePull Diffusion

A bene t of pushdiffusioncomparedo two-phasepull is thatit hasonly onecasewhereinformationis sentthroughouthe
network (exploratorydata)ratherthantwo (interestsandexploratorydata).In large networkswithout geographicallyscoped
gueriesminimizing ooding canbe asigni cant bene t. Inspiredby ef ciency of pull for someapplicationswe revisited
two-phasepull to eliminateoneof its phase®f ooding.

One-phaseull is a subscribeibasedsystenthatavoids oneof thetwo phase®f ooding presenin two-phasepull. As
with two-phasepull, subscribersendinterestmessagethatdisseminatehroughthe network, establishingyradients Unlike
two-phasepull, whenaninterestarrivesat a sourceit doesnot markits rst datamessagasexploratory but insteadsends
dataonly on the preferredgradient. The preferredgradientis determinedby the neighborwho wasthe rst to sendthe
matchinginterest,thus suggestinghe lowestlatengy path. Thusone-phaseull doesnot requirereinforcemeninessages,
andthelowestlatengy pathis implicitly reinforced.

One-phaseull hastwo disadwantagesomparedo two-phasepull. First,it assumesymmetriccommunicatiorbetween
nodessincethe datapath (source-to-sink)s determinedby lowestlateng in the interestpath(sink-to-source).Two-phase
pull reduceshe penaltyof asymmetriccommunicatiorsincechoiceof datapathis determinedby lowest-lateng explor-
atory messagedhothin the source-to-sinldirection. However, two-phasepull still requiressomelevel of symmetrysince
reinforcementmessagesravel reverselinks. Although link asymmetryis a seriousproblemin wirelessnetworks, mary
otherprotocolsrequirelink symmetry including 802.11and protocolsthat uselink-level acknavledgments.As such,it is
reasonabléo assumehatdetectingand ltering suchlinks will be doneatthe MAC layer, allowing one-phasdiffusionto

work.



Second,one-phasepull requiresinterestmessageso carry a ow-id. Although o w-id generationis relatively easy
(uniguenessanbe provided by MAC-level addressesr probabilisticallywith randomassignmentnd periodicreassign-
ment), this requiremenimales interestsize grow with numberof sinks. By comparisonthough,with two-phasepull the
numberof interestmessagegrows with proportionto the numberof sinks, so the costhereis lower. Second the useof

end-to-endo w-ids meanghatone-phas@ull doesnot useonly local informationto make datadisseminatiordecisions.

3.4 Using GeographicCuesto Limit Flooding

The physical natureof a sensometwork's deployment makes geographicallyscopedqueriesnatural. If nodesknow their
locations thengeographiqueriescanin uence datadisseminationlimiting the needfor ooding to therelevantregion.

GEAR (Geographicand Enegy-Aware Routing) extendsdiffusion when node locationsand geographicqueriesare
presenf34]. GEAR is an extensionto existing diffusion algorithmsthat replacesetwork-wide communicatiorwith geo-
graphicallyconstrainedommunicationWhenaddedo one-phaser two-phaseoull diffusion, GEAR's subscriberactively
sendinterestdnto the network. However, queriesexpressingnterestin a region are senttowards thatregion usinggreedy
geographicouting (with supportfor routingaroundholes); ooding occursonly wheninterestseachthe region ratherthan
sentthroughouthewholenetwork. Exploratorydatais sentonly on gradientsetup by interestssothelimited dissemination
of interestsalsoreduceghe costof exploratorydata.

For one-phaseushdiffusion, GEAR useshesamemechanisnto sendexploratorydatamessagesontainingadestination
regiontowardsthatregion. Thisavoids ooding by allowing datasendergo pushtheirinformationonly to subscribersvithin
the desiredregion, which in turn will sendreinforcementsesultingin future datamessagefollowing a single pathto the
subscriber In Section5.4.2,we presenta eld experimentshaving a performancecomparisorof pushdiffusion with and
without GEAR usingthe PARC IDSQ application.

We have alsoimplementedsPSR[26] in the Iter frameavork asanalternatve to GEAR.

4 Facilitating In-Network Processing

Filters are our mechanisnfor allowing application-speci ccodeto run in the network andassistdiffusion andprocessing.
Applicationsprovide lters beforedeploymentof asensometwork, or in principle Iters couldbedistributedasmobilecode
packageatrun-time.Filtersregisterwhatkindsof datathey handlethroughmatching;they arethentriggeredeachtime that
kind of dataentersthe node. Wheninvoked, a lter canarbitrarily manipulatethe messagegachingdata,in uencing how
or whereit is sentonward, or generatingnenv messagem responselsesof lters includerouting,in-network aggreyation,
collaboratve signalprocessinggaching andsimilartasksthatbene t from controlover datamovementaswell asdehugging
andmonitoring.

Filters useonly one-way matching. A messagenteringa nodetriggersa lter if the attributesspeci ed by the lter
matchthe attributesin the messagehut it doesnot requirematchingin the otherdirection. This approacheallows Iters to

processlatamoregenerallywith the publish-subscrib@PlI.



The Iter coreis the systemcomponentesponsibldor interconnectingall hardware devices, applicationsand lters.
Eventhoughlogically messagegassrom lter to lter, in practice all messagepasshroughthe Iter core,whichshepherds
messagefom lter to Iter, accordingto Iter priorities.

Priorities,de ned at Iter con guration, give a total orderingof all Iters in a system.While messageattributesselect
which Iters canprocessa messageprioritiesspecifytheorder in whichthose Iters act.

Prioritiesareneededecaus¢heattributesof anincomingmessagenaymatchmultiple Iters. In thiscase,lter priorities
indicatewhich lter isinvoked rst. As describedaterin Section2, oncea Iter recevesamessaget hastotal controlover
wherethemessagevill gonext. A Iter canpasshemessagéo thenext Iter , modify themessagandthensendit, suppress
it, generatanessage responsef it, etc. Filters canalsousethe Iter API to overridethe orderof messagerocessing
by changingthe priority eld and/ormessageattributes. Thusaknowledgeablelter candirecta messagarnywherein the
diffusion stack. Sincethe contentsor priority canchangeary time amessagéeavesa lter, all messagearealwayssentto

the Iter core,notimmediatelyto thenext Iter.

4.1 Implemented lters

In this sectionwe describethe setof Iters thatwe have implementedanddesigned.As shavn in gure 4, the Iter core
interactswith all lters (rectangles)applicationg(circlesat the top right), andradio hardware (the lozengeat the bottom).
Solid anddashedectanglegepresentxisting and planned Iters, respectiely. The coreis responsibldor dispatchingall
messageasthey passthroughthe systemandfor suppressingluplicatemessages.

Basic diffusion is implementedin the two-phasepull Iter. This Iter maintainsgradientsrepresentinghe stateof
ary existing ows to all neighborsandis responsibleor forwarding datamessagesising reinforcedpaths,in additionto
periodicallysendout reinforcementnessageandinterests.

GEARIis apairof Iters thatcanoptionallysurroundhetwo-phasepull Iter toimplementGeographi@andEnegy-Aware
Routing[34]. Lackingprior information(suchasgeographidénformationor prior savedstate) basicdiffusion oods interests
to all nodesn thenetwork. GEAR overridesthis behaior to forward messagewith geographi@ssistancéinterestaresent
basicallytoward their geographiaestination but aroundary holesin the topology). GEAR consistsof two lters, a pre-
processinglter thatsitsabove the two-phaseoull Iter to handleGEAR-speci cbeacormessageandto remove transient
geographidgnformationon arrival, anda geographicrouting lter thatactsafterthetwo-phasepull Iter to forwardinterests
in agooddirection.

BenGreensteimndXi Wanghave eachimplementedrersionsof GPSR26] as Iters. GPSRJike GEAR,useggeographic
informationto make informedneighborselectionwhenforwardingpaclets. Oneimplementatiorwasdoneasan extension
of diffusion (asdescribedabore), anotherasa stand-aloneoutingmodule(independenof diffusion).

ReliableMulti-SegmentTransport(RMST)is amodulethatallows reliabletransfersof large (multi-paclet), uninterpreted
dataacrossunreliablelinks [31]. RMST is beingusedto investicatethe trade-ofs amongMAC, transportandapplication
reliability. As a lter, it hastwo interestingcharacteristicsFirst, it cachedatalocally to supportlossrecovery, similar to

approachesaken in reliable multicast[15] and SNOOPTCP [3], but at all hopsratherthanat the end-pointsor at base-

10
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Figure4: Currentandplannedlters in diffusionandhow they interact.

stationsonly. Secondjt implementsa bad channe) the reverseof the reinforcedpathcreatedby the gradient Iter . This
backchannels usedto propagtenegative acknavledgmentmessagefom therecever to thesender

Theinformation-driventracking Iter is anexampleof how application-speci dnformationcanassistouting, proposed
by researcherat Xerox PARC [35]. An importantapplicationof sensometworksis objecttracking—multiplesensorsnay
collaborateto identify one or morevehicles,estimatingtheir positionandvelocity. Which sensorsollaboratein this case
is dependenbn the directionof vehiclemovement. They have proposedising currentvehicle estimateqor “belief state”)
to involve the relevant sensordn this collaborationwhile allowing other sensordo remaininactive (conservingnetwork
bandwidthand battery power). While GEAR usesgeneric(geographic)informationto reduceunnecessargommunica-
tion, theinformation-driventracking Iter usesapplication-speci cinformationto furtherreducecommunication.As other
applicationsare exploredwe expectto develop otherapplication-speci c lters similar to the information-drving tracking
Iter .

Oneuseof lters islogginginformationfor delugging. We have implementedalogging lIter for this purposeandweare
consideringmplementinganns-lagging Iter for simulatorspeci ¢ logging. These lters areshawn to theleft of diffusion
stackbecausehey canbe placedbetweerarny two modules.

Althoughthis architecturavashbuilt to explorediffusion-stylerouting,for deluggingpurposesve alsodevelopedsupport
for sourcerouting. Sourcerouting is provided astwo Iters: the source tagging Iter functionssimilar to the logging

Iters in thatit canbe con gured arywherein the diffusion stack. This Iter addsa recordof eachnodethatthe message
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passeshrough,muchlikethetraceroute = commandusedonthelnternet. The sourcerouting Iter providestheopposite
function. It takesa messagehatincludesanattributelisting the pathof nodesthe messagshouldtake throughthe network
anddispatched alongthatpath.A designprinciple of directeddiffusionis local operation—nodeshouldnot needto know
informationaboutneighborsmultiple hopsaway. While sourceroutingis directly oppositeto this goal, it canbe provided

within our softwareframewnork, andis still sometimes usefuldetuggingtool.

5 Evaluation

In this sectionwe evaluatediffusion usingsimulations,andreal-life experiments.We startby presentingsimulationresults
shawving the performancempactof diffusion. Then,we describenestedqueries a new querymodelthatreducesnd-to-end
traf ¢ by doingapplication-leel aggreation usingdiffusion’s in-network processingapabilities.Later, we shov examples

whereapplicationperformances highly affectedby choosinghe bestdiffusionalgorithm.

5.1 Implementation experience

Several implementationf diffusion have existedin simulationand on several hardware platforms. Diffusion was rst
implementedby Chalermekintanagonwivat in simulationwith ns-2[22]. The rst implementationsor native hardware
werefor Linux/x86 (desktopcomputersiand WINSng 1.0 sensomodesrunningWindows CE (Figure 5(c)). More recent
implementationsaddedsupportfor Iters, PC/104hardware with several kinds of radios(Figure 5(a)), and WINSng 2.0
nodes(Figure 5(d)) basedon the SH-4 processar The mostrecentreleasg3.2 as of this writing) includesnearly source-
compatiblesupportfor the ns-2simulator

Researcherat UCLA have implementedTiny Diffusion Tiny-diffusionis a simpli ed versionof diffusion, which runs
ontheresource-constrainddica motes( gure 5(e)) runningTinyOS[20] with alimited amountof memoryandprocessing
power. Althoughit doesnotincludesupportfor lters, this simpli ed versiondoessupportattributesaswell asa simpli ed
versionof the publish/subscribé\PI. Differentversionsof tiny diffusion have implementedothtwo-phaseandone-phase

pull diffusion.

5.2 Evaluation of Diffusion DesignChoices

In this section,we usepaclet-level simulationto explore, in somedetail, the implicationsof someof our designchoices.
Suchan examinationcomplementsand extendsour descriptionfor the two-phasepull diffusion from Section3.1. This
sectiondescribeur methodologycompareghe performanceof diffusion againstsomeidealizedschemesthenconsiders

impactof network dynamicson simulation.Pleaseeferto [22] for amoredetaileddescriptionof the simulations.
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(b) An Intel Stayton
(a) Our PC/104node node (c) WINSng1.0node (d) WINSng2.0node
(e) UCB Mica-1 Mote

Figure5: Diffusionhardwareplatforms.The motesupportonly Tiny Diffusion.

5.2.1 Goals,metrics, and methodology

We implementeda vehicle tracking instanceof directeddiffusion in the ns-2[2] simulator (the currentns releasewith
diffusionsupportcanbedownloadedrom http://wwwi.isi.edu/nsnam/nsPur goalsin conductinghis evaluationstudywere
to: verify andcomplemenbur analyticevaluation,understandheimpactof dynamics—suclasnodefailures—ondiffusion,
andstudythesensitvity of directeddiffusionperformanceo the choiceof parameters.

We choosetwo metricsto analyzethe performanceof directeddiffusion andto compareit to other schemes:mean
dissipatedenegy andmeandelay Mean dissipatedenergy measureshe ratio of total dissipatedenegy per nodein the
network to the numberof distinct eventsseenby sinks. This metriccomputeghe meanwork doneby a nodein delivering
usefultrackinginformationto thesinks. Themetricalsoindicategheoveralllifetime of sensonodes.Mean delay measures
the meanone-way lateny obsened betweentransmittingan event andreceving it at eachsink. This metric de nes the
temporalaccurayg of thelocationestimatesieliveredby the sensometwork. We studythesemetricsasa functionof sensor
network size.

In orderto studythe performanceof diffusion asa function of network size, we generatea variety of sensorelds of
differentsizes.In eachof our experimentswe study ve differentsensorelds, rangingfrom 50to 250nodesin increments
of 50 nodes. Our 50 nodesensoreld generatedy randomlyplacingthe nodesin a 160mby 160msquare. Eachnode
hasa radio rangeof 40m. Othersizesare generatedy scalingthe squareand keepingthe radio rangeconstantin order
to approximatelykeepthe aveiage densityof sensomodesconstant We do this becausehe macroscopiconnectity of a
sensoreld is afunctionof the averagedensity If we hadkeptthesensoreld areaconstanbut increasedetwork size,we
might have obsened performanceeffectsnot only dueto thelargernumberof nodesbut alsodueto increasedonnecvity.
Our methodologyfactorsout thelatter, allowing usto studytheimpactof network sizealoneon someof our mechanisms.

The ns-2simulatorimplementsa 1:6Mb/s 802.11MAC layer Our simulationsusea modi ed 802.11MAC layer To
morecloselymimic realisticsensomnetwork radios[25], we alteredthe ns-2radioenegy modelsuchthattheidle time power
dissipationwasabout35mW, or nearly 10% of its receve power dissipation(395mw),andabout5% of its transmitpower

dissipation(660mW).This MAC layeris not completelysatishctory sinceenegy ef ciency providesa compellingreasons
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Figure6: Directeddiffusioncomparedo ooding andomniscientmulticast.

for selectinga TDMA-style MAC for sensometworks ratherthanoneusingcontention-basegrotocols[29]. Brie y, these
reason$ave to dowith enegy consumedy theradioduringidle intervals;with aTDMA-style MAC, it is possibleto putthe
radioin standbymodeduringsuchintenals. By contrastan802.11radioconsumegssmuchpowerwhenit is idle aswhenit
recevestransmissionsln Section5.2.3,we analyzetheimpactof aMAC enegy modelin which listeningfor transmissions
dissipateasmuchenepy asreceving them.

Finally, datapointsin eachgraphrepresenthe meanof tenscenariosvith 95%con denceintervals. Pleasaeferto [22]

for amoredetaileddescriptionof the methodologyused.

5.2.2 Comparing diffusion with alternatives

Our rst experimentcomparedliffusion to omniscientmulticastand ooding schemefor datadisseminatiorin networks.
Figure6(a) shaws the averagedissipatecenegy per paclet asa function of network size. Omniscientmulticastdissipates
alittle lessthana half asmuchenegy per paclet pernodethan ooding. It achiezessuchenegy ef ciency by delivering
eventsalonga single pathfrom eachsourceto every sink. Directeddiffusion hasnoticeablybetterenegy efciency than
omniscientmulticast. For somesensor elds, its dissipatedenegy is only 60% that of omniscientmulticast. As with
omniscientmulticast,it alsoachievessigni cant enegy savings by reducingthe numberof pathsover which redundantiata
is delivered.In addition,diffusionbene tssigni cantly from in-networkaggregation In ourexperimentsthesourcesleliver
identicallocationestimatesandintermediatenodessuppessduplicatelocationestimatesThis correspondso the situation
wherethereis, for example,a singlevehiclein thespeci edregion.

Figure6(b) plotsthe averagedelayobsenedasa function of network size. Directeddiffusionhasa delaycomparableo
omniscientmulticast. This is encouraging.To a rst approximationjn anuncongestedensometwork andin the absence
of obstructionsthe shortestpathis alsothe lowestdelay path. Thus, our reinforcementules seemto be nding the low

delaypaths. However, the delayexperiencedby ooding is almostan orderof magnitudehigherthanotherschemesThis

14



002 | B\B\g_\é‘g

0.005 |- = 5 =

Average Dissipated Energy

(Joules/Node/Received Distinct Event)
Average Dissipated Energy

(Joules/Node/Received Distinct Event)

Diffusion —l—
with suppression —s— Omniscient Multicast —S—
 without suppression —5— ) ) . Fiooding —&—

L L L L
0 50 100 150 200 250 300 0 50 100 150 200 250 300
Network Size Network Size

(a) Duplicatesuppression (b) Highidle radiopower

Figure7: Impactof variousfactorson directeddiffusion.

is anartifactof the MAC layer: to avoid broadcastollisions,a randomlychosendelayis imposedon all MAC broadcasts.
FloodingusesMAC broadcastexclusively. Diffusiononly usessuchbroadcastso propagtetheinitial interestsOnasensor
radiothatemploysa TDMA MAC-layer we mightexpect ooding to exhibit adelaycomparabldo the otherschemes.

In summarydirecteddiffusion exhibits betterenepgy dissipationthanomniscientmulticastandhasgoodlateny proper

ties.

5.2.3 Effectsof data aggregation

To explain what contritutesto directeddiffusion’s enegy ef ciency, we now describewo separatexperiments.In both of
theseexperimentswe do not simulatenodefailures. First, we computethe enepgy ef ciency of diffusionwith andwithout
aggreation. Recallfrom Section5.2.2thatin our simulations,we implementa simple aggreyation stratey, in which a
nodesuppresseglentical datasentby differentsources.As Figure 7(a) shaws, diffusion expendsnearly 5 timesasmuch
enegy, in smallersensorelds, aswhenit cansuppressluplicates.In larger sensorelds, theratio is 3. Our conserative
negative reinforcementule accountdor the differencein the performancef diffusionwithout suppressiomsa function of
network size. With the samenumberof sourcesand sinks, the larger network haslongeralternatepaths. Thesealternate
pathsaretruncatedoy negative reinforcemenbecausehey consistentlydeliver eventswith higherlateng. As aresult,the
largernetwork expenddessenegy without suppressionWe believe thatsuppressiomalsoexhibits the samebehaior, but the

enepy differences relatively small.

5.2.4 Effectsof radio energy model

Finally, we evaluatethe sensitvity of our comparisongSection5.2.2)to our choiceof enegy model. Sensitvity of diffusion
to otherfactors(numbersof sinks,sizeof sourceregion)is discussedn greaterdetailin [23].

In ourcomparisonsye selectedadiopowerdissipatiorparameterto morecloselymimic realisticsensoradios[25]. We
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re-ranthe comparison®f Section5.2.2,but with power dissipationcomparabldgo the AT&T Wavelan: 1:6W transmission,
1:2W receptionand 1:15W idle [32]. In this case,asFigure 7(b) shawvs, the distinction betweenthe schemeglisappears.
In this regime, we arebetteroff ooding all events. This is becausedle time enegy utilization completelydominateghe

performancef all schemesThisis thereasorwhy sensoradiostry very hardto minimize listeningfor transmissions.

5.3 Evaluation of In-Network Processing

Real-world eventsoften occurin responséo someervironmentalchange.For example,a personenteringa roomis often
correlatedwith changesn light or motion, or a o wer's openingwith the presenceor absencenf sunlight. Multi-modal
sensometworks canusethesecorrelationsy triggeringa secondansensombasedon the statusof anotherin effect nesting
onequeryinsideanother Reducingthe duty cycle of somesensorganreduceoverall enegy consumptior(if the secondary
sensoconsumesnoreenepgy thantheinitial sensorfor exampleasanaccelerometeriggeringa GPSrecever) andnetwork
traf c (for example,atriggeredimagergeneratesnuchlesstrafc thana constantideo stream).Alternatively, in-network
processingnightchoosehebestapplicationof asparseesourcéfor example amotionsensotriggeringasteerableamera).

Figure8 shawvs two approachefor a userto causeonesensotto triggeranotherin a network. In both casesve assume
sensorknow theirlocationsandnot all nodescancommunicatedirectly. Part (a) shovs adirectway to implementthis: the
userqueriegheinitial sensorgsmallsquares)whenasensois triggered theuserquerieghetriggeredsensofthesmallgray
circle). The alternatve shavn in part(b) is a nestedtwo-level approachwherethe userqueriesthe triggeredsensomhich
thensub-taskghe initial sensors.This nestedqueryapproachgren out of discussionsvith PhilippeBonnetandembedded
databaseueryoptimizationin his COUGAR databas¢6].

The advantageof a nestedqueryis thatdatafrom theinitial sensorsanbeinterpreteddirectly by the triggeredsensor
ratherthanpassinghroughtheuser In monitoringapplicationgheinitial andtriggeredsensorsvould oftenbe quite closeto

eachother(to cover the samephysical area) while the userwould berelatively distant. A nestedquerylocalizesdatatraf ¢
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Figure9: Nodepositionsin our sensotestbed.Light nodes(11, 13, 16) areonthe 10th oor; theremainingdarknodesare
onthe 11th oor. Radiorangevariesgreatlydependingon nodeposition,but the longeststablelink wasbetweemodes20
and25.

nearthe triggeringeventratherthansendingit to the distantuser thusreducingnetwork trafc andlateng. Sinceenegy-
conservingnetworks are typically low-bandwidthand may be higherlateng, reductionin lateny canbe substantialand
reductionsn aggreatebandwidthto the usercanmeanthe differencebetweeran overloadedandoperationahetwork. The
challengedor nestedqueriesarehow to robustly matchtheinitial andtriggeredsensorsandhow to selecta goodtriggered
sensolif only oneis desired.

Implementationof direct queriesis straightforvard with attribute-addressedensors. The usersubscribego datafor
initial sensorandwhensomethings detecteche requestshe statusof thetriggeredsensoi(eitherby subscribingor asking
for recentdata).Directqueriesllustratetheutility of prede nedattributesidentifying sensotypes.Diffusionmayalsomake
useof geograpli to optimizerouting.

Nestedqueriescanbeimplementedy enablingcodeat eachtriggeredsensothatwatchedor a nestedquery This code
thensub-tasksherelevantinitial sensorandactivatesits local triggeredsensolon demandIf multiple triggeredsensorsre
acceptabléut thereis areasonablée nition of which oneis best(perhapsthe mostcentralone),it canbe selectedhrough
an electionalgorithm. Onesuchalgorithmwould have triggeredsensorsiominatethemselesafter a randomdelayasthe
“best”, informing their peersof their locationandelection(this approachs inspiredby SRM repairtimers[16]). Betterpeers
canthendisputethe claim. Useof locationasan externalframe of referencede nes a bestnodeandallows timersto be
weightedby distanceto minimizethe numberof disputedclaims.

In the next sectionwe evaluatenestedquerieswith experimentdn ourtestbed.

5.3.1 Goalsand methodology

To validateour claim aboutthe potentialperformancebene ts of this implementationve measurghe performanceof an
applicationthatusesnestedqueriesagainstonethatdoesnot.
The applicationis similar to thatdescribedn Figure8: a userrequestscousticdatacorrelatedwith (triggeredby) light

sensorsFor this experimentwe usedourtestbedf 14 PC/104sensonodedistributedontwo oors of ISI (Figure9). These
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sensor@areconnectedy RadiometrixRPCmodemgoff-the-shelf, 418 MHz, paclet-basedadiosthatprovide aboutl3kb/s
throughputywith 10dBattenuator®n theantennaso allow multi-hopcommunicationsn our relatively con ned space.The
exacttopologyvariesdependingon the level of RF actiity, andthe network is typically 5 hopsacross.We placedthe user
“U” atnode39,theaudiosensof'A” athode20, andlight sensorsL” atnodesl6,25,22,and13. It is onehopfrom thelight

sensorgo the audiosensorandtwo hopsfrom thereto the usernode. To provide a reproduciblesxperimentwe simulate
light datato changeautomaticallyevery minute on the minute. Light sensorseporttheir stateevery 2s (no specialattempt
is madeto synchronizeor desynchronizesensors)Audio sensorgeneratesimulatedaudiodataeachtime ary light sensor

changestate.Light andaudiodatamessageareabout100byteslong.

5.3.2 Nestedqueriesbene ts

Figure 10 shaws the percentagef light changeeventsthat successfullyresultin audio datadeliveredto the user (Data
pointsrepresenthe meanof three20-minuteexperimentsandshov 95%con denceintenals.) Thetotal numberof possible
eventsarethe numberof timesall light sourcechangestateanda successfuéventis audiodatadeliveredto theuser These
delivery ratesdo not re ect perhop messagelelivery rates(which are much higher), but ratherthe cumulative effect of

sendingoest-efort dataacrosghreeor ve hopsfor nestecbr at queriesyespectiely.

This systemis very congeste@ndthe network exhibits very high lossrates.Our currentMAC is quite unsophisticated,
performingonly simplecarrierdetectionandlacking RTS/CTSor ARQ. Sinceall messagearebrokeninto several 27-byte
fragments|ossof a singlefragmentresultsin lossof thewhole messageandhiddenterminalsareendemico our multi-hop
topology this MAC performsparticularly poorly at high load. Missing eventstranslateinto increaseddetectionlateng.
Althougha sensonetwork couldafford to missafew events(sincethey would beretransmittedn the next time thesensoiis
measured)thesdossratesareunacceptablyigh for anoperationakystem.

However, this experimentsharplycontrastshe bandwidthrequirement®f nestedand at queries.Evenwith onesensor

the at queryshaws signi cantly greaterlossthanthe nestedquery becauseboth light and audio datamusttravel to the
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user Both at andnestedqueriessuffer greatelosswhenmoresensorsarepresentput the one-level queryfalls off further
Comparingthe delivery ratesof nestedquerieswith one-level queriesshows thatlocalizing the datato the sensorss very
importantto parsimoniousiseof bandwidth.In anuncongestedetwork we expectthatnestedjuerieswvould allow operation
with a lower level of datatraf c thanone-level queriesand sowould allow a lower radio duty cycle anda longernetwork

lifetime.

5.4 Application Performancewith Differ ent Diffusion Algorithms

In Section3 we describedh seriesof diffusion algorithmsthatweredesignedn responséo applicationneeds.This section
describeswo applicationglevelopedor inspiredby otherresearcherthatbene t from pushandGEAR, andit quanti esthe

performanceajainsin switchingdiffusionalgorithms.

5.4.1 One-phasepushvs.two-phasepull diffusion

Our rst applicationconsiderdrade-ofs in pushagainsttwo-phasepull versionsof diffusion. In two-phasepull, datasinks
are active, sendingout interestswhile sourcesare passve until interestsarrive. By contrast,with push,datasourcesare
active, sendingout datawhenit arrives. Pushis designedor the casewhentherearemary active sinks(listeningfor data),
but relatively few nodesactually generatingdata. A commoncaseof this kind of applicationis wheremary nodesare
cross-subscribetb eachotherbut mostly quiescentall waiting for atriggeringeventto happen.

We exploredthis kind of applicationin the BAE sensometwork testbedcomposedf 15 SensoridW/INSng 2.0 nodes.
(Theseare 32-bit embeddedccomputerswith megabytesof memoryand two independentfrequeng-hoppingradiosthat
senddataat about20kb/s.) The applicationwasinspiredby applicationsat University of Wisconsinand PARC thatemploy
cross-subscriptiorHowever, becausehoseapplicationsverenot availableto usat thetime, we implementeda comparable
applicationwith a eld of seven sensomodes,all cross-subscribetb eachother Whenary one sensorchangesstate,all
sensorsendtheir readinggo atriggerednodethataggrejatesthesereadingsandsendshe aggregjatedresultto the user To
controltrafc, sensorsveresetto generateeadingsvery 5sandto changestateevery minute.

Figurellshavsatraceof communicatiomatesacrosghis experimentwhereeachpointrepresentthenumberof paclets
sentover the last 30s. Two things standout aboutthis graph. First, the applications trafc is quite bursty. Secondpush
(thedottedline) is ableto consistentlyout-performtwo-phaseull (thesolid line), transferringhe samedatawith about60%
fewer messages.

Part of the saving in this experimentis becausushis bettersuitedto this applicationthantwo-phaseoull. With mary
nodescross-subscribetb eachother eachwill be frequentlysendingout interestedmessageto the network. With push,
theseinterestsaarenot sent;theonly ooded messageareexploratorydata.

If the sensorpushedelatively few detectionevents,the bene ts of pushwould be greaterstill. In this case datais sent

every 5sfrom eachsensotto the othersandsosensorarenot quiescent.

19



T
2-phase-pull —+— «
Push --->-- |

30 -

Messages/Second

15

S , v i L XX ) X,
0 500 1000 1500 2000
Time (s)

Figurell: Pushvs. two-phasepull diffusionwith a cross-subscriptioapplication.

5.4.2 Geographicconstraints

Researcherat Xerox PARC have suggestednformation Driven SensorQuerying[13], aninformation-theoreti@approach
to sensornetracking. With their approachpnenode(the leader)keepstrack of the currenttarget estimate.lt periodically
computesvhich othersensorcanaddthemostinformationaboutthetargetlocationandthentransferdeadershifo thatnode
througha processalledstatetransfer To keepsystemstateconsistentleaderelectionincludesa suppressioprocessvhere
a leaderinforms othernodesnot to becomeactive, duplicateleadershemseles. Suppressiomessageare sentwhenthe
targetis rst detectecandasit movesthroughthe network. Statetransfermessagesccurtwice eachsecond.

This applicationshouldbene t from pushin the sameway as the previous application(Section5.4.1). In addition,
suppressiomndstatetransferareboth geographically-scopeglctions. To investigate the bene ts of geographicallyscoped
communicationgointly with themwe evaluatedthis applicationboth with andwithout GEAR [34]. This applicationruns
over 18 WINSng 2.0 nodesin the PARC sensometwork testbed.Sensodatain this caseis generatedby oneor two human
pulling a cartwith pre-recorde@cousticdatamimickingalargevehicle. The rst simulatedvehiclestartsat 120s,thesecond
atabout170s.

Figure12 shaws the messageatesfor this application.As canbe seengeographicscopingreducesnessageountsby
40%. This reductionis dueto scopingof suppressiommessagesStatetransfermessages this applicationare sentto a
singlepointandsoarealsogeographicallydirected however this earlyimplementatiorof pushwith GEAR did not support
constraintof messageto a single point, only to regions,andso statetransfermessagesere ooded. We would expecta

largerreductionin controloverheadchow thatpushwith GEAR constraingontroltraf ¢ directedto a point.

5.4.3 Discussion

Thesecasestudiesllustratetheimportanceof matchingthe applicationto anappropriatedatadisseminatioralgorithm.
They alsoillustrate the compleity of selectingthe bestalgorithmfor a given application. Application designersare

expertsin their eld, not networking, and so do not always have the bestperspectie to chosebetweenseveral similar
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Figure12: Pushdiffusionwith andwithout GEAR overthe IDSQ application.

algorithms. The effectsof selectinga diffusion algorithm can easily be masled by applicationerrors. Our comparisorof
algorithmsbelow is a rst stepto provide guidanceo applicationdesignersbut animportantareaof future work is toolsto
helpvisualizeanddehug communicatiorpatternsn distributed,sensometwork applications.

To someextentit is amisstatemento suggesthatthereis abestalgorithmfor asingleapplication.A sophisticate@ppli-
cationlike IDSQ hasdifferentpatternsof communicatiorin differentpartsof the application,andsorequiredifferent diffu-
sionalgorithmsfor differentpartsof the application.This supportsour claim thata rangeof generalndapplication-speci ¢
communicatiorprotocolsarerequiredfor ef cient datadisseminatiornin sensomnetworks, bothfor differentapplicationsand
evenin asingleapplication.

A more speci ¢ resultof these eld studiesconcernsthe appropriatemeansto selectbetweenalgorithms. We had
originally assumedhat diffusion could infer the correctalgorithmfrom the users commands.For example,if geographic
informationwas present GEAR optimizationswould be used. This approachproved too fragile for several reasons.First,
it is proneto error A miscon guredsetof attributescanbe syntacticallycorrectbut will not selecttheintendedalgorithm.
The applicationwill still run, but at greatly reducedperformance.This problemis quite dif cult to identify and correct,

becauseerformancef a distributedsystemcanbe dif cult to measurepoor performanceanbe dueto mary causesand
the differencebetweencorrectcodeandincorrectis subtle. Second asthe numberof alternatie algorithmsgrow, it is no
longerpossibleo distinguishbetweerthemautomatically Oftenthe choicebetweeralgorithmsdepend®n characteristicef
theapplicationknown only to theprogrammesuchasthecommunicationpatterns A self-tuningsystemwould beideal,but
collectinginformationfor tuning requirescommunicatioritself andsowill addits own overhead For thesereasonsve now
selectalgorithmsexplicitly asanattributeto publishandsubscribecalls. We view the algorithmattribute asa programmer

providedassertionmuchasannotationsreusedin distributed-shared-memogystemgfor example,Munin [11]).
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6 RelatedWork

Spaceconstraintgrecludea detailedsummaryof relatedwork; for a more detailedstudy seethe relatedwork sectionsof
prior paperq22, 18, 24, 17].

Our publish/subscrib@PI was designedwith researcherfrom MIT' s Lincoln Labs[14]. The approachwasinspired
by prior, Internet-basegublish/subscribeystemgexamplesinclude[28, 5, 27, 12]). The conceptof formalsandactuals
in matchingis derived from Linda [10], andour applicationof attribute basednamingto sensometworks wasinspiredby
SRM[16].

The diffusion approacho datadisseminatiorcanbe comparedo ad hoc routing protocols(Broch et al. suney several
protocols[9] includingDSRandAODV). Unlike end-to-endnternetprotocols diffusionencourages-network processing.
In-network processingn diffusionis similar to active networking [33], althoughthe domainis quite different. DataSpace
provided geographigouting[21], but nottied with attributes.

In sensometworks, Piconetprovided a fairly staticsystemwith devices,concentratorsandhosts[4]. SPIN evaluates
severalvariantsof ooding for wirelesssensonetworks[19], andINS designedinamingsystentor Internet-basetostg1].
Neitherexploitedin-network processingCOUGAR adopteddatabase-li& approacto sensometworks[6] andinspiredour

approacho nestedjueries.

7 Conclusion

We have describedlirecteddiffusion,a data-centri@pproactto informationdisseminatiorior sensomnetworks. Building on
apublish/subscrib&PI andattribute-basesaming thediffusionprimitivessupportafamily of routingalgorithmsoptimized
for differentapplications.Filters supportin-network processingo allow applicationgo manipulatedataasit o wsthrough

the network.
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