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1 Intr oduction

Traditionalsensingmodelsassumeoneor a few powerful sensorsandcentralizedcomputation.Today, technologicaltrends

enablethe creationof inexpensive, small, intelligent devices for sensingandactuation. If many small sensorscanwork

togetherasa sensornetwork, they provide several advantagesover traditionalcentralizedsensing.By placingthe sensor

closeto theobjectbeingsensed,signalprocessingandtargetdiscriminationproblemsin sensingcanbegreatlysimpli�ed.

By communicatingoverseveralshorthopsratherthanonelonghop,energy consumedin communicationcanbereduced[29].

Moreover, by processingdatain thenetwork, oftentheamountof datatransferedcanbereduced,furthersaving energy [22].

Motivatedby robustness,scaling,and energy ef�ciency requirements,this paperexaminesa new datadissemination

paradigmfor suchsensornetworks. This paradigm,which we call directeddiffusion1, is data-centric.Datageneratedby

sensornodesis namedby attribute-valuepairs.A noderequestsdataby sendinginterestsfor nameddata.Datamatchingthe

interestis then“drawn” down towardsthatnode.Intermediatenodescancache,or transformdata,andmaydirect interests

basedonpreviouslycacheddata(Section3).

Directeddiffusionis signi�cantly differentfrom IP-stylecommunicationwherenodesareidenti�ed by their end-points,

andinter-nodecommunicationis layeredonanend-to-enddeliveryserviceprovidedwithin thenetwork. In directeddiffusion,

nodesin thenetwork areapplication-awareasweallow application-speci�ccodeto run in thenetwork andassistdiffusionin

processingmessages.This allows directeddiffusionto cacheandprocessdatain thenetwork (aggregation),decreasingthe

amountof end-to-endtraf�c, andresultingin higherenergy savings. We show thatusingdirecteddiffusiononecanrealize

robustmulti-pathdelivery, empiricallyadaptto asmallsubsetof network paths,andachievesigni�cant energy savingswhen

intermediatenodesaggregateresponsesto queries(Section5).

� USC/ISI TechnicalReport ISI-TR-2004-586.Thiswork wassupportedby DARPA undergrantDABT63-99-1-0011aspartof theSCAADSproject.
1VanJacobsonsuggestedtheconceptof “dif fusing” attributenameddatafor thisclassof applicationsthatlaterled to thedesignof directeddiffusion.
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Publish/SubscribeAPIs:

handle NR::subscribe(NRAttrVec *subscribe_attrs, const NR::Callback * cb);

int NR::unsubscribe(handle subscription_handle);

handle NR::publish(NRAttrVec *publish_attrs);

int NR::unpublish(handle publication_handle);

int NR::send(handle publication_handle,

NRAttrVec *send_attrs);

Filter -speci�c APIs:

handle NR::addFilter(NRAttrVec *filter_attrs, u_int16_t priority, FilterCallback *cb);

int NR::removeFilter(handle filter_handle);

void NR::sendMessage(Message *msg, handle h, u_int16_t priority = 0);

Figure1: BasicdiffusionAPIs for sendingandreceiving data,andfor adding�lters.

This chapterdescribesdiffusion,startingfrom thepoint of view of anapplication(Section2) andnaming(Section2.2).

We realizetheseabstractionswith lower-level primitivesandseveral differentdatadisseminationalgorithmsdescribedin

Section3, andshow how applicationscan in�uence routing (Section4). We summarizesimulationandexperimentation

resultsin Section5.

2 Programming a SensorNetwork

The innovationsof diffusion are approachesto allow applicationsto processdataas it moves throughthe network, and

disseminationalgorithmsthatselectef�cient pathsthroughthenetwork. Althoughthesetopicsareimportantandweexplore

themin thefollowing chapter, applicationsrequireabstractionsover thesedetails.This sectionpresentsanapplication-level

view of diffusion,lookingatourpublish/subscribe-basedAPI andhow applicationsnamedatain thenetwork.

2.1 The Publish/SubscribeAPI

We have adopteda publish/subscribe-basedAPI for diffusion, shown in Figure 12. To receive data,usersor programs

subscribeto a particularset of attributes,becomingdatasinks. A callbackfunction is then invoked whenever relevant

dataarrivesat thenode.Sensorspublishdatathatthey have,becomingdatasources. In bothcases,whatdatais providedor

receivedis describedby anattribute-basednamingschemedescribedin Section2.2. It is thejob of thediffusiondissemination

algorithms(Section3) to ensurethatdatais communicatedef�ciently from sourcesto sinksacrossa multi-hopnetwork. In

general,publishingandsubscribingsendsmessagesacrossthenetwork. Theexactcostof theseoperationsdependsonwhich

diffusionalgorithmis used.

To allow applicationsto in�uence dataasit movesthroughthenetwork, userscancreate�lter s at eachsensornodewith

2ThisAPI wasoriginally designedin collaborationwith DanCof�n andDanvanHook [14]; wehavesinceextendedit to support�lters.
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the �lter APIs in the bottomof Figure1. Filters indicatewhat messagesthey are interestedin by attributes;eachtime a

matchingmessagearrivesat thatnodethe �lter is allowedto inspectandalter its progressin any way. Filterscansuppress

messages,changewherethey aresentnext, or evensendothermessagesin responseto one(perhapstriggeringfurthersensors

to satisfyaquery).

A morecompletereferenceto directeddiffusionAPIsandexamplecodeis availablein thediffusionmanual[30].

2.2 Naming Concepts

Diffusionusesanattribute-basednamingschemeto associatesourcesandsinksandto trigger�lters. This�e xible approachto

namingis importantin severalways.First, attribute-basednamingis consistentwith thepublish/subscribeapplication-level

interface(Section2) andmany-to-many communication.Diffusion's namingschemeis data-centric, allowing applications

to focuson what datais desiredratherthanon individual sensornodes.The approachalsosupportsmultiple sourcesand

sinks,ratherthansimplepoint-to-pointcommunication.Thusapplicationsmaysubscribeto “seismicsensorsin thesoutheast

region” ratherseismicsensors#15and#35,or hosts10.1.2.40and10.2.1.88.

Second,diffusion attributesprovide somestructureto a message.By identifying separate�elds, datadissemination

algorithmscanuseapplicationdatato in�uence routing.For example,application-speci�c,geographicinformationcanlimit

wherediffusionmustlook for sensors.In addition,treatingmessagesassetsof attributessimpli�es applicationandprotocol

extensions(aneedalsosuggestedfor futureInternet-basedprotocols[7]).

Finally, attributesserve to associatemessageswith sources,sinks,and�lters via matching. If the attributesin a sink's

subscriptionmatchthoseof source's publication,diffusionmustsendany publisheddatato thesink.

2.3 Matching in Naming

Eachsetof attributesin diffusion is a setof (key, type,operator, value)tuples.Themostimportantpartsof anattributeare

thekey andvalue, which togetherspecifythemeaningof thedata(longitude,temperature,detectioncon�dence,etc.)andits

actualcontents(118.40817degrees,98.6degrees,80%,etc.) Thetypede�neshow thevalue�eld is interpreted:asa string,

integeror �oating point type,or asuninterpretedbinarydata(blobs).

Theoperator�eld allows attributesto not only containdata,but to expresssimpleconstraints.Therearetwo classesof

operators:�rst, IS, theactualoperator, is usedto indicatea speci�c value. Thesecondgroupincludesbinarycomparisons

(EQ,NE, LE, GT, LE, GE,correspondingto equality, inequality, lessthan,etc.) and“EQ ANY” (which matchesanything);

thesearecollectively calledformaloperators.

Actualsarestatementsaboutdata.So“latitudeIS 33.9425,longitudeIS 118.40817”might indicatea location,or “sensor

IS seismic,valueIS 7.0,con�denceIS 80” might indicateaspeci�c sensorreading.

Formalsallow oneto selectsetsof sensors,thusindicatingwhich publishandsubscribeoperationsshouldbeconnected.

Thus,a subscriptionmight indicate“latitude GT 33.5, latitudeLT 34.0,sensorEQ seismic”to indicateseismicsensorsin

somearea.
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one-waymatch:

giventwo attributesetsA andB

for eachattributea in A wherea:op is a formal f

matched= false

for eachattributeb in B wherea:key = b:key andb:op is anactual

if a:val compareswith b:val usinga:op, thenmatched= true

if notmatchedthenreturnfalse(nomatch)

g

returntrue(successfulone-waymatch)

Figure2: Ourone-waymatchingalgorithm.

Formalsandactualscanbemixedandusedin publications,subscriptions,or �lters.

Theexactprocessof determiningwhich publicationsandsubscriptionsarerelatedis calledmatching.A one-waymatch

comparesall formal parametersof oneattributesetagainsttheactualsof theothers(Figure2). Any formal parameterthatis

missingamatchingactualin theotherattributesetcausestheone-waymatchto fail (for example,“con�denceGT 0.5” must

haveanactualsuchas“con�denceIS 0.7” andwouldnotmatch“con�denceIS 0.3”, “con�denceLT 0.7”, or “con�denceGT

0.7”). Two setsof attributeshave a completematch if one-way matchessucceedin bothdirections.In otherwords,attribute

setsA andB matchif theone-waymatchalgorithmsucceedsfrom bothA to B andB to A.

Matchingis usedto associatepublicationsandsubscriptionsandto activate�lters asmessages�o w throughthenetwork.

Althoughmatchingis reasonablypowerful, it doesnot perfectlycover all scenariosor tasks.Matchingstrikesa balance

betweeneaseof implementationand�e xibility . For example,while attributescaneasilyde�ne asquare,they cannotdirectly

operateon arbitrarily complex sensordetectionregions. We expectapplicationsto useattributesfor roughmatchingand

re�ne matchingwith application-speci�ccode(suchaswith �lters, Section4).

For detailedexamplesof namingin diffusion,pleaseseethediffusionmanual[30] or [18].

3 Dir ectedDiffusion ProtocolFamily

Publish/subscribeprovidesanapplication's view to a sensornetwork, andattribute-basednaminga detailedway to specify

which sourcesandsinkscommunicate.The “glue” that binds the two are the directeddiffusion algorithmsfor datadis-

semination.In a traditionalnetwork, communicationis effectedby routing,usuallybasedon globaladdressesandrouting

metrics.Instead,we usethetermdatadisseminationto emphasizethelack of globaladdresses,relianceon local rules,and,

asdescribedin theSection4, theuseof application-speci�cin-network processing.

The original, two-phasedirecteddiffusion usesseveral control messagesto realizeour publish/subscribeAPI: sinks

sendinterest messagesto �nd sources,sourcesuseexploratory data messagesto �nd sources,andpositive andnegative
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protocol sink source
two-phase interest*
pull (every interestinterval)

exploratorydata*
(everyexploratoryinterval)

positive reinforcement
(responseto exp. data)

data
(ratede�ned by app.)

one-phase interest*
pull (every interestinterval)

data
push exploratorydata*

(everyexploratoryinterval)
positive reinforcement
(responseto exp. data)

data

Table1: Comparisonof interactionsin diffusionalgorithms.Asterisks(*) indicatemessagesthataresentto all nodes(�ooded
or geographicallyscoped).All algorithmsalsohave negative reinforcementmessages.

reinforcementmessagesselector prunepartsof thepath. Early work [22] identi�ed theseprimitives,describedtheconcept

of diffusion,andevaluateda speci�c algorithmthatwe now call two-phasepull diffusion.We foundthis algorithmidealfor

someapplicationsbut asour experiencewith sensornetworksapplicationsgrew, we foundtwo-phasepull a poormatchfor

otherclassesof applications.

We seediffusion not asa singlealgorithm,but asa family of algorithmsbuilt from theseprimitives. Otheralgorithms

provide betterperformancefor someapplications.We have recentlymadetwo additionsto the diffusion protocol family:

one-phasepushandone-phasepull [17].

Another way to optimize diffusion performanceis to usephysical or application-speci�cinformation. The physical

natureof a sensornetwork's deployment makes geographicallyscopedqueriesnatural, prompting the developmentof

geographically-aidedrouting protocolssuchas GEAR[34], GPSR[26], and rumor routing [8]. Application-speci�c in-

formationcanalsobeexploitedusing�lters (describedin Section4).

We expectapplicationdesignersto matchanappropriatealgorithmwith their application's requirements.Table1 com-

parestheinteractionsof thealgorithms;we describethembelow in moredetailandreview their performancein Section5.4.

Moredetail is thesubjectof current[22, 24, 17] andongoingresearch.

3.1 Two-PhasePull Diffusion

The purposeof directeddiffusion is to establishef�cient n-way communicationbetweenoneor moresourcesandsinks.

Directeddiffusionis a data-centriccommunicationparadigmthatis quitedifferentfrom host-basedcommunicationin tradi-

tionalnetworks.To describetheelementsof diffusion,wetake thesimpleexampleof asensornetwork designedfor tracking

animalsin awildernessrefuge.
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(b) Initial gradientssetup
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Figure3: A simpli�ed schematicfor directeddiffusion.

Supposethata userin this network would like to trackthemovementof animalsin someremotesub-region of thepark.

Theuserwould subscribeto “animal-track”information,speci�edby a setof attributes.Sensorsacrossthenetwork publish

animal-trackinformation.

Theuser's applicationsubscribesto datausinga list of attribute-valuepairsthatdescribea taskusingsometask-speci�c

namingscheme.Intuitively, attributesdescribethe datathat is desiredby specifyingsensortypesandpossiblysomegeo-

graphicregion. Theuser'snodebecomesasink, creatinganinterestof attributesspecifyingaparticularkind of data.

The interestis propagatedfrom neighbor-to-neighbortowardssensornodesin the speci�ed region. A key featureof

directeddiffusion is that every sensornodecan be task-aware—by this we meanthat nodesstoreand interpretinterests,

ratherthansimply forwarding themalong. In our example,eachsensornodethat receivesan interestrememberswhich

neighboror neighborssentit that interest. To eachsuchneighbor, it setsup a gradient. A gradientrepresentsboth the

directiontowardswhich datamatchingan interest�o ws, andthestatusof thatdemand(whetherit is active or inactive and

possiblythedesiredupdaterate).After settingupagradient,thesensornoderedistributestheinterestto its neighbors.When

thenodecaninfer wherepotentialsourcesmightbe(for example,from geographicinformationor existingsimilargradients),

theinterestcanbeforwardedto asubsetof neighbors.Otherwise,it will simplybroadcasttheinterestto all of its neighbors.

Sensorsindicatewhat datathey may generateby publishingwith an appropriatesetof attributes. They thusbecome

potentialsources. As intereststravel acrossthenetwork, sensorswith matchingpublicationsaretriggeredandtheapplication

activatesits local sensorsto begin collectingdata.(Prior to activationweexpectthenode's sensorswouldbein a low-power

mode).Thesensornodethengeneratesdatamessagesmatchingthe interest.In directeddiffusion,datais alsorepresented

usinganattribute-basednamingscheme.

Datais cachedat intermediatenodesasit propagatestowardsinks.Cacheddatais usedfor severalpurposesat different

levelsof diffusion.Thecorediffusionmechanismusesthecacheto suppressduplicatemessagesandpreventloops,andit can

beusedto preferentiallyforwardinterests.(Sincethe�lter coreis primarily interestedin anexactmatch,asanoptimization,

hashesof attributescanbe computedandcomparedratherthancompletedata.) Cacheddatais alsousedfor application-

speci�c, in-network processing.For example,datafrom detectionsof a singleobjectby differentsensorsmaybemergedto

asingleresponsebasedonsensor-speci�c criteria.
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Theinitial datamessagefrom thesourceis markedasexploratory andis sentto all neighborsfor which it hasmatching

gradients.The initial �ooding of the interest,togetherwith the �ooding of the exploratorydata,constitutesthe �rst phase

of two-phasepull diffusion. If thesink hasmultiple neighbors,it choosesto receive subsequentdatamessagesfor thesame

interestfrom a preferredneighbor(for example,theonewhich deliveredthe�rst copy of thedatamessage).To do this, the

sink reinforcesthepreferredneighbor, which, in turn reinforcesits preferredupstreamneighbor, andsoon. Thesink may

alsonegativelyreinforce its currentpreferredneighborif anotherneighbordeliversbetter(lower latency) sensordata.This

negative reinforcementpropagatesneighbor-to-neighbor, removing gradientsandtearingdown andexisting pathif it is no

longerneeded[22]. Negative reinforcementssuppressloopsor duplicatepathsthat may arisedueto changesin network

topology.

After the initial exploratorydatamessage,subsequentmessagesaresentonly on reinforcedpaths.(Thepathreinforce-

ment,andthesubsequenttransmissionof dataalongreinforcedpaths,constitutesthesecondphaseof two-phasepull diffu-

sion). Periodicallythesourcesendsadditionalexploratorydatamessagesto adjustgradientsin thecaseof network changes

(dueto nodefailure,energy depletion,or mobility), temporarynetwork partitions,or to recover from lost exploratorymes-

sages.Recovery from datalossis currentlyleft to the application. While simpleapplicationswith transientdata(suchas

sensorsthat reporttheir stateperiodically)needno additionalrecovery mechanism,we arealsodevelopingretransmission

schemefor applicationsthattransferlarge,persistentdataobjects[31].

This simpli�ed descriptionpointsout several key featuresof diffusion,andhow it differs from traditionalnetworking.

First, diffusion is data-centric;all communicationin a diffusion-basedsensornetwork usesintereststo specifynameddata.

Second,all communicationin diffusionis neighbor-to-neighboror hop-by-hop,unlike traditionaldatanetworkswith end-to-

endcommunication.Everynodeis an“end” in asensornetwork. A corollaryto thispreviousobservationis thatthereareno

“routers” in a sensornetwork. Eachsensornodecaninterpretdataandinterestmessages.This designchoiceis justi�ed by

thetask-speci�cityof sensornetworks. Sensornetworksarenot general-purposecommunicationnetworks. Third, nodesdo

not needto have globally uniqueidenti�ers or globally uniqueaddressesfor regularoperation.Nodes,however, do needto

distinguishbetweenneighbors.Fourth,becauseindividualnodescancache,aggregate,andmoregenerally, processmessages,

it is possibleto performcoordinatedsensingcloseto thesensedphenomena.It is alsopossibleto performin-network data

reduction,therebyresultingin signi�cant energy savings. Finally, althoughour exampledescribesa particularusageof the

directeddiffusion paradigm(a query-responsetype usage,seeFigure3), the paradigmitself is moregeneralthanthat; we

discussseveralotherusagesnext.

3.2 PushDiffusion

Two-phasepull diffusion works well for applicationswherea small numberof sinkscollectsdatafrom the sensornet, for

example,a userqueryinga network for detectionsof sometrackedobject.Anotherclassof applicationsinvolvessensor-to-

sensorcommunicationwithin thesensornet.A simpleexampleof this classof applicationmight have sensorsoperatingat a

low dutycyclemostof thetime,but whenonesensordetectssomethingit triggersnearbysensorsto becomemoreactiveand

vigilant. Pushdiffusionwasmotivatedby applicationssuchasthesebeingdevelopedat Sensoria,Universityof Wisconsin,
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andPARC. A characteristicof this classof applicationis that therearemany sensorsinterestedin data(activationtriggers),

andmany thatcanpublishsuchdata,but thefrequency of triggersactuallybeingsentis fairly rare.Two-phasepull diffusion

behavespoorly for thisapplication,becauseall sensorsactively sendinterestsandmaintaingradientsto all othersensorseven

thoughnothingis detected.

One-phasepushdiffusion (or just pushdiffusion) wasdesignedfor this application. Although the API is the sameas

two-phasepull diffusion (exceptfor a �ag to indicate“push”), in the implementation,the rolesof the sourceandsink are

reversed.Sinksbecomepassive,with interestinformationkeptlocal to thenodesubscribingto data.Sourcesbecomeactive;

exploratorydatais sentthroughoutthenetwork without interest-createdgradients.As with two-phasepull, whenexploratory

dataarrivesat a sink a reinforcementmessageis generatedandit recursively passesbackto thesourcecreatinga reinforced

gradient,andnon-exploratorydatafollows only thesereinforcedgradients.Pushcanalsotake advantageof GEAR-style

geographicoptimizations.

Pushis thusoptimizedfor a differentclassof applicationsfrom two-phasepull: applicationswith many sourcesand

sinks, but wheresourcesproducedataonly occasionally. Pushis not a good matchfor applicationswith many sources

continuouslygeneratingdatasincesuchdatawould be sentthroughoutthe network even whennot needed.Section5.4.1

presentsaperformancecomparisonof pushandtwo-phasepull diffusionfor suchanapplication.

3.3 One-PhasePull Diffusion

A bene�t of pushdiffusioncomparedto two-phasepull is that it hasonly onecasewhereinformationis sentthroughoutthe

network (exploratorydata)ratherthantwo (interestsandexploratorydata).In largenetworkswithoutgeographicallyscoped

queries,minimizing �ooding canbea signi�cant bene�t. Inspiredby ef�ciency of pull for someapplications,we revisited

two-phasepull to eliminateoneof its phasesof �ooding.

One-phasepull is a subscriber-basedsystemthatavoidsoneof thetwo phasesof �ooding presentin two-phasepull. As

with two-phasepull, subscriberssendinterestmessagesthatdisseminatethroughthenetwork, establishinggradients.Unlike

two-phasepull, whenan interestarrivesat a sourceit doesnot mark its �rst datamessageasexploratory, but insteadsends

dataonly on the preferredgradient. The preferredgradientis determinedby the neighborwho was the �rst to sendthe

matchinginterest,thussuggestingthe lowestlatency path. Thusone-phasepull doesnot requirereinforcementmessages,

andthelowestlatency pathis implicitly reinforced.

One-phasepull hastwo disadvantagescomparedto two-phasepull. First, it assumessymmetriccommunicationbetween

nodessincethedatapath(source-to-sink)is determinedby lowestlatency in the interestpath(sink-to-source).Two-phase

pull reducesthe penaltyof asymmetriccommunicationsincechoiceof datapath is determinedby lowest-latency explor-

atory messages,both in the source-to-sinkdirection. However, two-phasepull still requiressomelevel of symmetrysince

reinforcementmessagestravel reverselinks. Although link asymmetryis a seriousproblemin wirelessnetworks, many

otherprotocolsrequirelink symmetry, including802.11andprotocolsthat uselink-level acknowledgments.As such,it is

reasonableto assumethatdetectingand�ltering suchlinks will bedoneat theMAC layer, allowing one-phasediffusionto

work.
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Second,one-phasepull requiresinterestmessagesto carry a �o w-id. Although �o w-id generationis relatively easy

(uniquenesscanbe provided by MAC-level addressesor probabilisticallywith randomassignmentandperiodicreassign-

ment), this requirementmakes interestsizegrow with numberof sinks. By comparison,though,with two-phasepull the

numberof interestmessagesgrows with proportionto the numberof sinks,so the costhereis lower. Second,the useof

end-to-end�o w-idsmeansthatone-phasepull doesnotuseonly local informationto makedatadisseminationdecisions.

3.4 UsingGeographicCuesto Limit Flooding

The physical natureof a sensornetwork's deploymentmakesgeographicallyscopedqueriesnatural. If nodesknow their

locations,thengeographicqueriescanin�uence datadissemination,limiting theneedfor �ooding to therelevantregion.

GEAR (Geographicand Energy-Aware Routing) extendsdiffusion when node locationsand geographicqueriesare

present[34]. GEAR is an extensionto existing diffusion algorithmsthat replacesnetwork-wide communicationwith geo-

graphicallyconstrainedcommunication.Whenaddedto one-phaseor two-phasepull diffusion,GEAR'ssubscribersactively

sendinterestsinto thenetwork. However, queriesexpressinginterestin a region aresenttowards that region usinggreedy

geographicrouting(with supportfor routingaroundholes);�ooding occursonly wheninterestsreachtheregion ratherthan

sentthroughoutthewholenetwork. Exploratorydatais sentonly ongradientssetupby interests,sothelimited dissemination

of interestsalsoreducesthecostof exploratorydata.

Forone-phasepushdiffusion,GEARusesthesamemechanismtosendexploratorydatamessagescontainingadestination

regiontowardsthatregion. Thisavoids�ooding by allowing datasendersto pushtheir informationonly to subscriberswithin

the desiredregion, which in turn will sendreinforcementsresultingin future datamessagesfollowing a singlepathto the

subscriber. In Section5.4.2,we presenta �eld experimentshowing a performancecomparisonof pushdiffusion with and

withoutGEARusingthePARC IDSQapplication.

Wehave alsoimplementedGPSR[26] in the�lter framework asanalternative to GEAR.

4 Facilitating In-Network Processing

Filtersareour mechanismfor allowing application-speci�ccodeto run in thenetwork andassistdiffusionandprocessing.

Applicationsprovide �lters beforedeploymentof asensornetwork, or in principle�lters couldbedistributedasmobilecode

packagesat run-time.Filtersregisterwhatkindsof datathey handlethroughmatching;they arethentriggeredeachtimethat

kind of dataentersthenode. Wheninvoked,a �lter canarbitrarily manipulatethemessage,cachingdata,in�uencing how

or whereit is sentonward,or generatingnew messagesin response.Usesof �lters includerouting,in-network aggregation,

collaborativesignalprocessing,caching,andsimilartasksthatbene�t from controloverdatamovement,aswell asdebugging

andmonitoring.

Filters useonly one-way matching. A messageenteringa nodetriggersa �lter if the attributesspeci�ed by the �lter

matchtheattributesin themessage,but it doesnot requirematchingin theotherdirection. This approachallows �lters to

processdatamoregenerallywith thepublish-subscribeAPI.
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The �lter coreis the systemcomponentresponsiblefor interconnectingall hardwaredevices,applications,and�lters.

Eventhoughlogically messagespassfrom �lter to �lter , in practice,all messagespassthroughthe�lter core,whichshepherds

messagesfrom �lter to �lter , accordingto �lter priorities.

Priorities,de�ned at �lter con�guration, give a total orderingof all �lters in a system.While messageattributesselect

which �lters canprocessamessage,prioritiesspecifytheorder in which those�lters act.

Prioritiesareneededbecausetheattributesof anincomingmessagemaymatchmultiple�lters. In thiscase,�lter priorities

indicatewhich �lter is invoked�rst. As describedlaterin Section2, oncea �lter receivesamessage,it hastotal controlover

wherethemessagewill gonext. A �lter canpassthemessageto thenext �lter , modify themessageandthensendit, suppress

it, generatemessagesin responseof it, etc. Filters canalsousethe �lter API to overridethe orderof messageprocessing

by changingthepriority �eld and/ormessagesattributes.Thusa knowledgeable�lter candirecta messageanywherein the

diffusionstack.Sincethecontentsor priority canchangeany time a messageleavesa �lter , all messagesarealwayssentto

the�lter core,not immediatelyto thenext �lter .

4.1 Implemented �lters

In this sectionwe describethe setof �lters that we have implementedanddesigned.As shown in �gure 4, the �lter core

interactswith all �lters (rectangles),applications(circlesat the top right), andradiohardware(the lozengeat thebottom).

Solid anddashedrectanglesrepresentexisting andplanned�lters, respectively. Thecoreis responsiblefor dispatchingall

messagesasthey passthroughthesystemandfor suppressingduplicatemessages.

Basic diffusion is implementedin the two-phasepull �lter . This �lter maintainsgradientsrepresentingthe stateof

any existing �o ws to all neighborsandis responsiblefor forwardingdatamessagesusingreinforcedpaths,in additionto

periodicallysendout reinforcementmessagesandinterests.

GEARis apairof �lters thatcanoptionallysurroundthetwo-phasepull �lter to implementGeographicandEnergy-Aware

Routing[34]. Lackingprior information(suchasgeographicinformationor prior savedstate),basicdiffusion�oods interests

to all nodesin thenetwork. GEARoverridesthisbehavior to forwardmessageswith geographicassistance(interestsaresent

basicallytoward their geographicdestination,but aroundany holesin the topology). GEAR consistsof two �lters, a pre-

processing�lter thatsitsabove thetwo-phasepull �lter to handleGEAR-speci�cbeaconmessagesandto remove transient

geographicinformationon arrival, anda geographicrouting�lter thatactsafterthetwo-phasepull �lter to forwardinterests

in agooddirection.

BenGreensteinandXi Wanghaveeachimplementedversionsof GPSR[26] as�lters. GPSR,likeGEAR,usesgeographic

informationto make informedneighborselectionwhenforwardingpackets. Oneimplementationwasdoneasanextension

of diffusion(asdescribedabove),anotherasastand-aloneroutingmodule(independentof diffusion).

ReliableMulti-SegmentTransport(RMST)is amodulethatallowsreliabletransfersof large(multi-packet),uninterpreted

dataacrossunreliablelinks [31]. RMST is beingusedto investigatethe trade-offs amongMAC, transport,andapplication

reliability. As a �lter , it hastwo interestingcharacteristics.First, it cachesdatalocally to supportlossrecovery, similar to

approachestaken in reliablemulticast[15] andSNOOPTCP [3], but at all hopsratherthanat the end-pointsor at base-
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Figure4: Currentandplanned�lters in diffusionandhow they interact.

stationsonly. Second,it implementsa back channel, the reverseof the reinforcedpathcreatedby the gradient�lter . This

backchannelis usedto propagatenegative acknowledgmentmessagesfrom thereceiver to thesender.

Theinformation-driventracking �lter is anexampleof how application-speci�cinformationcanassistrouting,proposed

by researchersat Xerox PARC [35]. An importantapplicationof sensornetworks is objecttracking—multiplesensorsmay

collaborateto identify oneor morevehicles,estimatingtheir positionandvelocity. Which sensorscollaboratein this case

is dependenton thedirectionof vehiclemovement.They have proposedusingcurrentvehicleestimates(or “belief state”)

to involve the relevant sensorsin this collaborationwhile allowing othersensorsto remaininactive (conservingnetwork

bandwidthand batterypower). While GEAR usesgeneric(geographic)information to reduceunnecessarycommunica-

tion, the information-driventracking�lter usesapplication-speci�cinformationto further reducecommunication.As other

applicationsareexploredwe expectto develop otherapplication-speci�c�lters similar to the information-driving tracking

�lter .

Oneuseof �lters is logginginformationfor debugging.Wehaveimplementedalogging�lter for thispurpose,andweare

consideringimplementinganns-logging �lter for simulator-speci�c logging. These�lters areshown to theleft of diffusion

stackbecausethey canbeplacedbetweenany two modules.

Althoughthisarchitecturewasbuilt to explorediffusion-stylerouting,for debuggingpurposeswealsodevelopedsupport

for sourcerouting. Sourcerouting is provided as two �lters: the source tagging �lter functionssimilar to the logging

�lters in that it canbe con�gured anywherein the diffusionstack. This �lter addsa recordof eachnodethat the message
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passesthrough,muchlike thetraceroute commandusedon theInternet.Thesourcerouting�lter providestheopposite

function. It takesa messagethat includesanattributelisting thepathof nodesthemessageshouldtake throughthenetwork

anddispatchesit alongthatpath.A designprincipleof directeddiffusionis localoperation—nodesshouldnotneedto know

informationaboutneighborsmultiple hopsaway. While sourcerouting is directly oppositeto this goal, it canbeprovided

within oursoftwareframework, andis still sometimesausefuldebuggingtool.

5 Evaluation

In this sectionwe evaluatediffusionusingsimulations,andreal-life experiments.We startby presentingsimulationresults

showing theperformanceimpactof diffusion.Then,we describenestedqueries,a new querymodelthatreducesend-to-end

traf�c by doingapplication-level aggregationusingdiffusion's in-network processingcapabilities.Later, we show examples

whereapplicationperformanceis highly affectedby choosingthebestdiffusionalgorithm.

5.1 Implementation experience

Several implementationsof diffusion have existed in simulationand on several hardware platforms. Diffusion was �rst

implementedby ChalermekIntanagonwiwat in simulationwith ns-2 [22]. The �rst implementationsfor native hardware

werefor Linux/x86 (desktopcomputers)andWINSng 1.0 sensornodesrunningWindows CE (Figure5(c)). More recent

implementationsaddedsupportfor �lters, PC/104hardwarewith several kinds of radios(Figure5(a)), andWINSng 2.0

nodes(Figure5(d)) basedon the SH-4 processor. The mostrecentrelease(3.2 asof this writing) includesnearlysource-

compatiblesupportfor thens-2simulator.

Researchersat UCLA have implementedTiny Diffusion. Tiny-diffusion is a simpli�ed versionof diffusion,which runs

on theresource-constrainedMica motes(�gure 5(e))runningTinyOS[20] with a limited amountof memoryandprocessing

power. Althoughit doesnot includesupportfor �lters, this simpli�ed versiondoessupportattributesaswell asa simpli�ed

versionof thepublish/subscribeAPI. Differentversionsof tiny diffusionhave implementedboth two-phaseandone-phase

pull diffusion.

5.2 Evaluation of Diffusion DesignChoices

In this section,we usepacket-level simulationto explore, in somedetail, the implicationsof someof our designchoices.

Suchan examinationcomplementsand extendsour descriptionfor the two-phasepull diffusion from Section3.1. This

sectiondescribesour methodology, comparestheperformanceof diffusionagainstsomeidealizedschemes,thenconsiders

impactof network dynamicsonsimulation.Pleasereferto [22] for amoredetaileddescriptionof thesimulations.
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(a)OurPC/104node
(b) An Intel Stayton

node (c) WINSng1.0node (d) WINSng2.0node
(e)UCB Mica-1Mote

Figure5: Diffusionhardwareplatforms.Themotesupportsonly Tiny Diffusion.

5.2.1 Goals,metrics, and methodology

We implementeda vehicle tracking instanceof directeddiffusion in the ns-2 [2] simulator (the currentns releasewith

diffusionsupportcanbedownloadedfrom http://www.isi.edu/nsnam/ns).Ourgoalsin conductingthisevaluationstudywere

to: verify andcomplementouranalyticevaluation,understandtheimpactof dynamics—suchasnodefailures—ondiffusion,

andstudythesensitivity of directeddiffusionperformanceto thechoiceof parameters.

We choosetwo metricsto analyzethe performanceof directeddiffusion and to compareit to other schemes:mean

dissipatedenergy andmeandelay. Mean dissipatedenergy measuresthe ratio of total dissipatedenergy per nodein the

network to thenumberof distinct eventsseenby sinks. This metriccomputesthemeanwork doneby a nodein delivering

usefultrackinginformationto thesinks.Themetricalsoindicatestheoverall lifetime of sensornodes.Mean delaymeasures

the meanone-way latency observed betweentransmittingan event andreceiving it at eachsink. This metric de�nes the

temporalaccuracy of thelocationestimatesdeliveredby thesensornetwork. We studythesemetricsasa functionof sensor

network size.

In orderto studythe performanceof diffusion asa function of network size,we generatea variety of sensor�elds of

differentsizes.In eachof our experiments,we study� ve differentsensor�elds, rangingfrom 50 to 250nodesin increments

of 50 nodes. Our 50 nodesensor�eld generatedby randomlyplacingthe nodesin a 160mby 160msquare.Eachnode

hasa radio rangeof 40m. Othersizesaregeneratedby scalingthe squareandkeepingthe radio rangeconstantin order

to approximatelykeeptheaverage densityof sensornodesconstant. We do this becausethemacroscopicconnectivity of a

sensor�eld is a functionof theaveragedensity. If we hadkeptthesensor�eld areaconstantbut increasednetwork size,we

might have observedperformanceeffectsnot only dueto thelargernumberof nodesbut alsodueto increasedconnectivity.

Ourmethodologyfactorsout thelatter, allowing usto studytheimpactof network sizealoneonsomeof ourmechanisms.

The ns-2simulatorimplementsa 1:6Mb/s 802.11MAC layer. Our simulationsusea modi�ed 802.11MAC layer. To

morecloselymimic realisticsensornetwork radios[25], wealteredthens-2radioenergy modelsuchthattheidle timepower

dissipationwasabout35mW, or nearly10%of its receive power dissipation(395mW),andabout5% of its transmitpower

dissipation(660mW).This MAC layeris not completelysatisfactory, sinceenergy ef�ciency providesa compellingreasons
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Figure6: Directeddiffusioncomparedto �ooding andomniscientmulticast.

for selectinga TDMA-style MAC for sensornetworksratherthanoneusingcontention-basedprotocols[29]. Brie�y , these

reasonshaveto dowith energy consumedby theradioduringidle intervals;with aTDMA-style MAC, it is possibleto put the

radioin standbymodeduringsuchintervals.By contrast,an802.11radioconsumesasmuchpowerwhenit is idle aswhenit

receivestransmissions.In Section5.2.3,weanalyzetheimpactof aMAC energy modelin which listeningfor transmissions

dissipatesasmuchenergy asreceiving them.

Finally, datapointsin eachgraphrepresentthemeanof tenscenarioswith 95%con�denceintervals.Pleasereferto [22]

for amoredetaileddescriptionof themethodologyused.

5.2.2 Comparing diffusion with alternatives

Our �rst experimentcomparesdiffusion to omniscientmulticastand�ooding schemefor datadisseminationin networks.

Figure6(a) shows the averagedissipatedenergy per packet asa functionof network size. Omniscientmulticastdissipates

a little lessthana half asmuchenergy perpacket pernodethan�ooding. It achievessuchenergy ef�ciency by delivering

eventsalonga singlepathfrom eachsourceto every sink. Directeddiffusion hasnoticeablybetterenergy ef�ciency than

omniscientmulticast. For somesensor�elds, its dissipatedenergy is only 60% that of omniscientmulticast. As with

omniscientmulticast,it alsoachievessigni�cant energy savingsby reducingthenumberof pathsover which redundantdata

is delivered.In addition,diffusionbene�tssigni�cantly from in-networkaggregation. In ourexperiments,thesourcesdeliver

identicallocationestimates,andintermediatenodessuppressduplicatelocationestimates.This correspondsto thesituation

wherethereis, for example,asinglevehiclein thespeci�edregion.

Figure6(b) plotstheaveragedelayobservedasa functionof network size.Directeddiffusionhasa delaycomparableto

omniscientmulticast. This is encouraging.To a �rst approximation,in anuncongestedsensornetwork andin theabsence

of obstructions,the shortestpath is alsothe lowestdelaypath. Thus,our reinforcementrulesseemto be �nding the low

delaypaths.However, thedelayexperiencedby �ooding is almostanorderof magnitudehigherthanotherschemes.This
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Figure7: Impactof variousfactorsondirecteddiffusion.

is anartifactof theMAC layer: to avoid broadcastcollisions,a randomlychosendelayis imposedon all MAC broadcasts.

FloodingusesMAC broadcastsexclusively. Diffusiononly usessuchbroadcaststo propagatetheinitial interests.Onasensor

radiothatemploys aTDMA MAC-layer, wemightexpect�ooding to exhibit adelaycomparableto theotherschemes.

In summary, directeddiffusionexhibits betterenergy dissipationthanomniscientmulticastandhasgoodlatency proper-

ties.

5.2.3 Effectsof data aggregation

To explain whatcontributesto directeddiffusion's energy ef�ciency, we now describetwo separateexperiments.In bothof

theseexperiments,we do not simulatenodefailures.First, we computetheenergy ef�ciency of diffusionwith andwithout

aggregation. Recall from Section5.2.2 that in our simulations,we implementa simpleaggregation strategy, in which a

nodesuppressesidenticaldatasentby differentsources.As Figure7(a) shows, diffusion expendsnearly5 timesasmuch

energy, in smallersensor�elds, aswhenit cansuppressduplicates.In largersensor�elds, the ratio is 3. Our conservative

negative reinforcementrule accountsfor thedifferencein theperformanceof diffusionwithout suppressionasa functionof

network size. With the samenumberof sourcesandsinks,the larger network haslongeralternatepaths. Thesealternate

pathsaretruncatedby negative reinforcementbecausethey consistentlydeliver eventswith higherlatency. As a result,the

largernetwork expendslessenergy withoutsuppression.Webelieve thatsuppressionalsoexhibits thesamebehavior, but the

energy differenceis relatively small.

5.2.4 Effectsof radio energy model

Finally, weevaluatethesensitivity of ourcomparisons(Section5.2.2)to ourchoiceof energy model.Sensitivity of diffusion

to otherfactors(numbersof sinks,sizeof sourceregion) is discussedin greaterdetail in [23].

In ourcomparisons,weselectedradiopowerdissipationparametersto morecloselymimic realisticsensorradios[25]. We
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Figure8: Two approachesto implementingnestedqueries.Squaresareinitial sensors,graycirclesaretriggeredsensors,and

thelargecircle is theuser. Thin dashedlinesrepresentcommunicationto initial sensors;bold linesarecommunicationto the

triggeredsensor.

re-ranthecomparisonsof Section5.2.2,but with power dissipationcomparableto theAT&T Wavelan: 1:6W transmission,

1:2W receptionand1:15W idle [32]. In this case,asFigure7(b) shows, the distinctionbetweenthe schemesdisappears.

In this regime,we arebetteroff �ooding all events. This is becauseidle time energy utilization completelydominatesthe

performanceof all schemes.This is thereasonwhy sensorradiostry veryhardto minimizelisteningfor transmissions.

5.3 Evaluation of In-Network Processing

Real-world eventsoftenoccurin responseto someenvironmentalchange.For example,a personenteringa room is often

correlatedwith changesin light or motion, or a �o wer's openingwith the presenceor absenceof sunlight. Multi-modal

sensornetworkscanusethesecorrelationsby triggeringa secondarysensorbasedon thestatusof another, in effect nesting

onequeryinsideanother. Reducingtheduty cycle of somesensorscanreduceoverall energy consumption(if thesecondary

sensorconsumesmoreenergy thantheinitial sensor, for exampleasanaccelerometertriggeringaGPSreceiver)andnetwork

traf�c (for example,a triggeredimagergeneratesmuchlesstraf�c thana constantvideostream).Alternatively, in-network

processingmightchoosethebestapplicationof asparseresource(for example,amotionsensortriggeringasteerablecamera).

Figure8 shows two approachesfor a userto causeonesensorto triggeranotherin a network. In bothcaseswe assume

sensorsknow their locationsandnot all nodescancommunicatedirectly. Part (a) shows a directway to implementthis: the

userqueriestheinitial sensors(smallsquares),whenasensoris triggered,theuserqueriesthetriggeredsensor(thesmallgray

circle). Thealternative shown in part (b) is a nested,two-level approachwheretheuserqueriesthe triggeredsensorwhich

thensub-tasksthe initial sensors.This nestedqueryapproachgrew out of discussionswith PhilippeBonnetandembedded

databasequeryoptimizationin hisCOUGARdatabase[6].

Theadvantageof a nestedqueryis thatdatafrom the initial sensorscanbe interpreteddirectly by the triggeredsensor,

ratherthanpassingthroughtheuser. In monitoringapplicationstheinitial andtriggeredsensorswouldoftenbequitecloseto

eachother(to cover thesamephysicalarea),while theuserwould berelatively distant.A nestedquerylocalizesdatatraf�c
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Figure9: Nodepositionsin our sensortestbed.Light nodes(11,13,16) areon the10th�oor; theremainingdarknodesare

on the11th �oor . Radiorangevariesgreatlydependingon nodeposition,but the longeststablelink wasbetweennodes20

and25.

nearthe triggeringevent ratherthansendingit to thedistantuser, thusreducingnetwork traf�c andlatency. Sinceenergy-

conservingnetworks aretypically low-bandwidthandmay be higher-latency, reductionin latency canbe substantial,and

reductionsin aggregatebandwidthto theusercanmeanthedifferencebetweenanoverloadedandoperationalnetwork. The

challengesfor nestedqueriesarehow to robustly matchthe initial andtriggeredsensorsandhow to selecta goodtriggered

sensorif only oneis desired.

Implementationof direct queriesis straightforward with attribute-addressedsensors.The usersubscribesto datafor

initial sensorsandwhensomethingis detectedherequeststhestatusof thetriggeredsensor(eitherby subscribingor asking

for recentdata).Directqueriesillustratetheutility of prede�nedattributesidentifyingsensortypes.Diffusionmayalsomake

useof geography to optimizerouting.

Nestedqueriescanbeimplementedby enablingcodeat eachtriggeredsensorthatwatchesfor a nestedquery. This code

thensub-taskstherelevantinitial sensorsandactivatesits local triggeredsensorondemand.If multiple triggeredsensorsare

acceptablebut thereis a reasonablede�nition of whichoneis best(perhaps,themostcentralone),it canbeselectedthrough

an electionalgorithm. Onesuchalgorithmwould have triggeredsensorsnominatethemselvesaftera randomdelayasthe

“best”, informingtheirpeersof their locationandelection(thisapproachis inspiredby SRMrepairtimers[16]). Betterpeers

canthendisputethe claim. Useof locationasan external frameof referencede�nes a bestnodeandallows timersto be

weightedby distanceto minimizethenumberof disputedclaims.

In thenext sectionweevaluatenestedquerieswith experimentsin our testbed.

5.3.1 Goalsand methodology

To validateour claim aboutthe potentialperformancebene�ts of this implementationwe measurethe performanceof an

applicationthatusesnestedqueriesagainstonethatdoesnot.

Theapplicationis similar to thatdescribedin Figure8: a userrequestsacousticdatacorrelatedwith (triggeredby) light

sensors.For thisexperiment,weusedourtestbedof 14PC/104sensornodesdistributedontwo �oors of ISI (Figure9). These
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Figure10: Percentageof audioeventssuccessfullydeliveredto theuser.

sensorsareconnectedby RadiometrixRPCmodems(off-the-shelf,418MHz, packet-basedradiosthatprovideabout13kb/s

throughput)with 10dBattenuatorson theantennasto allow multi-hopcommunicationsin our relatively con�ned space.The

exact topologyvariesdependingon the level of RF activity, andthenetwork is typically 5 hopsacross.We placedtheuser

“U” atnode39,theaudiosensor“A” atnode20,andlight sensors“L” atnodes16,25,22,and13. It is onehopfrom thelight

sensorsto the audiosensor, andtwo hopsfrom thereto the usernode. To provide a reproducibleexperimentwe simulate

light datato changeautomaticallyevery minuteon theminute. Light sensorsreporttheir stateevery 2s(no specialattempt

is madeto synchronizeor desynchronizesensors).Audio sensorsgeneratesimulatedaudiodataeachtime any light sensor

changesstate.Light andaudiodatamessagesareabout100byteslong.

5.3.2 Nestedqueriesbene�ts

Figure10 shows the percentageof light changeeventsthat successfullyresult in audiodatadeliveredto the user. (Data

pointsrepresentthemeanof three20-minuteexperimentsandshow 95%con�denceintervals.)Thetotalnumberof possible

eventsarethenumberof timesall light sourceschangestateandasuccessfuleventis audiodatadeliveredto theuser. These

delivery ratesdo not re�ect per-hop messagedelivery rates(which aremuchhigher),but ratherthe cumulative effect of

sendingbest-effort dataacrossthreeor � ve hopsfor nestedor �at queries,respectively.

This systemis very congestedandthenetwork exhibits very high lossrates.Our currentMAC is quiteunsophisticated,

performingonly simplecarrierdetectionandlackingRTS/CTSor ARQ. Sinceall messagesarebrokeninto several27-byte

fragments,lossof asinglefragmentresultsin lossof thewholemessage,andhiddenterminalsareendemicto ourmulti-hop

topology, this MAC performsparticularlypoorly at high load. Missing eventstranslateinto increaseddetectionlatency.

Althoughasensornetwork couldafford to missa few events(sincethey wouldberetransmittedin thenext timethesensoris

measured),theselossratesareunacceptablyhigh for anoperationalsystem.

However, this experimentsharplycontraststhebandwidthrequirementsof nestedand�at queries.Evenwith onesensor

the �at queryshows signi�cantly greaterloss than the nestedquerybecauseboth light andaudiodatamust travel to the
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user. Both �at andnestedqueriessuffer greaterlosswhenmoresensorsarepresent,but theone-level queryfalls off further.

Comparingthe delivery ratesof nestedquerieswith one-level queriesshows that localizing the datato the sensorsis very

importantto parsimonioususeof bandwidth.In anuncongestednetwork weexpectthatnestedquerieswouldallow operation

with a lower level of datatraf�c thanone-level queriesandso would allow a lower radioduty cycle anda longernetwork

lifetime.

5.4 Application Performancewith Differ ent Diffusion Algorithms

In Section3 we describeda seriesof diffusionalgorithmsthatweredesignedin responseto applicationneeds.This section

describestwo applicationsdevelopedor inspiredby otherresearchersthatbene�t from pushandGEAR,andit quanti�esthe

performancegainsin switchingdiffusionalgorithms.

5.4.1 One-phasepushvs. two-phasepull diffusion

Our �rst applicationconsiderstrade-offs in pushagainsttwo-phasepull versionsof diffusion. In two-phasepull, datasinks

areactive, sendingout interests,while sourcesarepassive until interestsarrive. By contrast,with push,datasourcesare

active, sendingout datawhenit arrives.Pushis designedfor thecasewhentherearemany active sinks(listeningfor data),

but relatively few nodesactually generatingdata. A commoncaseof this kind of applicationis wheremany nodesare

cross-subscribedto eachotherbut mostlyquiescent,all waiting for a triggeringeventto happen.

We exploredthis kind of applicationin theBAE sensornetwork testbedcomposedof 15 SensoriaWINSng2.0 nodes.

(Theseare 32-bit embeddedcomputerswith megabytesof memoryand two independent,frequency-hoppingradiosthat

senddataat about20kb/s.)Theapplicationwasinspiredby applicationsat Universityof WisconsinandPARC thatemploy

cross-subscription.However, becausethoseapplicationswerenot availableto usat thetime,we implementeda comparable

applicationwith a �eld of seven sensornodes,all cross-subscribedto eachother. Whenany onesensorchangesstate,all

sensorssendtheir readingsto a triggerednodethataggregatesthesereadingsandsendstheaggregatedresultto theuser. To

controltraf�c, sensorsweresetto generatereadingsevery5sandto changestateeveryminute.

Figure11showsatraceof communicationratesacrossthisexperiment,whereeachpointrepresentsthenumberof packets

sentover the last 30s. Two thingsstandout aboutthis graph. First, the application's traf�c is quite bursty. Second,push

(thedottedline) is ableto consistentlyout-performtwo-phasepull (thesolid line), transferringthesamedatawith about60%

fewermessages.

Part of thesaving in this experimentis becausepushis bettersuitedto this applicationthantwo-phasepull. With many

nodescross-subscribedto eachother, eachwill be frequentlysendingout interestedmessagesto the network. With push,

theseinterestsarenotsent;theonly �ooded messagesareexploratorydata.

If thesensorspushedrelatively few detectionevents,thebene�tsof pushwould begreaterstill. In this case,datais sent

every5sfrom eachsensorto theothersandsosensorsarenotquiescent.
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Figure11: Pushvs. two-phasepull diffusionwith across-subscriptionapplication.

5.4.2 Geographicconstraints

Researchersat Xerox PARC have suggestedInformationDriven SensorQuerying[13], an information-theoreticapproach

to sensornettracking. With their approach,onenode(the leader)keepstrackof thecurrenttargetestimate.It periodically

computeswhichothersensorcanaddthemostinformationaboutthetargetlocationandthentransfersleadershipto thatnode

throughaprocesscalledstatetransfer. To keepsystemstateconsistent,leaderelectionincludesasuppressionprocesswhere

a leaderinforms othernodesnot to becomeactive, duplicateleadersthemselves. Suppressionmessagesaresentwhenthe

targetis �rst detectedandasit movesthroughthenetwork. Statetransfermessagesoccurtwiceeachsecond.

This applicationshouldbene�t from pushin the sameway as the previous application(Section5.4.1). In addition,

suppressionandstatetransferarebothgeographically-scopedactions.To investigatethebene�ts of geographicallyscoped

communicationsjointly with themwe evaluatedthis applicationboth with andwithout GEAR [34]. This applicationruns

over 18 WINSng2.0nodesin thePARC sensornetwork testbed.Sensordatain this caseis generatedby oneor two human

pulling acartwith pre-recordedacousticdatamimickingalargevehicle.The�rst simulatedvehiclestartsat120s,thesecond

atabout170s.

Figure12 shows themessageratesfor this application.As canbeseen,geographicscopingreducesmessagecountsby

40%. This reductionis dueto scopingof suppressionmessages.Statetransfermessagesin this applicationaresentto a

singlepoint andsoarealsogeographicallydirected,however this early implementationof pushwith GEAR did not support

constraintof messagesto a singlepoint, only to regions,andso statetransfermessageswere�ooded. We would expecta

largerreductionin controloverheadnow thatpushwith GEARconstrainscontroltraf�c directedto apoint.

5.4.3 Discussion

Thesecasestudiesillustratetheimportanceof matchingtheapplicationto anappropriatedatadisseminationalgorithm.

They also illustrate the complexity of selectingthe bestalgorithmfor a given application. Application designersare

experts in their �eld, not networking, and so do not always have the bestperspective to chosebetweenseveral similar

20



0

100

200

300

400

500

0 50 100 150 200 250

M
es

sa
ge

s/
S

ec
on

d

Time (s)

Push
Push + GEAR

Figure12: Pushdiffusionwith andwithoutGEARover theIDSQapplication.

algorithms. The effectsof selectinga diffusion algorithmcaneasilybe masked by applicationerrors. Our comparisonof

algorithmsbelow is a �rst stepto provide guidanceto applicationdesigners,but animportantareaof futurework is toolsto

helpvisualizeanddebugcommunicationpatternsin distributed,sensor-network applications.

To someextentit is amisstatementto suggestthatthereis abestalgorithmfor asingleapplication.A sophisticatedappli-

cationlike IDSQhasdifferentpatternsof communicationin differentpartsof theapplication,andsorequiresdifferentdiffu-

sionalgorithmsfor differentpartsof theapplication.Thissupportsourclaim thata rangeof generalandapplication-speci�c

communicationprotocolsarerequiredfor ef�cient datadisseminationin sensornetworks,bothfor differentapplications,and

evenin asingleapplication.

A more speci�c result of these�eld studiesconcernsthe appropriatemeansto selectbetweenalgorithms. We had

originally assumedthat diffusioncould infer the correctalgorithmfrom the user's commands.For example,if geographic

informationwaspresent,GEAR optimizationswould beused.This approachproved too fragile for several reasons.First,

it is proneto error. A miscon�guredsetof attributescanbesyntacticallycorrectbut will not selectthe intendedalgorithm.

The applicationwill still run, but at greatly reducedperformance.This problemis quite dif�cult to identify andcorrect,

becauseperformanceof a distributedsystemcanbedif�cult to measure,poorperformancecanbedueto many causes,and

the differencebetweencorrectcodeandincorrectis subtle. Second,asthe numberof alternative algorithmsgrow, it is no

longerpossibleto distinguishbetweenthemautomatically. Oftenthechoicebetweenalgorithmsdependsoncharacteristicsof

theapplicationknown only to theprogrammersuchasthecommunicationspatterns.A self-tuningsystemwouldbeideal,but

collectinginformationfor tuningrequirescommunicationitself andsowill addits own overhead.For thesereasonswe now

selectalgorithmsexplicitly asanattributeto publishandsubscribecalls. We view thealgorithmattributeasa programmer-

providedassertion,muchasannotationsareusedin distributed-shared-memorysystems(for example,Munin [11]).
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6 RelatedWork

Spaceconstraintsprecludea detailedsummaryof relatedwork; for a moredetailedstudy, seethe relatedwork sectionsof

prior papers[22, 18, 24, 17].

Our publish/subscribeAPI wasdesignedwith researchersfrom MIT' s Lincoln Labs[14]. The approachwasinspired

by prior, Internet-basedpublish/subscribesystems(examplesinclude[28, 5, 27, 12]). The conceptof formalsandactuals

in matchingis derived from Linda [10], andour applicationof attribute basednamingto sensornetworks wasinspiredby

SRM[16].

Thediffusionapproachto datadisseminationcanbecomparedto adhoc routingprotocols(Brochet al. survey several

protocols[9] includingDSRandAODV). Unlikeend-to-endInternetprotocols,diffusionencouragesin-network processing.

In-network processingin diffusion is similar to active networking [33], althoughthe domainis quite different. DataSpace

providedgeographicrouting[21], but not tiedwith attributes.

In sensornetworks, Piconetprovided a fairly staticsystemwith devices,concentrators,andhosts[4]. SPIN evaluates

severalvariantsof �ooding for wirelesssensornetworks[19], andINS designedanamingsystemfor Internet-basedhosts[1].

Neitherexploitedin-network processing.COUGARadopteddatabase-like approachto sensornetworks[6] andinspiredour

approachto nestedqueries.

7 Conclusion

Wehavedescribeddirecteddiffusion,adata-centricapproachto informationdisseminationfor sensornetworks.Building on

apublish/subscribeAPI andattribute-basednaming,thediffusionprimitivessupportafamily of routingalgorithmsoptimized

for differentapplications.Filterssupportin-network processingto allow applicationsto manipulatedataasit �o ws through

thenetwork.
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