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ABSTRACT

MIRAGE: A Model for
Latency in Communication

Author: Joseph Dean Touch

Supervisor: David J. Farber

Mirage is an abstract model for the design and analysis of high speed wide area network (WAN)
protocols. It examines the effects of latency on communication, and indicates that information separation is
the distinguishing characteristic of gigabit WANSs. Existing protocols will exhibit performance failures due
to an inability to accommodate imprecision in the remote state. The name Mirage denotes the difficulty
with latent communication, namely nodes never really “see” each other precisely; rather, they work with
(and around) the mirages which high speed and fixed latency conjure before them.

This dissertation describes the Mirage abstract model as an extended finite state machine that
accommodates imprecision through the use of multiple simultaneous states and state space volume
transformations. We introduce guarded messages, to accommodate nondeterministic data streams, and
communicability, the upper bound on communication, given fixed latency and state predictability. Mirage
demonstrates how excess bandwidth can be used to accommodate latency, and shows the bounds on latency
constrained communication. Supplemental discussions includes consider Mirage as an extension of
Shannon’s communication theory, and compare it to physics analogs.

Mirage was applied to the Network Time Protocol (NTP), to demonstrate its use and exemplify its
abstract components. We show the equivalence between variation in state space imprecision and variation
in transmission latency. Several ‘optional’ components of the NTP specification are shown to be required,
and layering is violated in permitting sender anticipation.

To show the model’s advantages, Mirage was applied to processor - memory interaction as a
protocol, calling the result u—Net (MicroNet). Using anticipation, we develop a novel interface which
achieves a hit rate equivalent to that of a 50K byte cache, using 400 bytes of storage. u—Net complements
conventional cache techniques, especially where communication latency is the limiting factor in code
execution, and where excess communication bandwidth is available. Dynamic traces measured the latency

accommodation possible by the various implementation versions.
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PREFACE

The following is a section description of this dissertation. It includes the chapters,
as well as the appendices. The appendices are auxilliary discussions or digressions, which
are intended to indicate all discussions applicable to this work, regardless of development

status.

Chapter 1 — Introduction

The introduction defines the problems that Mirage addresses. The original goal was
to address anticipated protocol degradation in gigabit networks. We conclude that
existing protocols would fail only in gigabit wide area networks, and that fixed latency is
the real problem to be addressed. The protocol model developed addresses issues of
latency in communication, where latency is fixed and known, and remote state evolves

according to known state expansion functions.

Chapter 2 — The Mirage Model

The formal model based on state space subset transformations is presented. We
introduce guarded messages and communicability. The model defines communicability in
the presence of latency, and relates stability to communicability and the variability of a
remote state. A notation of these transformations based on set notation is presented in

Appendix E.

Chapter 3 — Prior Work

The discussion of prior work focuses on cybernetics and control theory, and abstract
models of communication, most notably Shannon’s theory of communication. Petri Nets,
finite state transition models, and temporal logic are also discussed. Other prior work
includes distributed systems and databases, especially common knowledge, quorum
consensus, and client/server models. Similar protocol methods include VMTP, XTP,
NetBlt, virtual clocks, flow protocols, Delta-t, URP, and TP++.
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Chapter 4 — A Mirage of the Network Time Protocol

We apply the Mirage model to an existing protocol, the Network Time Protocol, to
demonstrate the modeling method and exemplify Mirage’s abstract components. This
includes demonstrating the isomorphism between variability in state precision and
variability in transmission latency, thus extending the domain where Mirage applies. We
conclude that several ‘optional’ components of NTP are required for modeling, and thus
should be required in the protocol, e.g., the logical clock and peer dispersion and data

filter algorithms.

Chapter 5 — p—Net

NTP was insufficient to model the unconventional aspects of Mirage, notably those
which address latency compensation. We use the Mirage model to develop a processor-
memory interface which anticipates opcode memory requests. This interface, called
u-Net (MicroNet), extends the conventional memory interface and is compatible with
(and complementary to) a processor opcode cache. There are various degrees of
implementation of u—Net, whose complexity increases as anticipation handles larger
subsets of opcodes. u—Net reduces access latency across the interface, through the use of

local storage and (in some cases) higher bandwidth requirements on memory.

Chapter 6 — pu-Net under a u-Scope

Detailed measurements of opcode executions on a SPARC CPU indicate the
effectiveness of the u-Net designs. These measurements also specify the design
parameters and describe the feasibility of the various implementations. For example,
anticipating only fixed-jump and recursion opcodes achieves a predictive success rate
equivalent to that of a 50K byte cache, with only 100 addresses (i.e., 400 bytes) of
storage, with similar memory access load. The measurement tool, u—Scope, is described

in Appendix H.

Chapter 7 — Conclusions

Our goal was to design a model for latency in communication. One initial
conclusion was that communication implies latency, and is defined as the sharing of state
between temporally separated entities. Mirage has interesting properties in itself and

elicits a novel view of existing protocols (NTP) and domains where telecommunication
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protocols are not normally applied (u-Net). Future work includes a more formal
comparison to Shannon's work (Appendix A), elaboration of the TreeStack data structure

(Appendix G), and a complete implementation of u—Net.

Chapter 8 — Bibliography

List of references.

Appendix A — Mirage & Shannon

Mirage can also be considered a temporal extension to Shannon’s communication
theory. In Shannon’s work, encoding trades error for latency. Mirage demonstrates a
complement of this theory, trading latency for imprecision in state (error). This is a
discussion of the ways in which Mirage is an extension to Shannon’s theory, and the

ways in which it is a complement to it.

Appendix B — Mirage & Physics

Mirage is based on principles from thermodynamics, statistical physics, General
Relativity, and quantum physics. This is a discussion of some similarities noticed while

designing the model.

Appendix C — Upper bound

In the Mirage model, both discrete and continuous equations for communicability
were presented. This is a proof that the continuous equation is indeed an upper bound on

the continuous equation, as claimed in Chapter 2.
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Appendix D — The Liouville Theorem

The thermodynamic analogs in Mirage indicate an apparent violation of the
Liouville Theorem, which restricts the extent to which state can vary over time. Here we
explain how information and the open system of Mirage permit such an apparent

contradiction.

Appendix E — Mirage in Set Notation

Mirage is described as an extension to state transition models, based on a notation
of finite state subset transformations. Bounds are described, based on these equations and

existing properties of communication.

Appendix F — Mirage & Petri Nets

Mirage is described as an extension to state transition models, but can be considered
in terms of extensions to other models as well. We applied the Mirage principles to timed
Petri Nets, and show the Petri Net transformations and equivalences of interesting

components of our model.

Appendix G — The TreeStack

The TreeStack data structure is described in detail, as are the mechanisms for
transformations required in the implementation of the Converger and Diverger
components of the Code Pump of u—Net (Chapter 5). The TreeStack manages a state
space that permits multiple alternates and state space recursion simultaneously. It also
reduces to a simple stack if recursion is prohibited, and to a simple tree if multiple

alternates are prohibited.

Appendix H — p—Scope Methods

Examining the feasibility of implementations and specification of the expected
speedup required detailed dynamic opcode execution measurements, which were not
possible using existing tools, such as PIXIE or SPIXTOOLS. u—Scope (MicroScope) was
developed to make the required measurements on existing compiled code, with an

execution speed between 3x and 7x slower than unmeasured code.



PREFACE XXViil

In Retrospect

Part of the evaluation of the work should include a description of the changes that
would have been considered, had the conclusions been known from the beginning. As a
note of comparison, this dissertation does not substantially differ from the dissertation
proposal.

We initially intended to examine flow protocols in addition to NTP and u-Net, but
decided that such an analysis would not assist in the description of the components of
Mirage. Future research may focus on analyses of these protocols.

The u-Net research was originally intended to be an investigation into the Mirage
model implications on distributed shared memory. We chose processor-memory
interaction instead, noting that processor I/O requirements are large enough to require
gigabit bandwidths. Conversion of processors to optical pin-outs increases the available
bandwidth, but also increases the access latency across the inter-chip boundary, due to
the cascaded parallel-serial / serial-parallel conversions. Conventional caching collapses
in high latency situations because the cache may be off chip and would incur the same
conversion latencies as regular memory. Focusing on distributed shared code memory
also permitted the description of temporal transformations sufficient to facilitate
communicability. This focus indicates that Harvard architectures may be better suited to
anticipation than arbitrary architectures, especially those that permit self-modifying code.

Finally, we note that the u-Net research results have implications on distributed
shared memory, in suggesting similar mechanisms for proactive distributed shared

memory. Future investigations may also examine these implications.
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CHAPTER 1

Introduction

Mirage is an abstract model for the design and analysis of protocols, for application
in high latency domains. The model is an extension of a finite state machine that
represents states as sets, rather than as single values. Each node of the network expresses
local state by a single point in state space and remote state (the state of a remote node) as
a set of possible states.

The model constrains the state space imprecision (i.e., set size), based on the
amount of information in transit. It also specifies conditions of stability of a system (i.e.,
permitting controlled interaction) given the latency and communication bandwidth
available.

This is a description of the abstract Mirage model using streams of information and
an extended state transition model. The model is applied to the Network Time Protocol
[Mi89a], to illustrate the abstract concepts of the model, and as an example of protocol
analysis using the model. Mirage is also applied to protocol design, using the domain of

processor-memory interaction as a protocol paradigm.
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1.1. Background

This dissertation represents a departure from the conventional studies of high speed
protocols. An explanation of its origins and evolution into an abstract model may thus be
useful.

Various documents and individuals claim that [Gr87], [Ra87], [Po88], [Mi90a],
[Pa90a], [Pa90b]:

Protocols will fail at gigabit speeds, requiring clean-sheet approach.
This statement implies that existing protocols will ‘fail” due to improper design, and

that a revolutionary approach will succeed, whereas evolutionary ones will not. Several

questions arise from this pronouncement:

Why will they fail? What is so special about these speeds?

How will they fail? What does failure mean?

Failure here is a performance issue. Failure is usually considered a correctness
issue, but if a protocol must achieve a certain level of throughput to be correct, then
performance is a correctness criterion [St88]. The protocol fails to achieve a required
level of performance, given the capability of the channel. There are other questions to

consider:

When do protocols fail? At what speeds will this become a problem?

Assuming a failure exists, can it be avoided?

Latency, rather than speed, is the real issue. Latency remains constant as
communication speeds increase. The result is an increase in the number of bits in transit,

i.e., bit latency, between communicating entities; bit latency is information separation.
Nodes are not separated in space; they are separated in information.
Two networks that have the same information separation, yet different operating

speeds and spatial distances, can be considered equivalent. The following question

remains:

What makes high speed protocols different from low speed protocols?
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Nothing has changed except technology. An isomorphism exists between high
speed LANs and low speed WANSs; thus newer (faster LAN) networks can use older
(slower WAN) protocols. Using this isomorphism, experimental networks without high
bit latency can yield methodologies that will not apply to WANS. This has not yet been a
problem, because the bit latency in WANs was not large if compared to node buffer size
(we will address this later).

A protocol cannot differentiate the relative spatial scales of LANs and WANS,

provided the corresponding transmission rates yield identical bit latencies. Alternately:

Is a protocol affected by the speed at which it runs?

No, except for implementation considerations'. A protocol is affected only by the
amount of data in transit; absolute speed has no other affect. Latency is the real issue, that
is as bits in transit (bit-latency), rather than in units of time or space alone. Bit-latency is
the unit measure of information separation.

This discourse leads to one final question:

How can a protocol be characterized to address these questions?

Protocols are often viewed as Petri Nets or finite state machines (FSMs). These
models are awkward and inadequate if bit-latency is the determining characteristic.
Mirage extends the FSM model to incorporate imprecision of state, thus modeling the
effects of latency.

Furthermore, current paradigms (i.e., the ISO stack) model the design structure
rather than the design space of protocols. Many protocols are designed by
implementation alone. Considering the space of all protocols, only arbitrary points in the
space (i.e., instances) are being examined. Each axis of this space is a continuum with
tradeoffs.

This space needs to be characterized, but not just for testing existing protocols; the
space could suggest new protocols, as new combinations of characteristics of existing
protocols. The characteristics of this space of all protocols is inferred by existing
instances, but the space has not been well defined. Before examining the characteristics

of such a space, there are remaining questions:

ISuch implementation issues can be considerable, but are not substantial. In other

words, such issues require attention, but not necessarily new methodologies.



Chapter 1 INTRODUCTION 4

Is there a space of all possible protocols?

Is there a way of examining part of this space in a useful way?

This dissertation provides a way to look at protocols, a model with which to test,
design, and measure protocols, i.e., to examine this space in a more general fashion. We

will show the following:

1) That existing protocols can exhibit low channel utilization in high bit-latency
domains.

2) The advantages to modeling the endpoints of the link, rather than the
channel itself.

3) Why the sender should anticipate the receiver.
4) How this results in a tradeoff between error and bit-latency.

5) Why achieving increased channel utilization necessitates avoiding layered
protocols, i.e., why we need to look inside packets.

6) There is a limit to how well we can get around things, which is a function of:

variability in the receiver state
bit-latency
power of the sender to accommodate this variability

a
b
c
d) ability of the channel to accommodate this variability

~—_ — — —

We have made two other assumptions here!, that all protocols exhibit performance
failures with high information separation because they are similar, and new protocols can
exist which do not fail. To understand the reasons for this claim, and to begin to answer

the questions above, we need to start at the beginning:

What /s a protocol?

IThe other assumptions to this point are that bit-latency is the central issue, and that

LAN, MAN, and WAN networks are distinguished primarily by physical scale (i.e., not
topology).
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1.2. What is a protocol?

The term communication is not very easy to define with existing texts. Canonical
course textbooks are not helpful; [Ta88] doesn’t define it, nor does [Sh63] or [Be87]. A

particularly bad example is:
“data transmission” [Ha88a]
This implies that communication is ‘sending bits across a distance.” Although
accurate, this doesn’t explain much. Reference texts define communication as:
“exchange of information for the purpose of cooperative action” [St87]
This definition implies that computers have no internal communication.

Furthermore, cooperative action is not strictly required; ‘Byzantine generals’ exhibit

uncooperative communication [Pe80]. Another reference lists:
“transmission of information from one point to another” [Ja84]
This definition doesn’t clarify communication either. English lexicography defines
communication as:

“a process by which meanings are exchanged between individuals through a
common system of symbols” [Go86]

“the imparting, conveying, or exchange of ideas, knowledge, information” [Si89]
These definitions are more descriptive, but not as general as we desire. Original
texts in communication theory define communication as:
“all procedures by which one (entity) can affect another” [Sh63]
This is general, but the term ‘procedures’ is undefined.
We define communication here as:

COMMUNICATION: logically shared state among entities which do not physically
share state [To90a]

Sharing of state provides all the earlier definition characteristics as consequences.
The separation of the parties is specified by the distinction between logical and physical

sharing of state. Logical separation is an abstraction, used in programming languages
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(environment scope), whereas physical separation requires temporal separation, which
cannot be abstracted away.
Now that we have arrived at our definition of communication, we are prepared to

define a protocol. Again, a particularly bad example is:

“rules and conventions used in a layer-N to layer-N communication, or a set of
rules governing the format and meaning of the frames, packets, or messages that
are exchanged by the peer entities within a layer” [Ta88]

A better definition incorporates the notion of a protocol as a mechanism that

facilitates communication:

“a set of rules formulated to control the exchange of data between two
communicating parties” [Ha88a]

The more general definition is:

“agreement between two peer entities on the means of communication” [Sh63]

We prefer the following definition:

PROTOCOL: a method for maintaining shared state among information
separated entities[To90a]

We define communication as shared state, so that two parties communicate only if
they agree on some shared information. Conventionally this state is considered external
to the entities (i.e., it is referred to as the state of the channel) , as in Shannon’s theory of
communication [Sh63]. The shared state is a portion of the total state of each entity, so
the receiver shares the communicated component of the sender’s state. A protocol is a
mechanism for maintaining shared state. Because shared state is the basis for
communication as we define it, a protocol is thus a method for providing communication.

We make no assumptions about the communicating parties; communication is the
abstract process of two entities sharing state. We assume only that communicating
entities are necessarily separated in time or space; actually, separation in time is our only
criterion, because separation in space implies separation in time!. If two entities are not
separated in time, they are not distinct to the point of requiring communication.

Communication is required if a separation of time exists. Bandwidth is the

capacity to transfer encodings across this separation [Sh63]. Latency measures the

IGiven a separation in space, we define the separation in time as the minimum time
required for interaction, which is the time it takes information to traverse the spatial

separation.
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separation; if the latency is zero, there is no separation. Also, because physical separation

implies logical separation, we can more generally define communication as:

COMMUNICATION: logically shared state among information separated entities

We make no assumptions about the state of an entity (i.e., a node), nor about the
state that is shared. A state can be as little as the shared status of a protocol (i.e., current
window number, current connection information, etc.), or as much as the contents of an
entire file transferred. With as little as one bit of shared state maintained by a protocol,

communication is possible (e.g., by an alternating bit protocol).

1.2.1. Communication as state concurrence

Our definition of ‘communication’ is referred to elsewhere in the literature as
‘connection management’, or the shared state which governs the transfer of data. We treat
transferred data as the important component of the shared state, rather than “that which
shared state facilitates.” A protocol is a mechanism or method for maintaining
communication, so what we call a ‘protocol’ others call ‘communication’.

Algorithms and protocols are distinguished by information separation; an algorithm
does not include interaction between agents separated by information distance'. An
algorithm that spans an information partition is conventionally called ‘distributed,” and
requires an underlying mechanism for communication among its components, thus
distinguishing between the algorithm part and the communication part [Be87]. On an

individual node, an protocol is implemented by an algorithm.

1.3. The need for a new model

One characteristic of gigabit wide-area networks that differentiates them from their
slower or more proximal counterparts is the unprecedented amount of latent data (‘in the
pipe’). We believe that fixed latency (forced by physics), combined with increasing data
transmission rates, will result in network inefficiencies as bandwidth and network sizes

scale, due to the performance failure of existing protocols [Mi90a], [Pa90b], [Pa90a]. The

IAn algorithm using procedure calls is not a protocol, unless the procedure calls are
remote (separated in time from the algorithm). The global variables and passed

arguments restrict the scope visible to a procedure, but do not imply a time lag.
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Mirage model describes the conditions of this performance failure and helps determine
the relevant issues in designing protocols for these new domains.

The name Mirage denotes the difficulty with high-speed, wide-area network
protocols, in that by the time requested information arrives, it may no longer be accurate.
Nodes in a high-speed network never really “see” each other precisely; rather, they work
with (and around) the mirages which high speed and fixed latency conjure before them.

The predicted performance failure of current protocols in the gigabit wide-area
domain has been used to justify the search for new protocol implementations. Most of
these efforts focus on the complexity of existing implementations and executing these
protocols at gigabit rates, seeking simpler protocols or more efficient implementations
(e.g., XTP [Ch88a], NetBlt [CI87], VMTP [Ch88b]). Instead, we seek to understand the
distinguishing characteristic(s) of gigabit, wide-area networks, so protocols developed
with this model will work in these domains by design, rather than accommodation.

This research is based on some analogies from physics. Communication theory
already incorporates physics analogs, most notably that between information and
negative entropy; here we investigate other analogies as well. The Mirage model, of state
space volume transformations and guarded messages, is an attempt to incorporate the
concept of imprecision evident in quantum models into communication protocol analysis.

We need to determine the salient feature of gigabit, wide-area networks that may
prevent existing protocols from operating efficiently. The primary problem is that latency
does not scale with speed increases, causing conventional protocols to decrease effective
channel utilization, because many of these protocols were designed for file transfer based
on sliding-window flow control (e.g., TCP [Po81a], NetBlt [CI87]). We expect channel
utilization to drop as latency increases because existing protocols will not be able to
predict the amount of data sufficient to fill the round trip delay at these rates. We will
suggest a model where data prediction permits indeterminism, where the round trip time
is used to send sets of potentially useful data, rather than only data that was explicitly
requested.

The Mirage model describes the effects of latency on communication, permitting
the analysis of gigabit wide area network protocols, and showing how increased
performance can be achieved. Mirage accounts for latency, but also includes
conventional domains as degenerate cases where latency is assumed to be insignificant.

One cause for the deterioration of efficiency in existing protocols is that they use a
point model of communication, based on Shannon’s communication theory [Sh63]. This
theory accounts for channel error by sequence encoding; higher channel errors requiring

encoding over longer sequences. The result is a tradeoff between error and the latency of
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encoding. Mirage proposes a view where latency can be tolerated by accepting
information imprecision (a measured form of error). Information about remote nodes,
formerly precise points in state space, become imprecise volumes in state space. Mirage
defines communication operations as transformations of these state space volumes, and

incorporates the effects of time in these transformations.

1.4. What has changed?

In assessing the requirements of our new model, we first examine the distinguishing
characteristics of the model’s domain. Some suggest that existing protocols and protocol
models will become inefficient as communication rates increase to gigabit rates [Mi90a],
[Pa90a]. There are implementation challenges in scaling protocol processing rate and host
bandwidth to accommodate the increased network speeds, but transmission latency does
not scale, and cannot as directly be compensated.

In high speed protocols, an ‘increase in latency’ is usually named as the problem,
although latency is a constant. For protocol operation, the important characteristic is
information distance, or how many bits separate two communicating entities (bandwidth
* delay product). We first show how a gigabit LAN is equivalent to a 400 Kilobit WAN,
provided that we treat time as relative rather than absolute.

Changes in communication rates are equivalent to certain changes in scale.
Increasing the bit rate foreshortens the bit length as it travels the wire (Figures 1.1, 1.2).
Because bits travel at a constant speed, this allows more bits to be in transit at a given

time.

prop. speed

' Node A —t »| NodeB '

bit len

node separation

FIGURE 1.1

Network rate

prop. speed
Node A [ »| NodeB
bit len

node separation
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FIGURE 1.2

Increased rate as bit foreshortening

The foreshortening of bits is isomorphic to the original bits traveling faster, over a
correspondingly longer distance (Figure 1.3). In this latter view, “stepping on the gas”

moves the destination further away. Thus latency becomes a problem at high speeds;

latency remains constant to external viewers, but distances (and latency) grow in the

reference frame of the bit (i.e., ‘bit times’ to the destination)!.

prop. speed

' Node A p— »| NodeB '

bit len

node separation

FIGURE 1.3
Figure 1.1, as it appears to the bits in transit

Finally, there is no absolute time reference in these networks, because existing
protocols are independent of absolute time. There is no way to distinguish a protocol
running on a network from that same protocol running on a network that is 10x larger,
and whose data rate is 10x slower. A WAN (2500 miles) can be converted to a LAN (1
mile) by shrinking the network by 1/2500 and increasing the transmission rate
equivalently, resulting in the same scale in information distance (bits in the pipe). We can
treat a WAN running at 400 Kilobits as a LAN operating at a Gigabit, if we scale it
appropriately.

The processing in gigabit LANs is accommodated by a combination of faster
technology, increased parallelism, and more efficient algorithms2. A 400 Kilobit WAN
was supported by TCP by the early 1980°s (1.5 Megabits by 1985), when processor rates
were 5 MHz, 16 bits wide. By porting TCP to a very small LAN (two back-to-back
processors), on a CRAY Y-MP (167 MHz, 64 bits), technology provided an 130x
processor speedup (increased word size and clock rates), and improved processing and
limited implementations can support an additional factor of 15x speedup. The result is a

nearly 2,000x speedup using these technology advances and optimizations alone, so that

IThis is a relativistic analogy. Information separation space dilation as transmission
speed increases is analogous to time dilation as acceleration increases in General
Relativity.

2These are order of magnitude arguments only.
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the previous 400 Kilobit WAN protocols can be used in LANs at 800 Megabits (800
Megabit TCP has been implemented [Ni91])!.

Building gigabit LANs therefore is an issue of scaling processing speed (if
possible), not of changing protocol design, disregarding the difficult electronics
problems. Nothing has changed in that case, except the time scale relative to the distance
scale (propagation latency). Absolute transmission rates indicate little of the
characteristic of a network; information separation is a better measure of differences that
are not merely technological.

Assuming existing protocols work at current network speeds, MANs need to exceed
133 Gigabits per second, and LANs 2 Terabits per second, before either exhibits the
behavior of WANSs operating at 1 Gigabit per second (Figure 1.4). A gigabit LAN is
equivalent in this sense to a 400 Kbps WAN, where NCP operated -- it is no surprise that,
in this environment, very lightweight protocols based on single packet transfer suffice, as
they are the modern analog of NCP [Ca70]. Similarly, a gigabit MAN is equivalent to a
10 Mbps WAN, where TCP operates. This assumes that, in each case, we increase the
clock rate or processor width of the MAN or LAN to accommodate the change in scale.
In these cases, nothing has changed.

Figure 1.4 compares the characteristics of LANs, MANs, and WANs. We assume
that scale does not also imply topology. Network type is denoted by vertical gray areas,
indicating approximate network scale. The dashed horizontal denotes the gigabit
threshold. Actual rates are plotted as points (M), and equivalent rates are connected by
gray sloped lines. Latency determines rate equivalence; the slope indicates the contour
lines of equal latency, in information separation units (bit-latency, i.e., bandwidth * delay
product).

WAN speeds can be compared to those of equivalently bit-latent MANs and LANs
(Table 1.1).

ITest cases were limited to 64K byte ‘network’ packets, software loopback mode

(testing the TCP implementation only, with zero latency), 1.5M byte user packets.
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Network size and speed equivalences’
Year WAN Equiv. MAN | Equiv. LAN
(4,000 Km) (30 Km) (2 Km)
1970 56 Kbps 7.5 Mbps 112 Mbps
1986 1.5 Mbps 200 Mbps 3 Gbps
1990 45 Mbps 6 Gbps 90 Gbps
1995 ~150 Mbps? ~20 Gbps ~300 Gbps
2000 ~1 Gbps ~133 Gbps ~2 Tbps
TABLE 1.1

Network size and speed equivalences

12

So, what has changed by going to 1 Gigabit per second? In the LAN and MAN

cases, relatively nothing has changed. Only in the WAN case does speed cause a relative

IThis assumes that LAN, MAN, and WAN networks differ mainly by internodal

distance. There may be additional topological implications to these classes; they are not

considered here.

2This assumes that LAN, MAN, and WAN networks differ mainly by internodal

distance. There may be additional topological implications to these classes; they are not

considered here.

3‘~” indicates projected estimate.
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latency problem; there the bit latency exceeds that of any existing protocol domain, with
the possible exception of satellite networks. Unfortunately, satellite protocol models may
not be useful as WAN paradigms, because these assume topological constraints (central
routing and control) which do not apply in WANSs. The real change is the amount of
information separation, and it is by this measure that protocols can be characterized, as in
Figure 1.4.

The round trip data can be compared to the average size of the node computers in a
network!. Bit-latency had previously been 1-2 orders of magnitude smaller than the node
memory, whereas proposed wide-area gigabit networks will cause this gap to narrow

considerably (Figure 1.5, from estimates in Table 1.2).

100 M g T T T T T 3
10M 3
E Node Buffer Size _.-~~ E
1M E ’_/’—’/ E
) E ’/’ E
Bits C P ]
- ’/,’ .
100K k-~ 5
2 Bandwidth * Latency 3
i 40x ]
10K E E

1 K 1 1 1 1 1

1970 1975 1980 1985 1990 1995 2000
Year
NCP TCP ?
FIGURE 1.5

Node buffer size (memory) vs. information separation (bit -latency)

Year

Bandwidth

BW * Delay

Typical
Node

Node
Buffer Size

Required
Buffer Size

IAgain, these are order of magnitude arguments.
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1970 56 Kbit 1.7 Kbit PDP 11 64 Kbyte 51 Kbit
1980 -1 - VAX 1 Mbyte 800 Kbit
1986 1.5 Mbit 45 Kbit - - -

1990 45 Mbit 1.4 Mbit Sun 3/4 8 Mbyte 6.4 Mbit
1995 ~150 Mbit ~4.5 Mbit - ~20 Mbyte ~15 Mbit
2000 ~1 Gbit ~30 Mbit - ~64 Mbyte ~50 Mbit

TABLE 1.2

Network and node characteristics?

1.4.1. Change in the use of memory

The use of buffer memory has also changed with the advent of high speed
protocols. Buffer memory permits restoring altered message sequence within the
network, and temporarily archives data for lost message retransmission. In high speed
protocols, where latency is large compared to the transmitted information, buffers permit
the protocol to both ‘run ahead’ and to amortize control effort over large chunks of data.

These uses of buffers by protocols assume that communication exists to facilitate
file transfers. We are expecting a change in the use of the channel, where file transfer is
superseded by interactive communication. In this realm, buffers cannot be used by the
protocol to accommodate latency, because the protocol can no longer ‘run ahead’ in
sending data. The data will no longer be a linear stream of packets, so the protocol cannot
anticipate the data to fill the buffers, and the channel utilization plummets.

Large buffers need to be used for more than just linear sequences of data. We

extend their use to accommodate sets of data, where only one item of the set is used. In

1“-* indicates ‘no value’.

2Bandwidth*delay values are based on a 30ms speed-of-light propagation across the
continental United States; buffer sizes are based on 1/10 * node buffer size, converted to
bits.

3Bandwidth*delay values are based on a 30ms speed-of-light propagation across the
continental United States; buffer sizes are based on 1/10 * node buffer size, converted to
bits.
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this way, branching in the data stream, i.e., imprecision in the protocol, can be used to
increase the utilization of the channel.

The notion of a ‘channel with imprecision’ will be further elaborated when the
Mirage model is described. At this point, it is sufficient to have shown the need for a new
model, one that accommodates latency in a natural way, rather than as an extension of an

existing model.

1.5. Model goals

We have several goals for this protocol model. Before discussing them, we should
first outline our assumptions. We assume a network with no topological or routing
restrictions, and where the bit-latency is high compared to the streams of data which are
communicated. Current gigabit WANSs (were one to exist) satisfy these conditions, where
communication is dominated by tightly coupled interaction of the components of the
network.

We introduce a model where the tradeoff between error and bit-latency can be
expressed. We will trade imprecision for latency, so that constraints on the
communication can be used to increase the utilization of the channel and more tightly
couple the communicating parties. We will also show the uses of the increased bandwidth
to compensate for the effects of latency, so that the detrimental effects of bit-latency
which are increased by high-speed channels can be reduced by that same high-speed. We

will also show the limitations of this compensation.

1.6. Preview

Mirage is an abstract model, which can be used to understand the issues in protocol
design, or can measure the implications of a specific design decision. We will investigate
these two roles of the model in two studies presented as part of this dissertation.

First, we look at the Network Time Protocol, and examine its operation using the
Mirage model. We show how Mirage can indicate important aspects of the protocol, and
new methods that are being proposed to augment the protocol.

We also apply the Mirage model to the domain of processor/memory interaction as
a communication protocol. We show how Mirage provides a fresh view of this

interaction, and indicates new solutions, to which the literature has only recently alluded.
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Further, Mirage shows ways to measure the various implementations indicated, from the
perspective of both channel utilization and design complexity.

We also include a description of the model as channel stream interactions, state
space transformations, and Petri Net equivalences (for those who find this more helpful).
The section on prior work has been restricted to discussions of predecessors to the
abstract model. Similar discussions on prior work in time protocols and

processor/memory interaction are included in their respective sections.



