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CHAPTER 2

The Mirage model

Mirage is an abdract modd tha describes latency in communication [To89],
[To90d, [To91g. The modd conssts of three components. a modd of node state, a
modd of time and communication as state trandormations and a set of congraints on
these trandormations

Themodd is designed to serve as a viewpoint for undestanding existing protocols
and for the development of new protocols. It is based on providing an abgract modd
agang which protocol ingances can be measured and compared. Prior work in protocol
design and andysis is based on an alchemy of examining particular protocols; this work
isdesigneal to providean initial framework for treating protocol research as a science.

Current research in gigabit wide area network protocols suggests a Qrlean sheetO
approach is indicated. The trandtion from evolutionay design to needed new
(revolutionay) protocols will provide a fresh oppotunity for introgection into the
mechanism of protocol modds. Before suggesting new protocol designs we consder
how the problem of communication has changed, and develop a new modd that
incorporates these changes from the start. Mirage is an attempt to characterize the
tradeoffs that emergein thenew domain of gigabit WANS.
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2.1. Assumptions

As communication rate increases, fixed latency increases the amountof information
in trandt beween interacting nodes. Increases in information sepaation alter the
assumptions of the limiting factor in communication. We have aready presented, in
Chapter 1, our definition of a protocol and communication. We also assume a donain
where latency islarge, relative to the bandwidth of communication.

2.1.1. Initial description of channel utilization

Initially, Mirage can be described in terms of channel utilization. This describes the
indeerminism of the modd and provides a real performance measure tha Mirage is
intended to enhance.

Information in the channd can be modded as a stream of data. In a transaction
protocol, this stream congsts of a single message, whereas, in a file trander protocol, it
congsts of a linear sequence of characters. A linear stream can be extended to
accommodde alternae possible streams; the stream of composte linear componentsis a
branching stream.

Branching streams are common in interactive systems, where initial data messages
indicate subsequent choices to be made by the receiver, which guides subsequent
messages. The stream can be represented by a tree structure, where the limbs represent
linear streams of data (similar to file trander), and the bifurcations indicate choices
amongaternate streams (to be made by the receiver).

This work assumes that the latency is large compared to the bandwidth, such that
thebandwidth dday produd islargerelative to the local storage available at nodesin the
network. For current neworks, this meansa bandwidth-dday produd in the order of tens
of megabytes.

A minimum dday beween paticipants in the protocol is also assumed, which in
mog cases is the propagaion dday. For mog equaions a fixed dday is assumed,
althoughwe show later (Chgpter 4) how avariable dday can be accommodaed.

To some extent, messages are assumed not to belog, or, if they are, retranamission
is required as in any existing protocol. We assume, as condudead earlier, tha the
limitations of existing protocols in this domain will be ther inability to predict
aufficiently enoughinformation to occupy the roundtrip latency. Findly, Mirage shows



Chapter 2 MIRAGE 19

how these limitations can be circumnavigated, given enough information about the
branching stream of daa. This has important implicationson the limitation of layeringin
protocols and abgractionin the layers of a protocol.

2.1.1.1. Phases

There have been three phases of nework protocol design (Figure 2.1). In the first
phase, chaacterized by the Network Control Protocol (NCP) [Ca70] (used in the
ARPANd at 56 Kbpg, the information sent is treated as an ungructured block of data
This method sufficed where the partitioning of the data served no pumpose; because NCP
assumes lossless, ordered tranamission, this was a reasonable design. NCP is a sufficient
modd for request/respons protocols.

Sliding window protocols, e.g., TCP (used in the Internet at rates of 56 Kbps45
Mbpg, extendel this view by partitioning the message stream into multiple blocks. The
patitioning can be thoughtof as a lookahead into a time-ordered list of NCP block
entities Bindividud bits in a block are assumed to belossess and ordered, but the block
unit may be log or resequenced as a whole. In NCP only one block is sent at a time,
whereas TCP looks multiple blocks ahead into the time-ordered list of NCP-like blocks.
This linear lookahead pemits TCP to accommodae latency (and introduees
resequencing problems due to multiple outstanding packets), provided the dday
assodated with either islimited to tha which can be accommodaed by thelookahead.

— ?
NCP TCP/IP ? ?
Uniform Linear Branched
FIGURE 2.1

Kinds of protocol lookahead / branching
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In the case of high bandwidth-dday produd, linear lookahead will beinaufficient to
Gill the pipeQwith information, and thusutilize the channd efficiently. Asthe network bit
rate increases, there is a point at which the data required by the receiving end cannot
deterministically be predicted and thus a TCP-like protocol will exhibit performance
failure. The time-ordered list of data blodks is limited to the amount of daa tha can be
deterministically predicted to be required at the recelving end. This is where Mirage
hdps by modding the portion beyond the linear lookehead as branching (the tree in
Figure 2.1). Mirage suggests trangmission not only what is known to be needed, but al'so
wha might be needed.

2.1.1.2. Channel utilization: linear case

We define the efficiency of a protocol to betheratio of communicated information
to the channd bandwidth (percent utilization of the channd). Protocols are maximally
efficient when the nodebuffer sizel is less than the bandwidth-dday produd (Equéaion
2.1). Theformulaislinear in the nunber of buffers, butinverse in the roundtrip time, so
increases in latency may have severe effects on channd efficiency [Ta88]. There is a
point at which the linear lookahead fails (i.e., cannot furthe anticipae the data stream
required by thereceiver), and utilization diminishes (Figure 2.2).
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(for agiven, fixed number of packet buffers)

FIGURE 2.2

Utilization as latency increases (linear lookahead)

INodebuffer sizeisdefined asthetota size of the state space of the communicating
entity.
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ﬁ— where R > B
Equation 2.1:  %util = #R
where R! B

whee B = numbe of buffersin diding window protocol
R = bandwidth * round_trip_time = buffers used in oneroundtrip

2.1.1.3. Channel utilization: sender-based anticipation

We will now demondrate how a branching stream can increase the utilization of a
channd in the presence of latency. Assuming tha such branching is characteristic of the
data stream being communicated, Mirage suggests a protocol tha is capable of
suppoting labding in the daa stream. We cal this labding guarded messages, which
will bedescribed in greater detail later in this chapter.

Guaded messages are labds on communication stream components, so tha the
sende can indicate the desired state of thereceiver for a given messageto be accepted. A
set of messages with suitable guads can permit branching in communication stream.
Branching of the stream permits the sende to @un aheadOof a known (single) receiver
state, into a set of receiver states, accommodaing latency in theresolution of that state.

2.1.1.3.1. An example for illustration- the turtle

Congder a turtle moving on a two-dimensond map. The turtle moves at 5 spaces
per minute. A message that directs the turtle takes 1 secondto send (bandwidth), and the
messages take 1 second for ddivery (latency). In this case, traditiond request/response
communication suffices to direct theturtle and confineit to within 1 space.

If the messages are ddivered with highe latency (e.g., 50 seconds ~1 minute), or
take less time to send (20 millisecondg, the turtle cannot be confined so precisely. The
latency implies an error of at least 5 spacesin theturtle@ location.

Guarded messages permit use of the Qossible messages in transitO before
knowledge of the receiver@ state is known. At most 50 messages can be sent in the
latency. We send 1 message labded with each of 50 points aroundthe last known turtle
location. Each message redirects the turtle to the desired god of the communication,
given each possible current turtle location.

Note tha in this case, guaded messages accommodae the imprecision inducd by
latency, since an error of spaces of movement indicates an area of 50 spaces in a two-
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dimensond gridt. Unfortunaely, guads consume communication bandwidth, so tha less
than 50 messages are possible in the given latency. Furthe condraint of the turtle®3
movement would be required to guaantee tha a message would be received at each
possible location. These constraints necessitate grouping locations(coarse partitioning of
theturtle® location space), or restricting the turtle@® movement so that less than 50 spaces
are possible. These will bediscussed later in this chapter as well.

2.1.1.3.2. Branching streams utilization

In branching streams, only pat of the anticipaed stream is actudly used at the
receiver. The revised channd utilization formula mug account for the differences
between sent data (multiple streams) and utilized data (a single stream). For channd
utilization to inarease, two forms of prediction are necessary B predict enoughdaa to
send, and enaure the utilization of enoughof the predicted data.

If communication is limited to the linear portion of the predicted daa, channd
utilization will decrease as the latency increases (as before, in Figure 2.2). As latency
increases, there is a point at which the amount of linear lookehead is insufficient to
occupy the channd during the round trip time. In current protocols, as bandwidth
increases theare is often inaufficient buffer space to accommodae furthe linear
lookehead. As buffer space increases (i.e., as memory becomes cheape and larger buffers
can be accommodaed), this will cease to be a primary issue the linear portion will, at
some point, no longe suffice to fill the buffers. The problem is a failure to predict which
data stream to send, after an initial period of success. The lack of buffer spaceis a short
term issue; in the longe term, we expect the indderminism of the data stream to
doninate the problem.

A simple modd of the indderminism of the data stream following some linear
prefix assumes tha the branching stream has finite branch degree (branching factor) and
finite linearity before branching recurs (limb length, to extend the Greedandogy).
Membes of a branch are assumed to be isopotent, which we define to mean
Onformation redundant.O Redundancy usualy refers to duplicate data used to protect
agang corruption. Isopoency indicates tha members of a set affect the nodesimilarly,
and tha only onemember of the set has any effect.

1f theturtle can move 5 spaces, then it can move 3 spaces left and 2 spaces up on
thegrid, for example. Thetota areais 10 by 10 onthediagond, or 50 possible spaces.
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For an example of isopoency, consde the set of messages tha directs a turtle to
the center of a grid withoutits knowing tha god (thisis arelative of the earlier turtle of
Section 2.1.1.3.1.). Assume tha the turtle can deermineits own grid position, it goes 5
grid unitsin a unit time, and messages are ddayed by 2 units of time. Theturtle enters the
grid from the north-west, at some distance.

The message Qo south-eastOcan be sent for some time, but only untl theturtle is
within 10 units of the center. Any fixed messages sent can be incorrect in thar
assumption of theturtle@® current postion. Ingtead, sets of messages are sent, guarded (in
Dijkstra@ sense of guaded commands [Di76]) for each quadrant of the area aroundthe
center. These messages condrain the turtle to smaller and smaller areas, where it findly
rests on the center. The messages are distind, but the set of messages togehe has the
same ne effect, of directing theturtle towardsthecenter of thegrid. Thisisisopotency.

Stated another way, the remote nodeis in some known set of states. The guads
partition this set, and a message affects only the states within its indicated partition. After
the set of messages has been received, the remote nodeis in some other set of states (the
union of the origind partitions trandormed by the messages), regardless of the origind
state. The guads all have the same effect (i.e., are isopoent) B ensuring subsequent
membership in this set, even thoughthe messages are distinct.

Channd utilization is defined here as the percent usable messages per unit time,
where al messages are of uniform length, time units are nomalized at one message per
unit time, both branch degree (D) and limb length (L) are fixed and finite, and tha the
branch alternates are equiprobable. The modd for the exact formula of channd utilization
accommodaing branching is described here, unde these assumptions

The branching stream forms a tree, where the trunk represents the linear lookehead,
the branch degree is the tree degree, and the limb length is the distance in messages
between levels (Figure 2.3). The set of messages used by the receiver are the sum of the
linear lookehead (all of which are used by the receiver), the numbe of full tree levels
(because one pah throughthese levels must be useful), and the probability of utilizing
thenunmber of leaves at thelast, patialy unfilled level (Equaion 2.2).

P+ L* full _tree_depth + extra_leaves * prob_leaves
rtt

Equation 2.2: %util =
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A Partial Level
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Full Tree Levels

Linear Prefix

FIGURE 2.3

Tree levels

In agiven roundtrip time (rtt), the sent messages indudethelinear prefix (P), some
numbe of messages corresponding to the filled tree levels (full_tree_depth), and some
remainde of leaf messages at the last level (extra_leaves) (Eg. 2.3). The numbe of
messages in thefilled tree levels requires knowledge of the branch degree of thetree (D)
and thelimb length (L). Using this and the identity of a summation of a power (Eq. 2.4),
Eq. 2.3 can berewritten as Eg. 2.5. Eq. 2.5) can be solved for full_tree_depth (EQ. 2.6).

full _tree_depth

Equation 2.3: number_sent=rtt=P+ | D' *L+extra_leaves
i=1

whee P = linear lookahead length
L = limb length (number of messages between branchingg
D = branch degree (used in later equaionsfor full_tree_depth, etc.)
rtt = roundtrip time

oo o x*(x"" 1
(-t

Equation 2.4: -
i=1 x"1

D *(Dfull_tree_depth! 1)
D!l

*L +extra_ leaves

Equation 2.5: number_sent =P +
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: $(re#t P)*(D#1) '+
Equation : = "% +
quation 2.6:  full _tree_ depth = tree_dept, Tlog 008/.0 D + 1% H

“(rue! P)*(D!'1) ¥
where tree_depth = |ogD§(m L)* D( )+1|&

Similarly, the number of leaves remaining in the patially filled level can be
represented (Eg. 2.7), and usng the identities in Eqs 2.8, 2.9 and the notation of
Gractiond patOin Eq. 2.10) amore simplified overall utilization formulais derived (Eq.
2.11).

D* (Dfull_tree_depth [ 1)
D!1

full_tree_depth
D R |

(rtt ! P)! * L

Equation 2.7: extra_leaves* prob_leaves =

D * (Dfull_tree! depthx DF[tree_deptf] | 1)* L
D!'1

Equation 2.8: rtt! L=

DF[treeideptPj l 1*

Equation 2.9: extra_leaves* prob_leaves = o7 1

Equation 2.10: F[x]= x! "x#

1
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Latency (in packet times)
(fixed linear prefix, finite branching)

FIGURE 2.4
Utilization of branching lookahead (P=5, D=2, L=4)
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F tree_depth| #1

D#1

*

L+ L*1tree_depth" +
Equation 2.11: %outil =

rtt

P +tree_depth* L
rtt

Equation 2.12: %util =

Equaion 2.11is adiscontinuouscurve (Figure 2.4, Exact). The uppe boundof this
curve uses tree-level inits origind (continuoug form, rather than its discontinuousfloor
fundion (Eqg. 2.12, Figure 2.4, Uppe Bound) (see aso Appendix C). Compaing the
linear stream curve to the branching stream exact curve and branching stream uppe
bound, a utilization inaease is shown, due to anticipaion of receiver requests which
branching stream aternates permit. The utilization of the channd, relative to usng linear
lookehead only, increases without bound(logaithmically) (Figure 2.5). The decrease in
channd utilization is dueto indagerminism in the data; the channd is full of daa, but not
al the daa sent is actudly ussful. For a given limb length and branch degree, thisis an
uppe boundon channd utilization, given limited prediction capability (i.e., limited to the
linear lookehead).

Channel 25+%
Utilization
(relative to

linear |ookahead) al

151

Z0 40 &0 20 100
Latency (in packet times)
(fixed linear prefix, finite branching)

FIGURE 2.5

Channel utilization (relative to Inear) (P=5,D=2,L=4)
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2.1.2. Conclusions of the branching model

The previous discussion describes how a branching stream modd of
communication can permit increased utilization of the channd in the presence of latency.
Branching streams presented thus far are a smple modd in which a state space evolves
according to static, context independent rules. A more complete modd indudes context
sengtivity, so that thebranching and limb lengths are irregular; this modd is provided by
Miragein Section 2.2. of this chapter.

In the case where branching is regular and context independent, the channd
utilization increases logaithmicaly with an increase in its bit-latency. These results are
verified in a real example in Chapter 5, in which this modd is applied to processor-
memory interaction as a communication protocol. Measurements indicating the real
values of the branching and limb Iengths are presented in Chapter 6, in theandysis of the
feasibility of theimplementation of the designssuggested by this application of Mirage@
prinaples.

Before proceeding, some tests can be doneto verify the reality of the branching
stream modd. These indude tests of the limiting cases, i.e., conddering the bounday
conditionsof the equaions

2.1.3. Some reality checks

Given the above modd for a channd with imprecision, consde the characteristics
of these formulae as various paameters are taken to ther limits. These limiting
characterizationsshould match ther real-world counerparts.

As limb lengths increase, the indgerminism of the receiver is pogponal at each
decision. There isless indderminism in the stream (Figure 2.6), and thuscommunication
holds to the limb paths longe. For example, on the first branch, as the arm length
increases, the utilization approaches 1/branch-degree, because utilization is dominated by
thefirst choice in the branching stream. In the case where branching is binary, the limit of
theutilization as the branch lengths approach infinity is 50%

A linear stream exhibits deerminism during the linearity, and complete
indeterminism thereafter; an infinite [imb length stream has alinear portion followed by a
single branch point. The communication after the branch point dominaes the channd
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utilization, and the branching never recurs, both dueto the extreme length of thelimb. In
other words a linear stream exhibits no choices (complete determinism), whereas a
branching stream with an infinite limb length exhibits one choice among brandh-degree
aternates.

1.0
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| . — infinity
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FIGURE 2.6

Utilization vs. branch arm length (geometric)

As the branch degree increases, utilization approaches the linear stream case
(Figure 2.7). Sendea anticipaion is inceased when behavior of the receiver is
predictable, i.e., when the branch degree is minimal. A larger branch degree represents
mode indeerminism in the branching stream. As the branch degree approaches infinity,
thelinear stream case results, because alinear stream congsts of a fixed linear lookehead
followed by infinite indgerminism, i.e., no prediction of data subsequent to the known
lookahead.
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FIGURE 2.7

Utilization vs. branch degree (geometric)
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A conventiond TCP-like stream is the result of a limb length or branch degree of
zero, (i.e., no tree beyond the linear lookehead), where the utilization is 1 whenever the
buffers can accommodae theroundtrip latency vialinear lookahead.

These examinations are the effect of varying limb length and branch degree, and
congder the consequences in the resulting channed utilization. Limb length and branch
degree are characterigtics of the communication stream, determined by the naure of the
communication and the protocol facilitating that communication. They represent the
indeeerminism in the communication, and are modded by discrete finite indgerminism
increases (branching degree) recurring at known intervals (limb length).

2.1.4. Some common sense

Channd utilization has been discussed, aong with a method tha accommodaes
data stream imprecision (i.e., multiple possible daa streams) alowing a highe channd
utilization than conventiond linear streams. We bdieve tha existing protocols will
exhibit performance failures in gigabit WANs because the linear lookehead will be
insufficient to occupy the channd during theroundtrip time.

Before discussing the particulars of the Mirage modd, and how these bifurcating
streams are accommodaed within it, some common sense rules of protocols should be
mentioned. These are commonly known congraints, but which are rarely induded in
protocol modds.

A remote nodewith a highly fluctuating state requires a highe bandwidth or lower
bit-latency to communicate effectively, because its requests are more unpredictable.
Making pre-existing rules that restrict the fluctuaion is the only way to overcome this
limitation. We live with these rules dally. A human parent requires a high bandwidth and
low bit-latency channd to his infant child, because there are very few assumptionsthat
the parent can make about the safety of the child. Low latency is provided by proximity
to the child. The child represents the highly fluctuaing remote node with respect to the
paent.

As the child is moved away from the parent, either the condraints increase (via the
addition of a gsitter to theinfant) or the bandwidth increases (e.g., via a nursery monitor).
A nearby infant is not attended to as intensgly as a monitor, because the increase in
latency (time before paental intervention is possible) necessitates an increased
anticipaion of imprecison. A nearby crying baby is often ignored in the short term,
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because the low latency (proximity to the parent and low time until the parent can attend
the child) permits the parent to pogponeaction until absolutely required. A crying baby
in the next room causes the parent to act on each cry, in anticipaion of a more serious
event, which would require more time to act upon.

The same parent may talk to his child once a week when the child is in college
because by tha time there is sufficient knowledge of condraints in the child. Known
fluctuaion congraints pemit a relaxation of thelatency limitations'.

A gigabit WAN has too much information in trangt to manage Additiond
condraints are required which describe how the stream branches (bifurcates) and which
denote redundancy in the branches, in order to permit effective communication at high
bandwidths The system needsto be sufficiently predictable to utilize the bandwidth, but
not so predictable that communication is obviated. The Mirage Modd provides measures
for beng Opredictable enough®O

2.2. The Mirage model

The abdract Mirage modd is based on representing remote nodes as volumes in
state space where daa tranamission and reception, as well as time evolution, are modded
as trandormationson those subgace volumes. State space volumes represent imprecision
in state, i.e., thevolume is the subgpace tha containsthe set of possible states.

Inherent in the Mirage modd is the notion of measurable latency. Shannon®modd
of a communication channd [Sh63] can be extended by induding latency measurements
(Figure 2.8). Latency is assumed to be either congant or predictable (effectively
computable). Flow in the Shannonmodd is described as the motion of a volume along a
communication pipe and latency is the length of tha pipe As such, incorporation of
latency into the modd reveals a spaia aspect to the formerly topogaphic Shannon
modd?2.

1Experience of my advisor, David J. Farber, suggests tha these congraints may
require failure compensation mechanisms, or at least a meta-communication that
negotiates and monitors such condraints.

2Further discussion of the relationship between Mirage and Shannon®modd, along
with abrief discussion of thelatter, appearsin Appendix A
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FIGURE 2.8

Mirage communication channel

The Mirage modd describes communication among similar components of a
network, called nodes. These nodes are separated by some minimum time lag, and
throughsome maximum bandwidth communication channd; this separation characterizes
the nework for our pumposes. The minimum time lag is representative of speed-of-light
signd propagdion dday, and the maximum bandwidth is representative of physcal
limitationson signd power per unit time. The nodes consist of some finite information
storage here the connectivity among the nodes and algorithmic power of each nodeis
congdered inconequential to this preliminary andysis.

2.2.1. More definitions

Thebasis for this protocol modd beginswith state space trandormations extended
to accountfor latency. This can be consdered an extenson of the FSM modd, but with
some exceptions

Firgt, FSMs usudly describe a system in state space, whereas Mirage uses the
powerset of this space. State spaces permit only a single value for each dimenson in
space, i.e., they accommodae only an individud point in the space. Mirage uses sets of
these points, or volumes (ensembles, in either case) to describe the indeerminism of the
knowledgeof daain aremote node

Mirage modds the nondeerministic opeation of a remote FSM, jug as a
deterministic finite automaton (DFA) modds a nondderministic finite automaton (NFA).
A DFA sate represents a set of states in the NFA, jus as a Mirage state volume
represents a set of states of a remote node Mirage permits these volumes to vary,
whereas the DFA modd of an NFA fixes the state sets when themodd is computed.

Mirage provides a way to describe a Turing machine system with explicit
indeeerminism and information ddays. Traditiond temporal extensonsto FSMs describe
the time boundsbeween trangtion trandormations by describing the length of the time
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arcsin thetrangtion sequence. Mirageis concerned with the number of simultaneousarcs
in thetrangtion (i.e., the number of possible FSMs of the remote node), and so describes
thetrangtion as afundion of time, nottime as afunction of thetrangtion.

Mirage uses state space volumes as they are used to describe error correcting codes,
because error induced by latency is similar to that caused by true corruption of the data.
These andogs to NFA-to-DFA trandormations to error correcting codes, and to
tempora FSMs are all described in further detail as prior work in Chapter 3.

Because Mirage uses state space volumes to describethe possible states of aremote
node a set-based description of Mirage is mog direct. This description is elaborated in
Appendix E. Another example of its description in terms of Petri Nets is provided in
Appendix F. The Mirage modd is more genera than either of these examples, i.e,, it
represents amodd of which set notation and Petri Nets are indances.

Condde a set of nodes in the nework. These nodes are consdered completely
connected, each par connected with a finite maximum communication bandwidth and a
finite minimum communication dday. Nodes possess finite storage. This storageis used
both to denote the node3 dedicated local storage and perceptionsof the storage of remote
nodes. Thelocal state of anodeisthelocal component of its storage.

One nodehas a perception of another (remote) node which represents a subset of
the possible states of the remote node A node® view of the network consists of its own
local state and the set of perceptions of the other nodes in the network. Mutudly
recursive knowledge is permitted, provided tha the recursion is boundel and finite, as
required by the fixed size of local storage at each node

2.2.2. A description of the model

Like every good modd, Mirage has some govening princples. Some of these can
be consdered axiomatic, i.e., self-evident truths used as the basis of the modd Some are
tends, i.e., bdiefs common to a group (the nework research community), but as yet
unproven. Some are thesis statements, to be proven by this discusson. The common
thread among these statements is tha they are generaly bdieved, but to date no modd
existed in which thear truth could be debated. Mirage presents such amodd. As such, we
beieve the mog appropriate labd is @Genet® The following are a few we think are
important.
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TENET 1: Communication is logical information synchrony among information
separated entities

TENET 2: A protocol is a mechanism for maintaining communication

TENET 3: Information separated entities are separated in time*space, in units
of pending-information

TENET 4: Bandwidth-delay product is a measure of information separation

When the system begins each node is modded as a point in state space, a paticular
individud state. As the system progresses, this single state evolves into a set of states.
Which of these states exactly describes the remote nodeis notknown; it is known tha the
state of the remote nodeis in this set. Thusfrom theinitial individud point, volumes in
state space result corresponding to the set of possible states of anode

N

/

FIGURE 2.9

Shannon!s model: states are points, transformations move points.

In Shannon®modd [Sh63, information about remote nodes is modded as a point
in state space, and any operationsthat affect this information trandate the point in space
(Figure 2.9).. In Mirage, a remote nodeis modded as a volume in state space, where
opeaationsbecome trandormationsof tha space. Volume before thetrandorm is denoted
by athin outiine volume after thetrangorm is denoted by gray shading, and the action of
the message or time is denoted by the thick outine. Time expandsthe volume of a space,
tranamission yields the union of the origind volume (thin outline) with the trandormed

1In Shannon® modd, the receiver gets a single message, and back-calculates the
state of the sende (i.e, wha was sent) from this. The god is to degermine from a
sequence of messages, the exact states of the sende. The sende does not modd the
receiver.
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copy (thick outling), and reception collapses the volume to a sub-volume (Figure 2.10).
These trandormations are deived from the progression of time and the action of
messages, as they leave the originaing nodeand as they arrive at the destination. These
are further discussed bd ow.

Transmit Recelve Time

FIGURE 2.10

Visualization of state space volume transformations

2.2.2.1. Time

Time is modded by the expanson of the state space volume. A node3 loca state
does not grow in volume over time, because there is no imprecision in loca state
information, i.e., a node knows itself. The perceptions of remote nodes become less
precise over time; it is thisimprecision which thetime trandormation modds.

Loca state volumes cannotexpand over time, because this would imply a violation
of the Liouville thermodynanmic theorem. The theorem indicates tha local state spacesin
physca systems cannotexpand. This is not an issue here, because local state remains a
point modd; only remote state expands and the theorem does not apply to perceptions
(see Appendix D).

The trandormation of a remote nod&3 representation over a time interval is
represented by a fundion tha describes the known boundson the variation of state space
evolution ove time. The extent to which the remote nodeis correctly modded depends
on the precision of this fundion, which is characterized by the amount of state space
expandon pe unit time, a form of induaed entropy:. The imprecision describes the
difference between the node actud state and the perception of tha state. The entropy

1IThenotion tha state redudion and volume ratios are related to entropy is not new;
it has been discussed before, in [Sh63] and [Ha28].
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changeper unit time is a measure of the minimum bandwidth required to compensate for
the entropy change and can be boundel by theratio of the volumes of state imprecision
a the beginning and end of thetime interval. Formulae expressing these relationships are
described in Appendix E.

The computation fundion, which describes the evolution of the space over time as
viewed at a distance, is a combinaion of the remote space evolving over time and the
messages that it can receive ove tha time. Andysis of this fundion can be complex,
because al possible pemutations of messages and computing intervals mug be
accountd for. The computation fundion encodes known internd computation in the
remote node known boundson the information received by tha node and known
message emissionsfrom tha node(i.e., all known condraints onthe remote node.

In the case where the time trandormation is expressed by a probability dengty
fundion (pdf), the computation fundion reduces to a convolution of the entire set of
remote nodes over the set of probability dengty fundions(pdfs) of the trandormationsof
individud messages tha can be received and a time trandormation pdf. Thisredudionto
convolutionsrequires tha thetime trandormationistime invariant, i.e., it dgpendsonthe
interval of elapsed time, but notthe abolute time at which theinterval occurs.

2.2.2.2. Receive

Receiving information collapses the perception volume of a remote nodeto a
subgace of its former volume. Consde the case where a node receives daa from a
remote node Therecelved message affects part of the view that modds the source of the
message (the perception of the sende). There is a limit to the amount to which the
message can reduce the volume of the perception (on average), because the volume
redudion caused by the incoming information is boundel by the information content of
tha message, and because volume redudionis equivalent to redudion in entropy.

2.2.2.3. Transmit

Tranamitting messages expands the perception of a remote node3 state, similarly to
theexpansoninduced by time. Rather than accouning for thetempara trandormation of
theremote space, the messageitself causes the trandormation of the space. The expanded
space is logically OR@ with the entire origind space, because the message may be
received later, or log, and both cases mug be accounid for. The message affects a
node3 view by tranorming its perception of the remote nodeto which the message is
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sent. Agan, the information contained in the sent message is limited by the
trandormation it effects, in terms of relative volumes of state spaces indicated (i.e.,
entropy).

Log messages inarease the state space of the perception, which is collapsed either
when the state of the remote nodeindicates, or when the sende decides that the message
loss can beignored (i.e., atime-out tha forces perception collapse). The use of time-outs
to force collapse denotes the potential conflict with message loss assumption (i.e., tha the
reappearance of the message can cause an incongstency in the perception).

2.2.3. Implications of the model

Severa condraint conditionshave aready been presented, relating message effects
on state space volume transformationsand entropy limitations Other correctness criteria
have been presented relating received state to a subset of prior state. There are other
condraintsthat are implied by themodd, when further consdered.

2.2.3.1. Lag and stability

The Mirage trandormations can be consgdered with respect to stability. There are
two variationson the definition of control stability. Thefirst assumes tha the state space
reaches some fixed-point value i.e, tha it focuses on a specific point, within some
variation, and remains there. The second maintains tha the state space entropy is the
value tha becomes stable, i.e., tha the imprecision of remote information reaches some
fixed point, rather than thevaue of the state itself.

Consdder the system whose state space is A. Over time, the space evolves to AQ
whereas given communication (traditiondly feedback/feedforward), it would become A
(Figure 2.11). Stability is defined as A@being a subset of A (after some minimum timet)
(Eq. 2.13), whereas entropic stability is defined as the volume of A@beng smaller or the
same as thevolume of A (Eq. 2.14). Neither criterion applies to theunmntrolled state AO

Equation 2.13: § (Al" A)

#U>t

1Feedback stability commonly requires a minimum time lag, in orde tha the
requisite circularity of information and action exigts.
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Equation 2.14: § (|A'!| " W)

#1>t

-0 s

communication & At

FIGURE 2.11

Control space evolution

2.2.3.2. Communicability

We can now express the most important formulae in the description of Mirage that
definesthegod of themodd. The space of anodeconssts of a finite nunber points, so a
message could be sent, suitably guaded, for each point in this space. Assuming each
message is of arbitrary length, destinaion state space can be trandormed as precisely as
desired, guaanteeing either stability criterion.

The trick is to send messages tha are short enough, and to partition the space
coarsely, to send as few of these messages as paossible (each with a similarly brief guad),
otherwise therequired bandwidth would be unmanageable. The ultimate god is a suitably
efficient partition K (i.e., smalest nunber of component patitionsin K) tha satisfies
these bandwidth criteria, and tha ensures stability over al time frames beyond some
minimum (Eq. 2.15)%.

In Equdion 2.15, A denotes the state of the remote node(i.e., the perception to be
stably modded), K denotes the partition, A@denotes the perception thus stabilized, and
A:M denotes the state A as tranormed by the set of ddivered messages M. Thegod is
tha for al intervals larger than some minimum, the system is entropically stable. The
god also indudes enauring tha the smallest message set M be chosen, and tha the set of

1The number of components in the partition is the branch degree which alters the
graphs (Figure 2.7). The message length is related to the limb length mentioned before
and reflects the directed state path between branchings
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messages can be communicated in the time given. One message m is sent to each

component of the partition K.

Here we denote this condition as a predicate, called communicability. The predicate
holds where entropic stability is permitted by a given partition unde the given
communication bandwidth and latency parameters. This predicate can be used to specify
the bandwidth and latency for a given patition, or to goven the search for a minimal
partition, usng bandwidth or latency as ameasure.

(K - apartition of A's perception at B,

i.e., in a set of guarded messages M
Equation 2.15: Given: yt_. - latency

BW - bandwidth

NodeA is COMMUNICABLE fromnodeB if and only if:

% 1
& $ (JAa" |Al) where All = A M?)* and {IM|" BW*t, }
+

(#t>tmn

The condition undeg which such a partition exists, called communicability,
represents the ability to communicate sufficiently with a remote nodeso as to ensure its
stability, within the given bandwidth and latency criteria.

Stability need not be strictly guaranteed; in many cases, it is sufficient tha the
stability be highly probable. By assigning probabilities to each path in the state space
evolution, the expected entropy change rather than worst-case, can be congdered. In this
way datistica methods can be incorporated into the realization of the modd. The
volumes of state space become probability densty fundions (pdfs) in tha space. Set
opeaations on these volumes then become compostions of the pdfs. One case where
smilar gtatistica methods have aready proven useful is clock synchronization [Cr89];
thisisdiscussed in Chapter 4.

One important result of this description is that protocols which opeaate in high-
latency environments require sufficient constraints on control space evolution. The
stability of the system relies not only onthe messages sent, but on the existing congraints
of the computation fundion as well, because the state space is condrained by the
interaction between the two.
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The communicability formulais easiest to compute as atest. Given afixed latency,
does there exist a patitioning tha results in a set of messages tha can be sent during the
roundtrip time and tha result in stability in the perception of all remote spaces? If the
time trandormations of the remote nodes are sufficiently condrained, and if sufficient
bandwidth exists to overcome any remaining imprecision via controlling messages, then
theanswer is esO

Another way to view the situation is that error and lag are conjugae variables. A
communication system tha requires zero error thus requires infinite lag, to collect
arbitrarily precise information about a remote node before making a decision. A system
tha tolerates infinite error also tolerates zero lag Btheindant aquey is asked, areply is
given. Thelag can be zero, because the answer is alowed to be arbitrarily wrong

2.2.3.3. Guarded messages

Thusfar, the description of a protocol as a set of sate space trandormationsis very
similar to conventiond statistical communication theory. Rather than usng the state
gpace volumes merely to describe or andyze the protocol, Mirage uses guaded messages
to manipulate portionsof these volumes, as part of the control mechanism [T089.

Guaded messages are similar to guaded commands as used in programming
languayes [Di76]. Prior to executing a set of guarded commands the state of the machine
is within some set of states (the union of the states specified by the guads); afterwards
the state of the machine is within another set of states (the union of the states resulting
from each guaded command})..

Guarded commandsare used during programming to counter the uncertainty in the
machine state during execution of the program; guaded messages do the same for
communicating nodes. Guarded commands account for the latency beween coding and
execution (and uncertainties that arise in tha interval), whereas guaded messages do the
same for trangmission latency.

Guaded messages permit the trangmission of multiple sets of information to a
remote node(Figures 2.12, 2.13). The perception of the remote nodecan be a volume in
state space, SO messages can be sent that are labdled with variousregionsof tha volume.

1 See thediscussion onisopotency.
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The remote nodecompares its current local state! to thelabd of the incoming message,
and acts on thereceived information only if thetwo match.

J=0—@

FIGURE 2.12

Entire space affected by unguarded message

@ = 8,

2: data

G} 3.data

FIGURE 2.13

Guarded messages affecting partitions only

2.2.3.4. Isopotent sets

Isopoency describes a set of messages whaose actions are equivalent, albeat by
different actions on sepaate patitions of the state space. Guards differentiate the
component messages of an isopoient set, to partition the space as desired.

Thenotion of isopoency leads to the distinction between a physical messageand a
logical message A physca message is conveyed by the unguaded daa, whereas a
logica message is the message indicated by an isopoent set. |sopoency denoted the

1 A nodd3 loca state is known as a point in state space. The imprecision in the
perception of the state of a remote nodecauses the volume to beintroduced.
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single effect on the whole state space, as indicated by its component messages and their
corresponding guads Theunion of these actionsis thelogical message
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2.3. Discussion

There are several results to this abgract modd, which are the conequence of this
view of protocol modds. Mirageisamodd for achannd tha accounts for imprecisionin
the communication, as introducd by latency.

We a so have shown some formulae for the limitationsof the ways in which latency
can be accommodaed (communicability). Mog importantly, these formulae depend on
the ways in which the state space can be partitionad, which in turn degpendson semantic
information about the state space. The result is that protocol layering prohibits this
partitioning, by hiding the semantic structure of the space. Layering prevents the
effective partitioning of the state space, and thusprevents any accommodaion tha could
have occurred by sende-based anticipaion usnglogical messages.

2.3.1. A channel with imprecision

The concept of a channd with imprecision can be elaborated. The limitation of
exigting protocols in gigabit WANSs is dueto an increase in the bit-latency. Theincreased
amountof pending communication, i.e., information in the channd, requires modding to
permit channd utilization to inaease. Further, this modding can be peformed only
where prediction is possible, where the layering does not completely obscure some
structure of the time trangormation.

In Mirage the characteristics of the daa stream that are required in order to permit
sende-based anticipation can be specified. The linearities in the stream express sende
determinism, so tha, regardless of the information communicated in the data of the
stream, the sende knows which daa to emit. Branching allows indgerminism in the
sende, where the data sent depends on some unknown state of the receiver, permitting
context sengtivity of the daa stream.

Thecondusonistha thee are limitationsto the utilization of the channd, and that
these limitations can be overcome only if the internd structure of the data stream is
examined. The sende can predict the next required information only if it knows wha to
expect. If these expectationsare not fulfilled, round-trip dday pendties are incurred, in
order to resynchronize the sende to thereceiver® state.
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We note the imperfection of the simulation. Although the Holodeck was
successful in most details of the simulation, it lags when we strayed from the
expected.

- Star Trek, the Next Generation
Gruture ImperfectO

Some obgervationsindudethe equivalence beween infinite linearity and TCP-like
exiging protocols, and beween infinite branching and NCP-like request/response
protocols.

2.3.2. Looking into the structure of the stream

The structure of the stream can be described more completely in diagrams (Figures
2.14,2.15). In thefirst case, bit-foreshortening (via increasing the channd transmission
rate) causes the channd to be utilized less effectively. Theresult of the bit-foreshortening
is an inaease in the amount of the daa stream tha is Qooked intoO (fetched for
trangmission) during a roundtrip time. So long as this stream continues to be linear,
current protocols accommodae thelookahead (given sufficient buffer space).
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Stream lookahead
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Round trip time

FIGURE 2.14

Bit foreshortening and its effect on lookahead / utilization

In the second case, bifurcationsin the daa stream cause the channd utilization to
drop, because lookahead is permitted only untl the first branching. By permitting the
protocol to accommodae the branching, the remainde of the stream can be anticipated,
albdt less effectively than the initial linear portion. This is presented in more ddail in
Chapter 5, in the discussion of the processor architectural implications of the protocol
andysis of a processor-memory interaction.
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FIGURE 2.15

Bit foreshortening and branching effecting utilization

2.3.3. Implementations

Mirage is an abdract modd, usng state space set trandormationsto describe the
stream with imprecision. There are various ways to implement the modd, such tha the
implementations are equivalent to the abstract form. Some of these implementationsare
direct andogs of the abdract modd, suitably collapsed or condensed to permit their
realization. A more specific exampleisinvestigaed in alater chapter (Chapter 5).

2.3.3.1. Projections

The Mirage modd is based on state space trandormations so one obvious
implementation is the realization of a projection of the modd, where some dimensonsof
themodd areignored, or groupsof dimensonsare collapsed into one

The complete form of the modd incorporates not only sets of pointsin state space,
but also probabilities for each state. Where probabilities are not known, the worst case is
assumed, which in information theory is the case whee each posible sate is
equiprobable. Thisresultsin auniform distribution among members of the set.

Each point in the state space is assigned a probability, where omitted points (points
where the receiver® state cannot lie) have zero probability, so probability dendty
fundions can be used to express the distributions as a fundion of state value.
Trandormationsof the state space in Mirage are then mog completely expressed as pdf
trandormations which are the convolutionsof theindividud pdfs.
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These pdfs can be restricted to ease ther implementation. For example, the state
gpace volumes can belimited to be uniform and orthogoné, such tha the value of the pdf
(i.e., probability of the state space value being accurate) is independent in the dimensons
of the variables of the state space. This is equivaent to a rangevalue system, where we
can express the pdf as highlow vaues, between which the probability is uniform, and
outside of which the state cannot lie. The result is an implementation that tests only
boundsof the state space, rather than true likelihood. Such a system would be useful in
real-time systems, or fault-tolerant systems.

The pdf can also be replaced with an average/standad deviation par, but only
where the pdf is orthogon& and has an internd structure that is adequaely approximated
by these first order statistics. This is useful in @imingQprotocols, where boundaies are
not an issue but localization of a shaed vaue is, such is the case in clock
synchronization protocols.

2.3.3.2. Granularity

Another conequence of the Mirage modd is an acknowledgment of the desired
dichotomy between the state space of thereceiver and that same space as modeled in the
sende, for the purposes of controlling data anticipation.

The receiver has a state space tha is a fine patitioning of the state space, fine
enoughto express thelimit of the granularity of the space. Thefineness of the granularity
of this space is defined by the degree to which the receiver partitions (or does not
patition) it.

The sende'® view of the receiver is a more coarse partitioning of this space. The
coarseness of the granularity reflects the (eed to knowOprindple of this modd B the
sende modds the state of the receiver only so explicitly asit needsto, in order to pemit
effective use of the channd. From the equaions of stability and contol, a larger
granularity means tha fewer messages need to be sent to anticipae the partitionsof the
receiver@® state, which in turn alows the individual messages (to each component of the
patition)to belonge.

The result is a system in which the sender modds the receiver only to the extent
tha it mug in orde to send daa in anticipation, and the receiver completes the structure
of the partition down to the level of each state value The sendea needsto modd only so
far asto anticipae, but the receiver will use the sent data alongwith local information to
achieve thedesired computation.
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2.4. Insights

There are afew useful indghts from the investigaion of this abgract modd. There
are severa types of information in a system: direct, indirect, and a new kind, virtud.
Error and latency are related, as conjugaes. Finadly, entropy and communication have
been discussed in more abdract terms.

2.4.1. Kinds of information

In distributed systems, two kindsof information are usudly described: direct, and
indirect. Direct information is daa about another nodewhich tha nodeexplicitly sent.
Indirect information is inferred data, sometimes called @ommon knowledgePHas4],
[G088], which is information about another nodethat is inferred from globd condraints
and direct information from therest of the system. Indirect communication occurs when
we know a-priori that 3 of 5 nodes hold a copy of a single datum, and we have received 2
replies where the daum is absent; we can immediately condude from the globd
condraint and thereceived information tha theremaining 3 nodes contain the datum.

Mirage suggests another kind of communication, tha of virtud daa. Virtual
communication is not the result of any direct communication; it is the consequence of the
lack of communication over time, and some specific condraints aboutthe node®ot heard
fromO Virtud communication results from the time tranformation, i.e., how the state
gpace of theremote nodebehaves over time, unless otherwise heard from.

2.4.2. Error and latency as conjugates

Mirage indicates ways in which error and latency are conjugates. C. Shannonnoted
tha error could be reduced as small as desired by encoding information over a long
enoughsequence [Sh63]; the process of encoding inducaes a latency of the length of the
encoding sequence. Mirage shows how to reduce latency by anticipaion, with a
corresponding increase in the error of the percelved state of theremote node
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2.4.3. Entropy

When the state space volumes were described as corresponding to entropy, a set of
condraints was introdued, by andogy. If the log of the state volume is entropy, then all
the conventiond physcal condraints on entropy should apply.

For example, in phydca systems, entropy always increases. In this system, entropy
increases with time and with emitted messages (i.e., entropy increases in the sender when
it sends daa to the receiver). Mirage pemits the collapse of these volumes, when
information is received, contrary to traditiond physca laws (i.e., entropy decreases).
However, because dda is created in the nodes of a nework, as has been claimed in
biological systems[Ja55], the state space volume may reduce.

2.4.4. Constraints

There is an interaction between error, latency, communication, and the need for
condraints abouttheways in which thereceiver traverses the state space.

Time and space and thought aren't the separate things they appear to be.
These things are dangerous to say.

- Star Trek, the Next Generation
@Vhere no one has gone beforeO

2.4.5. Contrasts & comparisons

There are comparisons between the abgract Mirage modd and aspects of forward
error correction (FEC) FEC uses the same kinds of state space volumes, where the state
gpace is divided into equivalence classes, so tha when any point in the class is received,
the canonical member of the class is presumed to have been sent. Mirage uses what can
be condgdered a dynamically reconfiguring FEC scheme to communicate theremote state.

Mirage aso uses multiple possible messages, in the isopoent set. It explores the
state space in a breadth-first sequence (BFS), rather than depth first, as in conventiond
receiver-based anticipaion. The use of BFS technigques removes the need for sende
rollback, because all possible states are covered with thetraversal of each level of thetree
of possibilities of communication.
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Other anticipaory schemes sometimes use replication of multiple independent DFS
explorations in which the results are collected upon terminaion of each probe [Sm89].
Althoughthere are andogies to our method, Mirage relies specifically on the differences
which BFS affords specifically those removing the need for rollback. Further, there is a
difference in the chaacterization of the state space in these two methods [Sm89]
assumes oneof the DFS pahswill terminate before others, and that which pah is shortest
is not computable before the actud probing of the space. In Mirage the spece is
computable, with sufficient dday. Miragetries to ge&t aroundthe dday of communicating
exact state by permitting the states to be mere approximations

There are direct correspondences beween the way in which the receiver filters
messages according to guads, specifically related to the Universal Receiver Protocol
(URP) [Fr89] and the Knodkout switch [Ye87]. These similarities, as well as other prior
work, are discussed in Chagpter 3.

Findly, there is an interesting comparison between the implications of Mirage and
the selection of optimal buffer sizes in diding-window protocols. The optimum buffer
size for communication is the size of the round trip bandwidth-dday produd, and
inefficiendes result if the buffer size available is less than this produd, addressing the
TCP/diding-window protocol situaion. Mirage asks the question Qvha happens if the
buffer size indicated is negativeQ i.e, if the roundtrip time is much larger than the
maximum possible window (i.e., linear lookehead in the daa stream). In this case,
Mirage suggests an advantage



