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Why Decipherment?

ALGQa Fdzy yR O22f

I ancient languages

I secret societies
A Breaking codes was the first application of NL
A Intellectual root of NLP

I language models, legdds ratios, smoothing
i ASR and MT use "decoders"

A View foreign language as a code for English
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Decipherment Papers by A€ts
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(Rejected four times previously, but OK!)

A "Attacking Decipherment Problems Optimally with L@nder Ngram Models," (S. Ravi and K. Knig@typtologia2009
A "Probabilistic Methods for a Japanese Syllable Cipher," (S. Ravi and K. Knight), Proc200@POL,

A "A Statistical Model for Lost Language Decipherment," (B. SnydgayRiayand K. Knight), Proc. AQD1Q

A "An Exact A* Method for Deciphering Letubstitution Ciphers," (Eorlettand G. Penn), Proc. AQD1Q

A "Deciphering Foreign Language," (S. Ravi and K. Knight), Pro20ACL,

A "TheCopialeCipher," (K. Knight, Blegyesj and C. Schaefer), Proc. ACL BQGL,

A "Bayesian Inference for Zodiac and Other Homophonic Ciphers," (S. Ravi and K. Knight), R2O£1ACL,

A "What We Know About th¥oynichManuscript,” (S. Reddy and K. Knight), Proc.LA&CEC}2011

A "Simple Effective Decipherment via Combinatorial Optimization," (T-iiekgatrick and D. Klein), Proc. EMNI(R,1

A "Decoding Running Key Ciphers," (S. Reddy and K. Knight), Pr&0¥eCL,

A "Large Scale Decipherment for @ftDomain Machine Translation," (Q. Dou and K. Knight), Proc. ERIIP,

A "Deciphering Foreign Language by Combining Language Models and Context Vectdisfir(M.Mauser and H. Ney),
Proc. ACI12012

A "Decipherment Complexity i1 Substitution Ciphers," (Mduhn, and H. Ney), Proc. AQD13

A "Beam Search for Solving Substitution Ciphers,"Nthn, J.Schamperand H. Ney), Proc. AQD13

A "Scalable decipherment for machine translation via hash sampling," (S. Ravi), Pra&018CL,
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Outline

A Classical military/diplomatic ciphe(d5mins)
A Foreign language as a code (10 minsg)
A Automatic decipherment (55mins)
A Break (30 mins)
A Unsolved ciphers (40mins)
A Writing as a code for speech (20 minsg)
A Undecipheredwriting systems (15ming)
A Conclusions (15mins)
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Classical military/diplomatic ciphers

Letter Substitution Cipher

A Enciphermenkey:
PLAIN: ABCDEFGHIJKLMNOPQRSTUVWXYZ
CIPHER: PLOKMIJNUHBYGVTFCRDXESZAQW

A Plaintext: HELLO KITTY ...
A Ciphertext  NMYYT BUXXQ ...

AvySe A0asStFT R2SayQi OK
A What key, if applied to theiphertext would
yield sensible plaintext?




KDCY LQZKTLIKX CY MDBCYJQL: "TR

HYD FKXC, FQ MKX RLQQIQ HYDL

MKL DXCTW RDCDLQ JQMNKXTMB

PTBMYEQL K FKH CY LQZKTL TC."

KDCY LQZKTLJKX CY MDBCYJQL: "TR

HYD FKXC, FQ MKX RLQQIQ HYDL

MKL DXCTW RDCDLQ JQMNKXTMB

PTBMYEQL K FKH CY LQZKTL TC."
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KDCY LQZKTLJKX CY MDBCYJQL: "TR
HYD FKXC, FQ MKX RLQQIQ HYDL
MKL DXCTW RDCDLQ JQMNKXTMB

PTBMYEQL K FKH CY LQZKTL TC."

KDCY LQZKTLIKX CY MDBCYJQL: "TR
HYD FKXC, FQ MKX RLQQIQ HYDL
MKL DXCTW RDCDLQ JQMNKXTMB

PTBMYEQL K FKH CY LQZKTL TC."
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a a .a . .
KDCY LQZKTLIKX CY MDBCYJQL: "TR

..a .oa .. ..
HYD FKXC, FQ MKX RLQQIQ HYDL

a .. . .a
MKL DXCTW RDCDLQ JQMNKXTMB

a.a. .a
PTBMYEQL K FKH CY LQZKTL TC."
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a ea .a e .
KDCY LQZKTLIKX CY MDBCYJQL: "TR
a .ea. ee.e

HYD FKXC, FQ MKX RLQQIQ HYDL

a .. €e.e.a
MKL DXCTW RDCDLQ JQMNKXTMB

.€ a.a. e.a
PTBMYEQL K FKH CY LQZKTL TC."

RARY Qi'aeONB | G S

J3.

K 10 ###H## V
L 10 ##

M6 #

N1.

O

P1.

Q 10 ##HHH#HIH V
R3 .

S

T7 ###V

]

\%

w1l .

X5

Y 7 ##HHV
z2 .

8/12/2013



a e.ao.a .e o.
KDCY LQZKTLIKX CY MDBCYJQL: "TR
a .ea. ee.e

HYD FKXC, FQ MKX RLQQIQ HYDL

a 0.. e.e.ao0
MKL DXCTW RDCDLQ JQMNKXTMB

.0 .e a.a. e.ao o
PTBMYEQL K FKH CY LQZKTL TC."
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ao ea .a o 0.e :
KDCY LQZKTLIKX CY MDBCYJQL: "TR
.0.a .ea. ee.e .0

HYD FKXC, FQ MKX RLQQIQ HYDL

a .. €e.e.a
MKL DXCTW RDCDLQ JQMNKXTMB

o0.e a.a. O e.a
PTBMYEQL K FKH CY LQZKTL TC."
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ao rea ra 0 o.e f
KDCY LQZKTLIKX CY MDBCYJQL: "TR 4,
Ccs8
.0 .a .e a freeze .or D7 #
HYD FKXC, FQ MKX RLQQIQ HYDL G’
H 3
ar f re.e.a Y3
K 10 #HHH V
MKL DXCTW RDCDLQ JQMNKXTMB L 10 #
o.era.a. o rea r (:)i |
PTBMYEQL K FKH CY LQZKTL TC." Q 10 mY
'?7 Hi#H V
v
W1
X5
Y 6 ####V
zZ 2 .
ao rea r.a 0 0.e f
KDCY LQZKTLJKX CY MDBCYJQL: "TR oy
C
.0 .a .e a freeze .or g? #
HYD FKXC, FQ MKX RLQQIQ HYDL A
H3
ar f re.e.a iy
K 10 ##HHH#H V
MKL DXCTW RDCDLQ JQMNKXTMB L 10 %

oera.a. O rea r
PTBMYEQL K FKH CY LQZKTL TC."

frequent cipher letters: Q L K C D TAWY./X /
frequent English letters: etoanirgh / ./ /
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ano re.air.a no no.e if
KDCY LQZKTLJKX CY MDBCYJQL: "TR

.0 .an .e a freeze .or
HYD FKXC, FQ MKX RLQQIQ HYDL

ar ni.fnre.e.a [
MKL DXCTW RDCDLQ JQMNKXTMB

N o.era.a. no re.air in
PTBMYEQL K FKH CY LQZKTL TC."

frequent cipher letters: Q L K C D TMWY./X /
frequent English letters: etoanirgh / ./ /
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ato re.air.a to to.e if
KDCY LQZKTLJKX CY MDBCYJQL: "TR

.0 .at .e a freeze .or
HYD FKXC, FQ MKX RLQQIQ HYDL

ar ti .ftre.e.a [
MKL DXCTW RDCDLQ JQMNKXTMB

.i o.era.a.to re.air it
PTBMYEQL K FKH CY LQZKTL TC."

frequent cipher letters: QLK CD WYX/ / /
frequent English letters: etoanirgw’ / ./ //
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L 10 ##
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ato repair.a to to.e if
KDCY LQZKTLJKX CY MDBCYJQL: "TR

.0 .at .e a freeze .or
HYD FKXC, FQ MKX RLQQIQ HYDL

ar ti .ftre.e.a [
MKL DXCTW RDCDLQ JQMNKXTMB

.1 o.era.a.torepairit
PTBMYEQL K FKH CY LQZKTL TC."

frequent cipher letters: QLKCD TMNYX/ / /
frequent English letters: etoanirgw’ / ./ //
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auto repairman to customer: if
KDCY LQZKTLJKX CY MDBCYJQL: "TR

you wait we can freeze your
HYD FKXC, FQ MKX RLQQIQ HYDL

car until future mechanics
MKL DXCTW RDCDLQ JQMNKXTMB

discover a way to repair it
PTBMYEQL K FKH CY LQZKTL TC."
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L 10 ##
M6 #

N1.
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Pattern word dictionaries

KDCY LQZKTLIKXXY MDBCYJQL: "TR

abcdeafdg

HYD FKXi e MKX YDL

iredal

alienages abccdc

alienated o

alienates abcdefghijklm
MKL DXC amesies JCDLQ JC 22 KXTM.S gl

capricorn E?:t:zej consumptively

L s

healthily ché'ése lycanthropies

PTBMYECmpaia KH CY LCesses L TC." il

THGaUES dosses subordinately
liliziied WEETC unpredictably
injurious fleece

landslide fosses

octagonal freeze OR, NORWEGIAN!
oklahoman )

overboard terror filmprodusent
repairman tosses kurspamelding
sacristry tweeze publikasjoner
unrebuked wadded stylemarginpx
unsecured wheeze uproblematisk

Fundamental Questions

A How much English does a system need to
know to break a cipher?

A How long does the cipher need to be, to admi
a unique solution?

A How much computational effort is required to
decipher?

I YV R X

8/12/2013
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How to Make Things Harder?

A Homophonic cipher

i ciphertextvalues from 00 to 99 "2\"35{????;
AAA 02,14, 16, 22, 49, 51, 58, 90 B=U
ABA 04,76 C=&D
ACA 15,56, 71 D=l
ot E=Xf<"_1Z3
F=Q

T flattens outciphertextdistribution Gy ..
Aal OFLoXxé 06S02YS& unu pc wmn nnXé
T still deterministic in the deciphering direction
A Polyalphabeticiphers
I the secret key changes at each plaintext letter token
I e.g., rotate through 10 different keys

A Transposition ciphers

Cipher Types

A http://cryptogram.org/cipher_types.html
I documents ~70 types

AE.g., RUNNING KEY cipher
I key = agreedipon standard English text
I ciphertex{i) = [ plaintext) + keyi) ] mod 26
i effectively uses 26 substitution keys
I breakable!

I we search for a key and (resulting) plaintext that
are both natural language

8/12/2013
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How to Make Things Efficient?

A Mechanical encryption/decryption devices

GCANRBRO b[t ¢4081 9
Breaking the German Enigma Cipher

over the

radio: l
DFKWIFKS

A German
text A LWORISJID A text
KSUEI FKR &
input (intercepted ciphertext ) : DFKWI FKSLWORI SJ0C
output (plaintext): VASI

13



GCANERG bJ[ 19308408) 1 ¢
Breaking the German Enigma Cipher

Secret key=
initial rotor
ordering and
settings

Substitutionsystem

NA J

" : Reversible behavior
Substitution tablechanges

with every keystroke: NNNA JTEA NNN

-------
........

---------

NNNA JTE

Flattens outciphertext
letter distributions.

Breaking Enigma

cipher T proposed . = ’_)-
ot [ substthutlon —> plaintext —> |s it German?
guessed
key

8/12/2013
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Breaking Enigma

cipher proposed

. —> Isi ?
text plaintext Is it German

substitution ——>

t

guessed
key i

SHANNON TURING KULLBAC

Breaking Enigma

cipher proposed

h —> Isi ?
text plaintext Is it German?

> substitution ——>

|

I POLISH CIPHBRIREAU &
BLETCHLEY PARK

LOOK FOR ENIGMA

BOMBE SETTINGS THAT YIELD
PLAINTEXT PATTERN

b, %, ¥%Xb

_—
=
>
N

15



Breaking Enigma

cipher

proposed . > M
text plaintext SR

> substitution ——>

t

= 339 8%

T POLISH CIPHBRREAU &
BLETCHLEY PARK

LOOK FOR ENIGMA | \wINSTON
PLAINTEXT PATTERN
b- . % . %Xb

-
=
>
\

Enigma

A Mathematical breakthroughs:
T Logodds for weight of evidence [Good, Turin elegant,

i Smoothing with prior [Good, Turing] powerful,
: widely-applicable
T Information theory [Shannon] mathematics

A 1945: War ends

A 1973: Wartime Enigma decipherment leaked

A 1975: Last surplus Enigma given to developing countrie
A 1996: One Turing Enigma treatise declassified

A 2012: Another declassified (but have to go to England)

8/12/2013
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Turing Enigma Treatise
(akaNR 964, Box 201, RG 457, Bk KS t N2 T Q&

140pp (written sometime between 1939 and 1942)

One method is to try independently all the possible positions for the middle
wheel. We shall want to know the middle wheel couplings which are
consequences of these various assumptions. This can be done by setting up
inverse rods for the middle wheel. The rods are paired off according to
R.H.W. couplings, i.e. M.W. output. This has been done for the couflings

fx, epwhich arose in the DANZIGVON crib in Fig 55, assuming the red wheel
in the middle. The pairs in each column of this set up give possible M.W.
couplings. We have now to find out whether these couplings are possible.
Our procedure is rather different according as the U.K.W. does or does not
rotate. In the case that the U.K.W. does not rotate it will be sufficient to have
a Foss sheet (the rows and columns lettered preferably with the diagonal
alphabet) in which, in the RW square are entered the positions of the left
hand wheel at which the RW is one of the pairs in the L.H.W. outp
FfLKFOSG CA3 pmd ¢KAA A& 1Yy29¥%

-

Turing Enigma Treatise
(akaNR 964, Box 201, RG 457, Bk6a KS t N2 T Qa

140pp (written sometime between 1939 and 1942)

One method is to try independently all the possible positions for the middle
wheel. We shall want to know the middle wheel coup'inne rwhich ara
consequences of these various assumptions. This ce elegant; p
inverse rods for the middle wheel. The rods are paire POWerful

R.H.W. couplings, i.e. M.W. output. This has been do

fx, epwhich arose in the DANZIGVON crib inSBigassu Mathematics

in the middle. The pairs in each column of this set up give possible M.W.
couplings. We have now to find out whether these couplings are possible.
Our procedure is rather different according as the U.K.W. does or does not
rotate. In the case that the U.K.W. does not rotate it will be sufficient to have
a Foss sheet (the rows and columns lettered preferably with the diagonal
alphabet) in which, in the RW square are entered the positions of the left
hand wheel at which the RW is one of the pairs in the L.H.W. outp

alphabet Figld ¢KAa Aa (y2é6y & GKS W J

-

8/12/2013
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Turing Enigma Treatise
(akaNR 964, Box 201, RG 457, Bk KS t N2 T Q&

140pp (written sometime between 1939 and 1942)

One method is to try independently all the possible positions for the middle
wheel. We shall want to know the middle wheel coup'inne hich arn
consequences of these various assumptions. This ce ' o
inverse rods for the middle wheel. The rods are paire POWerful, warwinning
R.H.W. couplings, i.e. M.W. output. This has been do ’

fx, epwhich arose in the DANZIGVON crib in Fig 55, mMathematics 3
in the middle. The pairs in each column of this set up give possible M.W.
couplings. We have now to find out whether these couplings are possible.
Our procedure is rather different according as the U.K.W. does or does not
rotate. In the case that the U.K.W. does not rotate it will be sufficient to have
a Foss sheet (the rows and columns lettered preferably with the diagonal
alphabet) in which, in the RW square are entered the positions of the left
hand wheel at which the RW is one of the pairs in the L.H.W. outp
FfLKFOSG CA3 pmd ¢KAA A& 1Yy29¥%

-

Turing Enigma Treatise
(akaNR964, Box201, R&457, akah ¢ KS t N2 T Q&

140pp (written sometime betweerl939and 1942

One method is to try independently all the possible positions for the middle
wheel. We shall want to know the middle wheel coup'inne rwhich ara
consequences of these various assumptions. This ce g o
inverse rods for the middle wheel. The rods are paire POWerful, warwinning
R.H.W. couplings, i.e. M.W. output. This has been do ’

fx, epwhich arose in the DANZIGVON crib in Fig 55, Mathematics 3|
in the middle. The pairs in each column of this set up i/~ noceihla My,
couplings. We have now to find out whether these co T We worked this, ¢,
Our procedure is rather different according as the U.+ Nard on machine
rotate. In the case that the U.K.W. does not rotate it w franslation ... paye
a Foss sheet (the rows and columns lettered preferably with the diagonal
alphabet) in which, in the RW square are entered the positions of the left
hand wheel at which the RW is one of the pairs in the L.H.W. outp
FfLKF0SG CA3 pmMd ¢KAA Ad (Y26

8/12/2013
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Foreign language as a code

Alan Turing, on Thinking Machines

1nateat we propose to try and see what can be done with a 'bradn' which is more
or less without & body, providing st cost,organs of sight speech and hearing. We
are then faced with the problem of finding sultable branches of thought for the
waehine to sxercise it yowers in, Use following fiells appear to o= to have
saventastal~

(4) Viricos gosss e,r. chess, noughts sand crosses, brilge, pokar.

(41) The learming of langwages.

(141) Yranalation of languages.

(4v) Sryptogee’y.

(v) iatheatics.

of there (4., (iv), and % o lesser extent (141) and (v) are good In that they
reg dve little contuct with Whe outalde world,  7or laatarce in order that the
wchine ahould be able to play cheas it only organs seed te 'syes’ ospable of
eletiegaieiring e variove jorlilons oo & sjeclally nade board, snd womns for
wnowing 1t own woves, .athecatics abould (oeierally be restrictel to branthes
shere olsie > are not . uch used. OF the above jossible fields the lesrming of
ser cuugor would be the woel Lo tesadve, alnce (% s the 208t husan of these sctie
vities. Whis flele sce n hovever 0 Gu end rather too such on sanes orgens and
Incouotion w0 bs Ceanible.

®o fell of ery tocterhy will Jerhaps be the ost resarding. Jhere 1a &
re.ackably cloae jareilel detweca the yroblecs of the jhysieizt and those of the
cevptores, bar, e arrven o0 vhideh A wessege a enciphered corres onis o the less
ol the wilvuies, the Latarce tel wssuiws 5o the evidence awallible, the zeva for &
Gy M @ suzacy B0 T ortant comstants which luvs to be deter limd, e ocorres on-
Corem 40 ¢ofY weone, bul Uhe sublect catter of oryytopns ly i very veslly dealt
wish Jg ddaciwta rachinary, ' yeies not a0 casily, -

8/12/2013
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Alan Turing, on Thinking Machines

Inateat we propose to try and 9ee what can be done with a "bradn' which is more
or less wathout & body, providiag st cost,organs of sight speech wnd hearing. We
are then faced with the problem of finding sudtable Lrenches of thouzht fer the
wachine to sxeroise its yowers in, Ube following fiells sppear to m2 to have
saventastal-

(4) Viricos goses e,r. chess, noughts and crosses, brilge, pokar.
(41) The learming of langwages.

\i41) Yranslation of lengeages.

(4v) Sryptogee’y.

(v) satheatieos.

of there (4., (iv), and % « lesser extent (141 and (v) arw good in that they
reg dve little contect with Whe octalie world,  7or laatarce in order that the
wchine ahould be able o play chean it only organs seed te 'syes’ ospable of
sletiegaiering e variovs jorlilons om & sjeclally pale board, sndé wemns for
wnoeing its own woves, .athecatica alould (aoederally be restricted to bransthes
shere olzie s are not . uch used, OF the above jossible fields the lesmming of
s guugor woull Be Whe coel Lo tesadve, slnce (8 is the sost humen of thess sctie

vitles. Whis fMel ste a hovever & Tather oo such on SANSs OrTans ant
Inoountion %0 bs feanible.

o feld of ery,tosterhy will Jerhaps be the cost resarding. Jhere ia &
re.ackably close jarellel betweca the problecs of the jhysieizt and those of the
cevptoares, A, e arrlen o6 wihdeh 4 wessage ia enciphered corres onis to the less
ol the wilvuies, the Lataree tel wnsurws 50 the evidence awallible, the zera for &
Gey o @ szary %0 1| ortant constants shich luve to be deter.limd, e corresion-
Corem 10 vofy veone, bul the subject catter of oy toprs Iy S very ceslly lealt
wish Jg dlsciwta rachinany, ' yeies not a0 casily, ’

Alan Turing, on Thinking Machines

1nateat we propose to try and see what can be done with a 'bradn' which is more
or less without & body, providiag st cost,organs of sight speech and hearing. We
are then faced with the problem of finding sudtable Lrenches of thouzht fer the
waehine to sxercise it yowers in, Use following fiells appear to o= to have
saventastal~

(5) Viricos goasn e,r. chess, noughts and crosses, brilge, pokar.
(41) The leamming of langwages.

(141) Yranalation of lunguages.

(4v) Sryptogea’y.

(v) iatheatics.

of there (1., (iv), and % & lesser extent (141) and (v) arw goold In that they
reg dve little contect with Whe outalie world.  7or lastarce in order that the
wchine ahould be able to play cheas it only organs seed te 'syes’ ospable of
sletiegiering the variovs joulilons om & s;eclally nalle board, saé wemns for
wnonwing te own woves, .athecatics abould porederalily be restrictel to branshes
shere olsie > are not . uch used. OF the above jossible fields the lesrming of
a0 Jaugor would be the woel Lo tesaive, alncs It in the 108t husan of thess sctie
vities, Whis flele sce n houever 0 do end rather 100 such on Sanes Ormans and
Inoovntion 0 bs Ceanible.

o feld of ery,tocterhy will Jerhaps be the cost rwsarding. Jhere ia &
re.ackably cloae jarellel detweca the yroblecs of the jhysicizt and those of the
cevptores, bar, e arrven o0 vhideh A wessege a enciphered corres onis o the less
ol the wilvuies, the Latarce tel wssuiws 5o the evidence awallible, the zeva for &
Gay # @ suzary 80 1| ortant coastants shich luve to be deter.limd, e corresion-
Corew L0 ¢y Ueone, Lul U sdblect catter of oryptoprs ly is very vaslly lealt
wish Jg ddaciwta rachinary, ' yeies not a0 casily, .

8/12/2013
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Alan Turing, on Thinking Machines

1nateat we propose to try and see what can be done with & 'bradn' which is more
or less without & body, providiag st cost,organs of sight speech wnd hearing. We
are then faced with the problem of finding sudtable Lranches of thought fer the
wachine to sxeroise its yowers in, Ube following fiells sppear to n2 to have
saventastal-

(5) Viricos goses e,r. chess, noughts and crosses, brilge, pokar.
(41) The learming of langwages.
(141) Yranalation of lunguages.

(4v) Sryptoges;’y.

(v) satheatics.

aof these (4., (iv), and % o lesser exteat (141) and (v) are good In that they
reg dve little contect with Whe octalde world, 7o lnatarce in order that the
wchine ahould be able o play chean {ta only organs seed te 'syes’ ospable of
sletiegaiering e variovs jorlilons om & sjeclally pale board, andé wemns for
wnoeing fte own woves, .athecatics alould [oederally be restricted to bransthes
shere olzie s are not . uch used. OF the above jossible fields the lewmming of
ser o would be the woet Le tesadve, alnce I8 in the soet husan of thess sctie
vities. Whis flel sce n hovever (0 Gu,end rather too such on sanes orgens andt
Incouotion w0 bs (eanible.

Po feld of ery tostarhy will Jerhaps be the ost resarding. Jhere ia &
re.actably cloas jarellel detwecn the yroblecs of the (Sysicizt and those of the
cevptoree, bar,  Jhe arrien o6 vihdeh A wessage ia enciphered corres onis to the less
ol the wilvuies, the Lataree tel wnsurws 50 the evidence awallible, the zera for &
Gey w4 @ srary %0 1| ortant constants shich luve to be deter.limd, e corresson-
Corom L0 ¢ofY Geone, bul Uhe sublect catter of oryytopns ly is very veslly dealt
wisl dg lacawtn rachinaty, 3 yeies not a0 casily, .

Statistical Machine Translation

"When | look at an article in Russian, | say: this is
really written in English, but it has been coded in
some strange symbols. | will now proceed to
decode." -- Warren Weaver (1947)

| PSR Weaver saw a colleague decoding intercepts into
1 Turkish, without "knowing" Turkish.

X YlIé&oS | O02YLzi SN O
English without "knowing" English?

OUR HERO

8/12/2013
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Statistical Machine Translation

Hmm, every time he sees
"bancd, he either types

"pbank" or "bench"X o6 dzii
Re sees’bancodeX b Z
he always typeshank”,
neverb 6 Sy OK b X

Dy At

m o
/ —H—

Translated, parallel
documents

Parallel Corpus

12 English sentences in English and Spanish.

la. Garcia and associates . 7a. the clients and the associates are enemies .

1b. Garcia y asociados . 7b. los clients y los asociados son enemigos .

2a. Carlos Garcia has three associates . 8a. the company has three groups .

2b. Carlos Garcia tiene tres asociados . 8b. la empresa tiene tres grupos .

3a. his associates are not strong . 9a. its groups are in Europe .

3b. sus asociados no son fuertes . 9b. sus grupos estan en Europa .

4a. Garcia has a company also . 10a. the modern groups sell strong pharmaceuticals
4b. Garcia tambien tiene una empresa . 10b. los grupos modernos venden medicinas fuertes
5a. its clients are angry . 11a. the groups do not sell zenzanine .

5b. sus clientes estan enfadados . 11b. los grupos no venden zanzanina .

6a. the associates are also angry . 12a. the small groups are not modern .

6b. los asociados tambien estan enfadados . 12b. los grupos pequenos no son modernos .
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Parallel Corpus

12 English sentences in Centauri ardturan

1a. okvoon ororok sprok .

1b. atvoon bichat dat .

2a. okdrubel okvoon anok plok sprok .

2b. atdrubel atvoon pippat rrat dat .

3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. okvoon anok drok brok jok .

4b. atvoon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok olurp .

9b. totat nnat quat oloat-gtirp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .

CentauriArcturan

Your assignment, translate this to Arcturarfarok crrrok hihok yorok clok kantok eyurp

1a. okvoon ororok sprok .
1b. atvoon bichat dat .
2a. okdrubel okvoon anok plok sprok .

2b. atdrubel atvoon pippat rrat dat .

3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. okvoon anok drok brok jok .

4b. atvoon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok okurp .

9b. totat nnat quat oloat-gtirp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .
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CentauriArcturan

Your assignment, translate this to Arcturarfarok crrrok hihok yorok clok kantok egurp

la.

1b.
2a.

2b.

3a.

3b.
4a.

4b.
5a.

5b.
6a.

6b.

okvoon ororok sprok .

atvoon bichat dat .

okdrubel okvoon anok plok sprok .

atdrubel atvoon pippat rrat dat .

erok sprok izok hihok ghirok .

totat dat arrat vat hilat .
okvoon anok drok brok jok .

atvoon krat pippat sat lat .
wiwok farok izok stok .

totat jjat quat cat .
lalok sprok izok jok stok .

wat dat krat quat cat .

7a. lalokfarok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok okurp .

9b. totat nnat quat oloat-gtirp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .

CentauriArcturan

Your assignment, translate this to Arcturarfarok crrrok hihok yorok clok kantok eyurp

la.

1b.

2a.

2b.
3a.

3b.
4a.

4b.
5a.

5b.
6a.

6b.

okvoon ororok sprok .

atvoon bichat dat .

okdrubel okvoon anok plok sprok .

atdrubel atvoon pippat rrat dat .

erok sprok izok hihok ghirok .

totat dat arrat vat hilat .
okvoon anok drok brok jok .

atvoon krat pippat sat lat .
wiwokfarok izok stok .

totafjjat quat cat .
lalok sprok izok jok stok .

wat dat krat quat cat .

7a. lalokfarok ororok lalok sprok izok enemok .

7b. watjjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok okurp .

9b. totat nnat quat oloat-gtirp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .
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CentauriArcturan

Your assignment, translate this to Arcturanarok- hihok yorok clok kantok olurp

la.

1b.
2a.

2b.

3a.

3b.
4a.

4b.
5a.

5b.
6a.

6b.

okvoon ororok sprok .

atvoon bichat dat .

okdrubel okvoon anok plok sprok .

atdrubel atvoon pippat rrat dat .

erok sprok izok hihok ghirok .

totat dat arrat vat hilat .
okvoon anok drok brok jok .

atvoon krat pippat sat lat .
wiwokfarok izok stok .

totat jjat quat cat .
lalok sprok izok jok stok .

wat dat krat quat cat .

7a. lalokfarok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok okurp .

9b. totat nnat quat oloat-gtirp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nolcrrrok hihok yorok zanzanok .

??7?
11b. wat nnat arrat mat zanzanat .

12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .

CentauriArcturan

Your assignment, translate this to Arcturarfarok crrrok hihok yorok clok kantok okurp

la.

1b.

2a.

2b.
3a.

3b.
4a.

4b.
5a.

5b.
6a.

6b.

okvoon ororok sprok .

atvoon bichat dat .

okdrubel okvoon anok plok sprok .

atdrubel atvoon pippat rrat dat .

erok sprok izokihok ghirok .

totat dat arrat vat hilat .
okvoon anok drok brok jok .

atvoon krat pippat sat lat .
wiwok farok izok stok .

totat jjat quat cat .
lalok sprok izok jok stok .

wat dat krat quat cat .

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok okurp .

9b. totat nnat quat oloat-gtirp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrokihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izokihok mok .

12b. wat nnat forat arrat vat gat .
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CentauriArcturan

Your assignment, translate this to Arcturarfarok crrrok hihok yorok clok kantok okyurp

la.

1b.
2a.

2b.

3a.

3b.
4a.

4b.
5a.

5b.
6a.

6b.

okvoon ororok sprok .

atvoon bichat dat .

okdrubel okvoon anok plok sprok .

atdrubel atvoon pippat rrat dat .

erok sprok izokihok ghirok .

totat dat arrat vat hilat .
okvoon anok drok brok jok .

atvoon krat pippat sat lat .
wiwok farok izok stok .

totat jjat quat cat .
lalok sprok izok jok stok .

wat dat krat quat cat .

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok okurp .

9b. totat nnat quat oloat-gtirp .
10a. lalok mok nolyorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrokihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izokihok mok .

12b. wat nnat forat arrat vat gat .

CentauriArcturan

Your assignment, translate this to Arcturarfarok crrrok hihok yorok clok kantok okyurp

la.

1b.

2a.

2b.
3a.

3b.
4a.

4b.
5a.

5b.
6a.

6b.

okvoon ororok sprok .

atvoon bichat dat .

okdrubel okvoon anok plok sprok .

atdrubel atvoon pippat rrat dat .

erok sprok izok hihok ghirok .

totat dat arrat vat hilat .
okvoon anok drok brok jok .

atvoon krat pippat sat lat .
wiwok farok izok stok .

totat jjat quat cat .
lalok sprok izok jok stok .

wat dat krat quat cat .

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok olyurp .

9b. totat nnat quat oloat-gtirp .
10a. lalok mok nok yorok ghiro#lok .

10b. wat nnat gaéat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .

8/12/2013

26



CentauriArcturan

Your assignment, translate this to Arcturarfarok crrrok hinok yorok clok kantok okyurp

la.

1b.
2a.

2b.

3a.

3b.
4a.

4b.
5a.

5b.
6a.

6b.

okvoon ororok sprok .

atvoon bichat dat .

okdrubel okvoon anok plok sprok .

atdrubel atvoon pippat rrat dat .

erok sprok izok hihok ghirok .

totat dat arrat vat hilat .
okvoon anok drok brok jok .

atvoon krat pippat sat lat .
wiwok farok izok stok .

totat jjat quat cat .
lalok sprok izok jok stok .

wat dat krat quat cat .

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok olurp .
9b. totat nnat quat oloat-gtirp .
10a. lalok mok nok yorok ghiro&lok .
?2??
10b. wmn%
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .

CentauriArcturan

Your assignment, translate this to Arcturarfarok crrrok hihok yorok clok kantok okyurp

la.

1b.

2a.

2b.
3a.

3b.
4a.

4b.
5a.

5b.
6a.

6b.

okvoon ororok sprok .

atvoon bichat dat .

okdrubel okvoon anok plok sprok .

atdrubel atvoon pippat rrat dat .

erok sprok izok hihok ghirok .
/

totat dat arrat vat hilat .
okvoon anok drok brok jok .

atvoon krat pippat sat lat .
wiwok farok izok stok .

totat jjat quat cat .
lalok sprok izok jok stok .

wat dat krat quat cat .

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok okurp .

9b. totat nnat quat oloat-gtirp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .
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CentauriArcturan

Your assignment, translate this to Arcturarfarok crrrok hihok yorok clok kantok okyurp

la

1b.

2a.

2b.

3a.

3b

4b.
5a.

5b

6b.

. okvoon ororok sprok .

atvoon bichat dat .

okdrubel okvoon anok plok sprok .

atdrubel atvoon pippat rrat dat .

erok sprok izok hihok ghirok .
/

. totat dat arrat vat hilat .
4a.

okvoon anok drok brok jok .

atvoon krat pippat sat lat .
wiwok farok izok stok .

. totat jjat quat cat .
6a.

lalok sprok izok jok stok .

wat dat krat quat cat .

7a. lalok farok ororok lalok sprok izok enemok .

|/

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok okurp .

9b. totat nnat quat oloat-gtirp .

10a. lalok mok nok yorok ghirok clok .
.e** process of

10b. wat nhat gat mat bat hilat . elimination
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

— 7

12b. wat nnat forat arrat vat gat .

English/Albanian

Translation model

Learn Translation Knowledge from
Non-Parallel Text?

Parallel text

i
L
| |

English  Albanian
text text

NS

]
l

Translation model

Is this what Weaver had in mind?
280ttt 02YS ol 01

G2
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Automatic decipherment

Letter Substitution Cipher

ciphertextc

8/12/2013

29



Letter Substitution Cipher

» plaintext p

P(p)

Pc|p)
llkeyll

» Ciphertextc

Letter Substitution Cipher

plaintext samples,
unrelated tociphertext

» plaintext p

P(p)

Pc|p)
Key"

> ciphertextc

8/12/2013
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Letter Substitution Cipher

plaintext samples,
unrelated tociphertext

k

< .
Q?&?j’ — plaintext p

P(p)

Pc|p)
llkeyll

» Ciphertextc

Letter Substitution Cipher

< .
Q?SS:L — plaintext p

P(p)

Pc|p)

"key"

> ciphertextc

8/12/2013
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Letter Substitution Cipher

Find substitutiortable values
ciphertext ¢ that maximize
P(c) 2, P(p, ©)
I ,R(P) P(c|p)

= :
i plaintext p—s » ciphertextc

P(p) P(c|p)

ukeyu

Letter Substitution Cipher

Find substitutiortable values
ciphertext ¢ that maximize
P(c) 1, Pp, ©)
=1, P(p) P(c | p)

Q?&@g — plaintext p— «Sf‘j& — Ciphertextc

best guess
plaintext p

PO) 7P| p)
- ..keyu

DECODE

Find plaintext p that maximizes
P(p | c)~P(p) P(c | p)

8/12/2013
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Letter Substitution Cipher

_ Find substitutiortable values
plaintext samples, ciphertext ¢ that maximize

unrelated to ciphertext P(c) 2, P(p, €)
% I o R(P) P p)

1111111
T

H—— plaintext p ——

—— ciphertext c

lllllll

P(p) " P(c|p)
"key" —
best guess 1
. Viterbi
plaintext p

Find plaintext p that maximizes
P(p | c)~P(p) P(c|p)

Decipherment Accuracy vs.
Cipher Length

100

© “\

¥ o0

o

(AN

FE

= \ \2—gram

£ 70 \ \

=

(=}

g &0

B \ 3-gram \

50

T \ \

oy
B a0 \\

E 30

3 \‘\
£ 0 \\
B 10 =
S

o T
] 100 200 300 400 500

length of cipher
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Letter Substitution Cipher

_ Find substitutiortable values
plaintext samples, ciphertext ¢ that maximize

unrelated to ciphertext P(c) 1, P(p, ©)
% =1, P(PPSP(c | )
\ [Ravi & Knigh©9b]

111111

—— ciphertext c

— plaintext p —>

INEEEEE
W

lllllll

P(p) " P(c|p)
"key" —
best guess 1
. Viterbi
plaintext p

Find plaintext p that maximizes

P(p | ¢)~ P(p) P(C ) € === [Knight/Yamada 99

Reducing LM Weight During EM

100

© “\
@ 90
o
£ N\
o B0 \ \2_
© gram
£ 70
=
g e \ \
B \ 3-gram \
@ 50
T \ \
oy
= 40 \\
E 30
3 \‘\
.JE:- 20 3 \\
= -gram
T 10 [ ) ~
& 7-gram

0 =

o 100 200 300 400 500

length of cipher

Set EM to maximize

t 6 Qg PBPSPE|p)

instead of

t 6 Qg PB) P(c|p)

[Ravi & Knight 09b]
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Random Restarts are Critical

English 98etter cipher, 3gram LM ; ' ;v;-"_. g Japanese
R —— syllable
ee 1 cipher
¥
; sl @ '.‘
<

even people do restarts!
[Ravi & Knight 09b]

Good Language Models are Critica

: EnglishB8-letter cipher

-
gram

3.gram
0s - 4-gram
S.gram
S.gram
03 7-granr
{
2 )
=
7]
5 0
& t
$
1
—_— s - — i e e -
2 § 29 3 3.1 12 33 34 35

LM @ntropy - -log, Pie) /N [Ravi & Knight Ogb]

8/12/2013

35



Searching for Deterministic Keys

A Peleg& Rosenfeld, 1979

A Ravi & Knight, 2008
T ILP, exact search

A Corlett& Penn, 2010
T A* exact search

T relaxation search

A Nuhn, Schamperand Ney, 2013

T beam search

* Use ILP to search only ™
deterministic keys.
* Exact, no restarts.

Deterministic Keys

N

Cipher | EM ILP

Length | error error
52 85 % 21 %
98 45 % 12 %
414 10 % 0.5%

Using 2gram letterbased LM

Decip

sharment Emor (%)

"I [Ravi & Knight 08] *

wh
NS
dd4

1

8w 2 (2] 28 2
Ciphar Length (etiars)
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[Shanno6, 49]
"Communication Theory of Secrecy Systems"

A Shannon analytically predicted uncertainty about key and mess
A Graphed it for a humaievel language moc_IeI ‘

\ [ O O N A T1T 11

| Entropy of key, H(K|C)

n
=
> O r .
oan | Entropy of plaintext message, H(M|Q)
= gamss
22 TN A T T
w ! log, 26!
4 R N O 7.~ O I eq/ %
=11 /i Unicitydistance= H(K) / (4. LMCE)
CIPHER LENGTH (LETTERS) )
~1.6 bits/char
for a human

+SNAFEAYI {KIFIyy2y
Plaintext Message Uncertainty

-

T
Trgroe
—— —_—— o b Ypras @
_____ = n} LM AnaIyFicaIIy
....... 3 Predicted
I . g m: Unicity Distance
Ll ?3 " 1-gram 173
..... S > 2-gram 74
5 "
= 3-gram 50
for Human Language Model S wt Human 8
v Vd:i' "

0_31;;97‘&; i:e;wjmr 20

ANALYTIC CURVES (Shannon) ACTUAL CURVES

[Ravi & Knigh©8]
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Some Recent Historical Decipherment

A Jefferson cipher (ISmithling
i http://online.wsj.com/article/SB.2464849442908266ktm|
i For more tharR0Oyears, buried deep within Thomas Jefferson's correspondence and papers,
ther? lay a mysterious ciphera coded message that appears to have remained unsolved.
Until now.

A Civil War ciphers (lBoklan
i Cryptologia30:340¢345
T We study a previouslyndecipheredCivil War cryptogram, limiting ourselves to pencil and
paper, and discover not only a missive of military importance, but in the process identify a
new Confederate codeword. Our methods rely not only upon cryptanalysis of the encryption
method but also on the exploitation of an elementary mistake.

A German Naval Enigma
i http://www.enigma.hoerenberg.com
i The "Breaking German Navy Ciphers" Project was found2@lia The goal is to break
original radio messages, which were encoded with the famous German ENIGMA cipher
machine. Up to now, we've succeeded in deciphe&8griginal World War Il EnigmaM
messages. Many of these messages had never been broken before, so you can read them fo
the first time in history.

CopialeCipher

1
F[z'r"-\rw.a- apd i feloedn

[Knight,Megyesj Schaefer 11
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105 pages, 75000 Ietter tokens COpIaIeCIpher Section headers
e ik g ; )

[AySa
equal length

mieaive

TE3 L4l ‘luhuq-- greas m Yo s

"\'ll =20 f \11“ r"' ol

aztgirimdgpan

'\’11. A.'\'l'\

= always begin with
./, capitalized Roman letters

Reo+ i

| Capmiedypdyrir A Andviuscosivz s

Some scratciouts, rare : . -
Preview text fragments Copiales3 and Philipp 1866

("catchwords")

.F

.. Paragraphs and section titles

AY Non-enciphered inscriptions:

Letter Frequencies

450
400
350
300
250
200
150
100

50 I Hua

0
NzG CZj!3Y)Uy+OFH=:1>bgRMEXc?6KNn</ Q~ADpBP" Sl Lkml &e5f vhrJ 7i Tso] at du89 [ Ow_WAq@x2#, "\ * %

digraphs trigraphs tendencies

?- 99 7?- M47 A E I, QUfollowed by3andj
C: 66 C:G23 A E I, QUpreceded by and>

SN 49 Y 2- 22
G 48 vy?- 18
z) 44 HC|17

8/12/2013
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Clustering of Cipher Letters

letters grouped if they have similar contexts (L/R neighbors
Scipysoftware

?]8R j 3 |ME~DgBRETM15 : 7Q >z6X9sixJmvknwirf hoailc bpuKeiW"S&<)OAZUEY PHN

thanks JorGraehl

Clustering of Cipher Letters

letters grouped if they have similar contexts (L/R neighbors
Scipysoftware

?]8R j 3 |I"ME~DgBRETM15 : 7Q >z6X9gixJmvknwirf hoailc bpuKeiW"6&<)OAZUEY PHN

| ' L T J | '
underlined unaccented circumflexed
letters Roman letters vowels

thanks JorGraehl

8/12/2013
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First Decipherment Approach

unaccented Roman KMUF:pztQy?2 Ej Z!"'">A3b#Kz=

letters that cluster:

abcLefKhi

klmnopqrs
tuvwx(

most common letter = 12%
least common = very small

11zGPCMARG- |R- 1" Z)nQl<®)™a
=gzwW>yEHr 1<#zYR!XyjIFzG9J
>"/ILP=~|UNS"&1|ZYgA]- = | XO
W~:FIBuMyjz2zAjx?PB>!zHK1&dK
zU+gIDXBgT- ]j- ] 3N"f OyBA
HHFzBOSY +. 48P Q)- <CU=zk
QB8nz)3 - NFIEYDK=FK1<3z)k
>YIXyRIg@® bk TEU~] 30%2YO
|UBR~306™bY- BL
\ kfnKIknacbfJmk
IbuvcKhtrhbkKDkn

fKKnkbKbech.. ~1

Decipher against

80 plaintext languages

First Decipherment Approach

unaccented Roman kKMUF:pziQy?2 Ej ZI"'>A3b#z=

letters that cluster:

abcLefKhi

kilmnopqgrs
tuvwx ( 3

most common letter = 12%
least common = very small

J/1zGpOCMARY |R- |* ZjnQI<R6)a
gzwWyE#Hr1<+z YR!XyjIFzG9 J
>"J/LP=~|UNS"BGZYgAJ- =" |IXO
W~ FIluMyjzizAjx?PB>!zH41&d<
zU+p4]DXERY |j - |MI3tN"f OyBA
HHFzO3BY +:.28PQ6)< CUELZk
QZ82z)3 - NFIEYDK=F*1<31z)|k
>YjIXyRIgGDOKMNTEU~} 302YO
|UR~306’bY- BL
kfnKlknacbfJmk o \ Ainst
NS5

~t languageg

8/12/2013
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Second Decipherment Approacl

Homophonic cipher, kMUF:pz!Offy Ej ZI"n>A3b#Kz=

: J1zGpOCMARGKIR- 1" ZjnQkR6)™a
=gzwWryEc#rl<+bzYR!XyjlFzGfoJ
>"ILP=~|UAS"B6M|ZYgAFR- |IXO
W~:FI"b!7uMyjzvzAjx?PB>1zH"c 14
zU+p4]DXE3ghf- ]M3tN"|rOyBA
+hHFzO3DbSY +:ZRkEQH) Kdzk
E=Xf<" _ 1Z3 QZ8nz)3f NFIEyDKF>K1<3nz)|k
F= >YjIXyRIgG9bKMNTheU=-BOezYO
G=y |URCc~306"bBL

Homophonic Cipher

Result of computer attack oGopiale using
80 possible plaintext languages?

o

But, dight numerical preference for
German

8/12/2013
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Cipher Characteristics

digraphs trigraphs tendencies

?- 99 ?- N47 _
C: 66 C-G23 A E I, QUfollowed by3and|

- N4 Y- 22 A E I, QUpreceded by and>
:G 48 y7?- 18 ‘1' ‘1'
z) 44 HC|17 ~ )

Make full digraph table for cipher and for Germa

should appear
adjacent in German text

Key Observation¥

In Copiale “almost always followed bit

In German, C almost always followed by H

(German CH is like English QU)

So guess: ?-cp=H

8/12/2013
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One Thing Leads to Another
D=cH A DBN=CHT A "N=T2?

Each step is guesswork.

Must be willing to retract.

Weird task, not knowing German.
No longer care what the book says.
Cluster diagram crucial:

y=1 A !=1Y=l OAZURN PHI
Spring Break t
2011 - 55

= ¢

o TR

%; -

- /

N

) |

-»

il

8/12/2013
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Spring Break German letters

2011 Jl‘_*_‘:“_‘_w.‘_‘*_'*_“_VLv_':i_a, 5 s\
. _I' 1 v ‘ .-:
[ V4l ! ' &
o | |
= ! '

Cipher %%, ) I
letters, 3x | Grid I
in groups"'f': :
l. ;'I J I
1 1
. 1
/ }'l I-
" |‘.
|_._. _____________ Iy~

'TERERE

Spring Break German letters

¢ aelouw Fpu dlmrztbyw hinas R R
oy e e 5
2011 " i
I- Sy - | . il
= 1 I
l[;:n Jeel : ; "
o 28 | "
Cipher  &:, : T
letters, vl,'l Grid |
in groups " : :
|¥5es) o g I
. 1 I
L. gl I
I g I
i} Fl I
T e o U
Quite a bit .. " . . | ]
of fooling Sy AR
aroundA
["-

45



Spring Break

2011 it

| T
[CD : “::I
v SR S
Cipher e
letters, S
in groups ! - *

(S ) ‘ °
Quite a bit .. ., .
of fooling

aroundA
[‘.

German letters German  Cipher
v trigraphs trigraphs
"

Trigraph
Decoding
. Guesses

Key Observationzt

unaccented Roman kKMUF:pziQy?2 Ej ZI"'>A3b#z=

letters that cluster:

abcLefKhi

kilmnopqgrs
tuvwx ( 3

j/1zGpOCMARY |R- |* ZjnQl<R6)a
gzwWyE#Hr1<+z YR!XyjIFzG9 J
>"[/ILP=~|UNS"BEZYgAl- = [ XO
W~ FIluMyjzizAjx?PB>!zH41&d<
zU+p4]DXESY Jj- JM3tN"f OyBA
+HHFzO3BY +:28PQ6)< CUEzk
QZ82)3F - NFIEyDK=F1<3z)[k
>Y|IXyRIgGDOKMTEU~} 30&YO
|UR~306"bY- BL

Actually, those are space bars

8/12/2013
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CopialeDecipherment

lstmap|d
VEN AR Ziwn
wiphapiatiz e Our@s,
Sphwripaiiné §
cafiytiptaqax
aﬁi\i-‘v\iﬂgﬂa:yﬂl&vnnI}EEE:‘E.
Furtpeaazin -
moprleagFuxedamasahhvis.
wmarpad flptihaanniabBgeziplegpgtabranal
RN qlﬁé‘ym:glﬂwii&A"65'51'[5‘}]37’-’“,{&(
n\vﬁ:ﬂiuig&u]\rl,ﬂxﬁ:x\]}&d‘x?Ahhh];ﬁ
sipopomahacdosgzavpypnREsghah pil ga latadjrsy
nisshezaanbanrarxpSphatisgsazxpimnzgy fhaer
LiyngzregSaanzgxenaiyelgre Abpatbbal ghata
wndferd agbabq hma:
wirltapeophardpnsihaix Ogazantzgl

pimioenbnjont sudsafazedr xugmiax Ol sbzs
atemiygesrzlghrpRnn Sz ichs¥oyawaitgiiy
rifna
wrzffihgbmgina

'up\»iﬂu rlh,‘-wl:@'urs‘g‘;mi)w‘l-:nv
cpszwAA rzpind pae AT pagh A yibeszlta pud
Fehrindloan.

w8y frhaz Frpalnpampsapaotynr

gesetz buchs

der hochiesleuchte & ¢ @
gechemmer theil
erster abschmit

geheimer unternicht vor die gesellen
erster titul
ceremonien der aufnalme
wenn die sicherheit der A\ durch den Altern

thiirheter besorget und die A vom dirigirenden &
durch aufsetzung seines huths gedffnet st wird der
candidat von dem jtingern thirhtiter aus eimnem andem
zummer abgeholet und bey der hand ein nod vor des
dwigrenden A tisch gefithret dieser friiat iha:

erstlich ob er begelre O zu werden

zweytens denen verordnungen der @ sich
unterwerffen und ohne wiederspenstigkeit die lehrzeit
ausstehen wolle.

drittens die ‘ der @ gu verschweigen und dazn
auf das verbmdlichste sich anhewschigz zu machen

gesinnet sey
der candidat antwortet ja

CopialeDecipherment

etz gld
EAJIAXPA W
naph’fy.l:rAiIbO‘l'el.
Sphnednpaiine f
afirtytanax
dpahinsvipimaly yaldoqui pifiya
jirﬁoxmut‘,
mogrirggyuxzsymatfahi+if.
xnirpud gy vannisbAg ez pleupglaisgxah
|e\y«\N‘;uw'u:n0nﬁ¢Ar6.ubqhﬁj|Iu if A
wapdplfunsansmi\n s zah kel e iablum yzo
i pepmmrhacdoppzieppnrlaghaf g e tatad|rsy
mithArzianbin s FxfpS hating nzxproenzyy Fhare
ciyngrmydaanenayp k5o iomu A g atbéar phasas
zydfar agbabn hud
it oghdrapy Gk ain Ogazamiizull
pinioeadajont ga 2\ FaizgT Xug rasx Onjn Acn
AbrmEy ez rzlphrygdmn BzajdiehENE favnidygtat
FsEna
ifinubrging
hzjnadgjez 'l‘g‘-nla@ynr&ht-ijﬁnl:nr
oA rzEn S pgnt PR AT hfcazhinud
Jreiav]ioen

InByfahga Frpalamamptajaceynr

First lawbook
ofthe O« @
Secret part.
Fust section
Secret teachings for apprentices.

First title
Tmtation rite.

If the safety of the A is guaranteed. and the 8 is

opened by the chief R, by putting on his hat, the

candidate 1s fetched from another room by the
vounger doorman and by the hand is led 1 and to the
table of the chief R . who asks him:

First, if he desires 1o become O

Secondly. if he subnuts 10 the rules of the @ and
without rebelliousness suffer through the tume of
apprenticeship,

Thirdly. be silent about the 4 of the @ and
furthermore be willing to offer humself to volunteer
n the most commutted way

The candidate answers yes.
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Historical Archives

French plaintext

Ciphertext

Solution (1934)

8/12/2013
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Word SubstitutiorEnciphermenKey

Word Substitution Keys

8/12/2013
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Word Substitution Keys

r&
Numbers/\Nords Bot
in Order!

' - Neither inOder |

Word Substitution

A Interesting for NLP

A Language translation can be viewed as word
substitution (and transposition)

A Certainly, that is how IBM models5 view it

50



Word Substitution (Smaéicale)

ééééé.Britainééé.. Canadaééé. . Australiaté
é Britainéééé. Franceééééé. |l ndonesi aééé
é. MexicoééééééAustraliaééééé.

,,,,,,,,,,,,,,, Key Point: These texts are
é é é é .knd! é é éryTiny!

not related to each other.
TRAIN

¢ s ééééééknd éééeééé
]
]
]

> p|aintexte > H e é!pquysy! é é!mksyké é )
e é é é é .bryTinyé . mllyzy! é
T é é .bryTiny! é éfrns! é é
é é .strlly! é é ndwnysy! é
P(fle)=

P(sentence has w1l | & é¢é .frns! é & é & é &rns!
sentencehas w2) 7 x 7 substtable €€ ¢ .frnst € dryTinyl € ¢

[Knightet al 06]

Word Substitution (Smaéicale)

ééééé.Britainééé.. Canadaééé. . Australiaté
é Britainéééé. Franceééééé.lndonesi aééé
é. MexicoééééééAustraliaééééé.

,,,,,,,,,,,,,,, Key Point: These texts are

not related to each other.

é é ¢é é knd! éé éryTiny!
¢ 5 ééééééknd éééeéé
gy limksyké é 6 é ¢ ¢ éé. é¢é
> p|aintexte > H by ¢ Indwnysy! é élinksyké é
:u é é é é bryTinyé . mllyzy! é
é é .bryTiny! é éfrns! é é
_ é é .strlly! é é ndwnysy! é
P(sentence has w1 | P(f|e)= 666 .fmsl 66666 dms!
é é é frns! é éryTiny! é é
sentencehas w2) 7 x 7 substtable Cee866ully 6B 6bs
Australia A I'strlly ! (0.93) ! ndwnysy ! (0.03) mlilyzy ! (0.02)
Britain A bryTiny ! (0.98) ! ndwnysy ! (0.01) I'strlly 1(0.01)
Canada A knd! (0.57) frns ! (0.33) mllyzy ! (0.06)
France A frns ! (1.00)
Indonesia A ! ndwnysy ! (1.00)
Malaysia A mllyzy ! (0.93) Imksyk (0.07) .
Mexico A I Imksyk (091) mllyzy !  (0.07) [Knightet al 06]
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Word Substitution (Gigacale)

A Suppose | replace each English word on your
hard drive with some integer.

A Can you recover your texts?
A In principle, apply the same techniques we
used for letter substitution.

i English worebigram LM drives decipherment

i But for EM, initiallyuniform substitution table is
too big!

1 100,000 x 100,000

Word Substitution (Gigacale)

A Gibbs sampling fixes memory problem

Cipher: 24234 1899 39902 5716 29948
Plain: the man is car are..
Resample: a
an
apple Still need to sample 100,000
alternatives at each cipher token,
man for each epoch.
Z00

A Slice sampling (Dou & Knight 12) fixes speed
problem

52



Word Substitution (Gigacale)

1

Go &

uracy %

iohemant Acc

(Dou & Knight 2011)

Foreign Language as a Cipher

"Whenl look atthis giant corpus
of Arabig | say to myself, this is
really English, but it has been
encoded in some strange
aevyoz2f aHHHI" [ S

K pmBCcB WTXT
I AFpYATH cdr
cT pAxXWOF WpF
FMw@ b73Us lOF
4F 3F 3 bxbF ¢ |
K
M

€BfFK nAK ¢
Wi TYPHTOFi Hum

> IO nbc c¢cxTA
» plaintexte —— i B o v
FMk bm3U UTeBTIOF nHfKwm
UFcHhF pF T3 IOF

NTpl peCcY WTxXTABAYIOF
P(e P(fle) . WEO a8 cATCFpHwWF Mfc
CTCNbIO cYFpuF wuMk Wph
wT 2p NIOF wYYIOF nAK fFnbg
WpFCEM WbBAX pBbYB bbid
PpNx b FAKwHBIOMKABO @B
MK FBM _ AMbpbTH FMfBM
pFpl iy plapc GF WOE 35 He
AFTIOF ppfcY

Tt
m
L]
)
o= .

8/12/2013
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Foreign Language as a Cipher

BAGHDAD, Iraq (CNN) -- Six bombings killed at least 54 Iraqis and
wounded 96 others Wednesday, including 20 civilians who died as
they lined up to join the Iragi army in Hawija when a suicide bomber
detonated explosives hidden under his clothing, Iraqi officials said.
That attack in the town about 130 miles (209 kilometers) north of Baghdad
also wounded 30 Iragis, said Iragi army Lt. Col. Khalil al-Zawbai.

Key Point: These texts are
A car bombing in Saddam Hussein's ancestral homeland of Tikrit also killed
30 Iragis and wounded another 40, Iraqi officials said. The Tikrite x p| o si oné nOt related tO eaCh Other

TRAIN Fpbts EF2K pmscs wrxrT
chOF amMiOfF | aAfFYATH cAT
Fn3FchxF c¢T pAxIOF WpF
¢ wbpc YCFT FMw b?3IUs IOF
Wt NTpl bIOF 9fF 3F3 bxbF c |
N ? cT #WbbpFlB €BFK nAK c
i 3”' bTCFphw n AK -WrTYbHTORA Hury
> > EfFBc YCFT MK nbc cxTA
- plalnteXte v il AMBT B obTF iR BN ¢ FFCH
u FMKk bmM3LU MTBTIOF nAKm
Hjcﬂbﬂu’a'.prB}OF
NTplU pecY wrtxtAHAYIOF
P(@ P(fl(E) _WEo a8 cHATCFpBWF MUfc
CTCNbHO cYFpuF uMk Wph

wT 3p NIOF wWYYIOF nAK fnbg
WpFCEM WibefAx pBbYB bbid
PpNx b FawPHiOmxdBO o
MK FBM _ AMbphbTH FMFfBM
pFpl iixuy blabr GF WIOM 35 B
AFTIOF ppfcY

@'m

HH@Swr

Hywm 1 1 =hdh! lIsh=hr
i Time Expressions;.,
l@'!'m !Im!Dy nys'n

Sfr @'m 1990 Isbw@

thiny& fy llywm gbl!'y!m

@'m 1992 mn lsh=hr ljtry fy Hl@Sr

@'m 1993 ligrn mn !sn&

ywm I'yim lsnwlt
l'lsbw@ Im!Dy @'m'aN b@dywm

fy lldqyo& N @& Hy!m

lsn& ljlry & 17shb!T1994 13nys!in1994
!:Sﬁh I thitth snwit llth!ny& @shr&
llsh=hr Im!Dy dqyo& thi'th& ly!m
lish=hr ljiry =hdh=h lsn& gbl 'sbw@yn
sn& mn I@'m !Im!Dy sh@b!n

=hdh! l@!m lisn& !Imabl& tmwz
SI@& fy 1Sn& 3dhw!IHj& 1414
l@Sr Kl ywm fy shb!T!Im!Dy
@!'m 1991 fy 1@'m lIm!Dy gbl ywmyn
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@!'m l@Swr
Hywm 1 1 =hdh! !Ish=h
AN Time Expressions; .=
@!m !Im!Dy nys!'n
Str @!m 1990 'sbw@
thiny& fy Hywm gbl"y!m
@!m 1992 mn !sh=hr ljtry fyll@sr
@'m 1993 ligrn mn !lsn&
ywm I'yim Hsnwit
Il'lsbw@ Im!Dy @'mlaN b@dywm
fy lldgya& T Sy
lsng ljtry& 13nys!in1994
||Sr& Mlamap Lithlov e, Qelar®
lishehr !Im!Dy dayg& thi'th& ly!m
lish=hr ljiry =hdh=h lsn& gbl Isbw@yn
sn& mn I@'m !Im!Dy sh@b!n
:Ihg; a'm llsn& !imgbl& g*;vr\]lz |
s! lisn& w !IHj& 1414
l@sr fk);ywm fy shb!T!Im!Dy
@!'m 1991 fy 1@!m !Im!Dy gbl ywmyn
Time Expressions
<N><n>*??719<n><n>
9 Hzyrin1942 27tmwz 1993 21Hzyr'n1967
8 tshryn!l'wl 1990 26tmwz 1953 20!'y!r 1990

7 kK'nwn 'wl 1993
6 !'y!r 1993

6 ~Adh!r1991
5shb!T1950

4 Hzyr'n1989

30 !-Adh!r1944

29 Wy!lr 1945

29 I-Adh!r1993
28k!nwn !'l''wl 1994

26shb!T1993

26 kinwn !l'wl 1994
25 lylwl 1926

24 1-Adh!r1993

22 ylwl 1957
22tshryn!l'wl 1948
22tmwz 1952

21 y'r 1994

21 k!nwn !l'wl 1988

20tshryn!'wl 1983
20tshryn!l''wl 1921
1'y'r 1994
17Hzyrin1972
16!ylwl 1919

16 Hzyrin1984
16!~Ab1929
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13
12

NNNNMNNMNNNOAEPMMOOON

Time Expressions

<n>Hzyrln<n>

4 Hzyrin1967

fy 12Hzyrin1993
5Hzyrin1967

fy 30 HzyrIn1989
30Hzyrin1989
fy 30 Hzyrin1994
fy 30 Hzyrin1993
fy 19 Hzyrin1967

ywm 30 Hzyrin1989

w 6 HzyrIn1994
gbl 5 Hzyrin1967
fy 9 Hzyr'n1967
fy 7 Hzyr'n1981
fy 6 Hzyr'n1994
fy 5Hzyr'n1967

NNPNDNNPNPDNNNDNNNDNNDDN

fy 30 Hzyrin1995
fy 18 Hzyrin1994
fy 14Hzyrin1993
fy 14 Hzyrin1991
fy 12 Hzyrin1990
7 Hzyr'n1994

6 Hzyr'n1941

26 Hzyrin1994
21Hzyrin1994
1Hzyr'n1994
19Hzyr'n1965
18Hzyr'n1994
18Hzyr'n1940
12Hzyr'n1993
11Hzyrin1994

13
12

NNMNNMNNMNNNNORADMMOOO N

Time Expressions

<n>Hzyr!n<n>

T

5Hzyr'n1967

fy 30 HzyrIn1989
30Hzyr'n1989
fy 30 Hzyrin1994
fy 30 Hzyrin1993
fy 19 HzyrIn1967

ywm 30 Hzyr!In1989

w 6 Hzyrin1994
gbl 5 Hzyrin1967
fy 9 Hzyrin1967
fy 7 Hzyrin1981
fy 6 Hzyrin1994
fy 5 Hzyrin1967

NNNPNPDNNNDNNNDNNDNDNDN

fy 30 Hzyrin1995
fy 18 Hzyrin1994
fy 14 Hzyrin1993
fy 14 Hzyrin1991
fy 12 Hzyrin1990
7 Hzyrin1994

6 Hzyrin1941

26 Hzyrin1994
21Hzyrin1994
1Hzyrin1994

19 Hzyrin1965
18 Hzyrin1994
18 Hzyrin1940
12 Hzyrin1993
11Hzyrin1994
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Time EX|

Search query

January 4, 1967 8040
February 4, 1967 9270
<n>Hzyr!n<n> Y
March 4, 1967 10700
13 April 4, 1967 21800
12 ; b9
7 5 Hzyrin1967 May 4, 1967 14000
6 fy 30 HzyrIn1989 June 4, 1967 39300
6 30Hzyr'n1989
4 fy 30 HzyrIn1994 July 4, 1967 12600
4 fy 30 Hzyrin1993 August 4, 1967 7970
3 fy 19 Hzyrin1967 September 4, 1967 7390
2 ywm 30 Hzyrin1989
2 W 6 Hzyrin1994 October4, 1967 8800
2 qbl 5 Hzyrin1967 November4, 1967 6560
2 fy 9 Hzyr'n1967
2 fy 7 Hzyrin1981 December 4, 1967 9770
2 fy 6 Hzyr'n1994
2 fy 5Hzyr'n1967
Hzyr!n
229  fy Hzyr\n!lim!Dy 16  n=hly& Hzyr'n!im!Dy
207 fyHzyrn 16  fy Hzyr'n1990
75  fyHzyrin!imgbl 15  shehrHzyrln
61  fyHzyrin1993 15  fy shehrHzyr!n!im!Dy
31  fyHzyr'n1992 15  fy Hzyrin1994
27  lr'b@ mnHzyr'n 14  mn17Hzyrln
27  fyHzyr'n1967 14  fy Hzyrin1996
19  fy 30HzyrIn!im!Dy 14  fy30Hzyrln
18  fy n=hly& HzyrIn!Im!Dy 13  fyshehrHzyrln
18  fy Hzyrin1991 13  fy 20HzyrIn!Im!Dy
17 mn Hzyrln 13 4Hzyr'n1967
17  mndhHzyrIn!im!Dy 12 n=hly& Hzyr'n
17  4Hzyrn 12 lir'b@ mnHzyrin1967
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Time Expressions

27 HIrlb@ mn Hzyr!n

27  fyHzyrin1967

19  fy 30HzyrIn!im!Dy

18  fy n=hly& HzyrIn!Im!Dy
18  fy Hzyrin1991

17 mn Hzyrln

17 mndhHzyrIn!im!Dy

17  4Hzyrln

16
16
15
15
15
14
14
14
13
13
13
12
12

n=hly& Hzyrn!Im!Dy
fy Hzyrin1990

sh=hr Hzyr!n

fy shehr Hzyr!n!lim!Dy
fy Hzyrin1994

mn 17 Hzyr!n

fy Hzyrin1996

fy 30 HzyrIn

fy shehr Hzyr!ln

fy 20 HzyrIn!Im!Dy

4 Hzyr'n1967

n=hly& Hzyr!n

r'lb@ mn Hzyrin1967

Deciphering Spanish Time Expressior

100 |
B0 &
MT quality !
on test set ‘
&0 |
(Edit distance,
lower is better) \
40
| ]
20 |

Parallel-train (MOSES: phrase translasion. LM=5-gram} =
Partiel-train {18M Maodel 3: no re-ordering, LMsphrase-path) =
Decipherment {LM=phrase-path

no parallel data,
word-based MT

[Ravi & Knight.1]

100 1000 10000
Traning data size

parallel data,
: word-based MT
3 parallel data,
100003 phrasebased MT

local reordering
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Deciphering Foreign Language at Gigale

Accuracy of learned (Dou & Knighsubm)

bilingual dictionary

not translations

of each other
A

Spanish/English

“ English

text Foreign

text

/ » New decipherment

engine
]
/
v

bilingual s (Dou & Knight 2012)
word-for-word 5t &S
dictionary G

e—
i

100k 1 muikion 10 rmilion 100 million

How much foreign text (running words)

Practical Value

A Scenarios where idomain parallel data is
scarce.

A Decipher large monolingual-thomain
corpora to improve systems trained on small
amounts of parallel text
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African Languages

E_—
TR
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African Languages
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African Languages
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African Languages
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African Languages
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Zero languages
spoken
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Zero languages
spoken

1000+ languages
spoken,
40+ by 1m+
speakers

Unsolved ciphers
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VoynichManuscript (VMS)

| R AE .
A Medieval illustrated manuscript (earh400s)
A 235pagesg sections38k word tokens35 letter types

A Undeciphered

.
R i }l-.- ~ ‘P—‘a

Ml -lﬂ
R e ]

VoynichManuscript (VMS)

%‘ﬂ (fflq;c,vtal‘z{) el -'uy T#-u, }f‘;?o"-ﬂ¢

W‘ ‘h?vr") " 1. 9

~-ve..- o et

L R\ W3
BSCS8AE OPCC9 40E FCC89 4OFC09 40P9 SCBS9 40BSC9
2ZC9 40FC89 40FAM Z89 40FCC9 SC8HUBPHRIEESC89 EOP9
8ZC9 40PCCC9 8BARSC89 40FC9 40P9

EFA

I Y VS,V AR N P

BSGAE OPC® 4 OE FC(89 4 OFC® 4 OF SCB® 4 OBS® EFAM OPAR9
27ZC9 4 OF@B9 4 OFAM 289 4 OFC® S(894 OFCO® 40FC® ES@9 EOP

8ZC9 4 OPCCEB 8 ARS@9 4 OF® 4 OP
B 7NN
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Many pictures
look like grafting.
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