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Societal Need Research Need

e Advancing research in cybersecurity and privacy is of critical global
importance for safeguarding people, infrastructure, and data worldwide

* As societies grow increasingly interconnected and reliant on digital
systems, robust and reproducible research is essential to counter
evolving threats and strengthen the security, privacy, and resilience of

e The global cybersecurity and privacy research community needs a common,
comprehensive, and representative research infrastructure that meets the
needs of all its members and enables reproducible science

 Such an infrastructure must support realistic experimentation, foster widespread
collaboration, and accelerate the development of solutions that enhance

cybersecurity and privacy worldwide
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e Diverse hardware to support
diverse research needs (nearly
90% of today's publications):

o General and embedded compute
nodes with trusted hardware,

* Flexible security
policies:
o Full 1solation
o Measurement research
o Software download
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* Six user portals supporting:
o Exploratory research (MAN)
o Novice users (GUI)
o Mature research (JUP)
o Education (EDU)
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o Studying IoT behavior
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o CensorLab (UMass)

o Reconstructed attack
dataset (N'U)

o Heavy-duty vehicle
CAN bus (CSU)

o Al research support tools

* Reproducibility support
o User action logging to
alleviate cognitive load
o Help package artifacts on SPHERE (including workflows)
o Automatically verify completeness of an artifact
o Support stability, consistency of results, and portability

15 Rockwell Automation ControlLogix PLCs, I/O modules
Research supported: critical infrastructure security
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SPHERE + ACCESS

Current Status
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Secure and responsible Al research: SPHERE enables controlled experiments
involving malware, vulnerable systems, sensitive datasets, and privacy-preserving
workflows, while maintaining strong isolation and reproducibility guarantees
Reproducibility and artifact support: SPHERE provides libraries of reusable
artifacts and REEs, automated checks for artifact completeness, and logging to support
repeatable and transparent security, privacy, and Al research

Exploring integration pathways: The project 1s exploring integration with national

infrastructure programs such as NSF ACCESS and NAIRR, including pilot
collaborations with researchers already using ACCESS resources
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e Designing prog. enclave
e Running control infrastructure and MAN, JUP, and EDU portals

e Piloting AEC portal, used for part of NDSS and S&P; working on
artifact libraries

e Hosted 25 summer interns and several virtual interns
e Serving approx. 150 resarch beta users and approx. 1,000 educ. beta users

Visit us at https://sphere-project.net
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