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48 from DeterLab, 144 new 
nodes, with Intel TDX , ARM  

CCA/TrustZone, and AM D SEV 
Research suppor ted: 

application, system and network 
security, measurement, human 

user studies, large-scale 
experiments, education, 
trustworthy computing

15 Rockwell Automation ControlLogix PLCs, I/O modules 
Research suppor ted: critical infrastructure security

32 N etFPGA 
development boards 

(smartN ICs) 
Research suppor ted: 

dynamic (programmable) 
network security, SDN  

security

500 IoT nodes (a variety 
of smart home, smart 

speaker, camera, 
doorbell, T V, appliance, 

medical, office, 
wearable, and other 

miscellaneous devices) 
Research suppor ted: 

IoT security, user 
privacy

600 from DCOM P, 312 new (Intel 
Atom, Intel Xeon D, ARM  

Cortex-A57, and N VIDIA Jetson 
N X  Volta GPUs)

Research suppor ted: edge 
computing security, blockchain 

security, private computing, 
trustworthy edge computing, 

federated learning

10 GPU -equipped 
servers 

Research suppor ted: 
security with 
AI and  M L 
in the loop

- D iverse hardware to suppor t 
diverse research needs (nearly 
90% of today's publicat ions):
- General and embedded compute 

nodes with trusted hardware, 
PLCs and IoT devices, 
programmable switches and N ICs, 
and GPU-equipped nodes

- Six user por tals suppor t ing:
- Exploratory research (M AN )
- N ovice users (GU I)
- M ature research (JUP)
- Education (EDU)
- Human user studies (HUM )
- Artifact evaluation (AEC)

- L ibrar ies of ar t i facts
- Realistic experimentation 
environments (REEs) and 
other artifacts

- Easy reuse on SPHERE

- Reproducibi l i t y suppor t
- User action logging to 
alleviate cognitive load

- Help package artifacts on SPHERE (including workflows)
- Automatically verify completeness of an artifact
- Support stability, consistency of results, and portability 

- Flexible secur it y 
policies:
- Full isolation
- M easurement research
- Software download
- R isky experiments with 
malware 

- Well into third of 
four funded years

- Developing general-
 purpose, M L, IoT, 
CPS, and embedded 
enclaves

- Approx. one-third of 
general-purpose nodes
and 100+ IoT devices
available to beta users

- Designing prog. enclave
- Running control infrastructure and M AN , JUP, and EDU portals
- Piloting AEC portal, used for part of N DSS and S&P; working on 

artifact libraries
- Hosted 25 summer interns and several virtual interns
- Serving approx. 150 resarch beta users and approx. 1,000 educ. beta users

- Sam ple use cases:
- Studying ICS security in 
a realistic environment

- Studying IoT behavior 
and privacy implications

- Studying AI-enhanced 
network attack detection 
and mitigation

- Evaluation at different 
levels of fidelity
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SPHERE Architecture and Capabilities

Societal N eed Research N eed

- Advancing research in cybersecur it y and pr ivacy is of critical global 
importance for safeguarding people, infrastructure, and data worldwide 

- As societies grow increasingly interconnected and reliant on digital 
systems, robust and reproducible research is essential to counter 
evolving threats and strengthen the security, privacy, and resilience of 
our shared global community
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Visit us at https://sphere-project.net

SPH ERE com plem ents N SF ACCESS by suppor t ing AI  research workflows that 
require secure, high- fideli t y, and r isk- tolerant exper im entat ion environm ents

- Com plem entary infrastructure: ACCESS provides large-scale shared compute and 
data resources; SPHERE provides isolated, instrumented environments for 
security-critical, adversarial, and privacy-sensitive AI experiments that are difficult to 
run on shared HPC systems

- AI - in- the- loop exper im entat ion: SPHERE supports evaluation of AI and M L 
models operating within realistic networks, IoT deployments, CPS, and edge 
environments; SPHERE is exploring AI-driven experiment design, orchestration, and 
large-scale analysis

- Secure and responsible AI  research: SPHERE enables controlled experiments 
involving malware, vulnerable systems, sensitive datasets, and privacy-preserving 
workflows, while maintaining strong isolation and reproducibility guarantees

- Reproducibi l i t y and ar t i fact suppor t: SPHERE provides libraries of reusable 
artifacts and REEs, automated checks for artifact completeness, and logging to support 
repeatable and transparent security, privacy, and AI research

- Explor ing integrat ion pathways: The project is exploring integration with national 
infrastructure programs such as N SF ACCESS and N AIRR, including pilot 
collaborations with researchers already using ACCESS resources
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- The global cybersecurity and privacy research community needs a com m on, 
com prehensive, and representat ive research infrastructure that meets the 
needs of all its members and enables reproducible science 

- Such an infrastructure must support realist ic exper im entat ion, foster widespread 
collaborat ion, and accelerate the developm ent of solut ions that enhance 
cybersecurity and privacy worldwide

- Current/planned REEs:
- Tier 1 M L security paper 
artifacts (UFL)

- Tier 2 security paper 
artifacts (UFL)

- CensorLab (UM ass)
- Reconstructed attack 
dataset (N U)

- Heavy-duty vehicle 
CAN  bus (CSU)

- AI research support tools
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