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Abstract— A key reason for the success of the Internet
architecture is its routing model based on fully distributed
routing computation and hop-by-hop forwarding. How-
ever, limitations of the architecture are being encountered
as it is applied to ever more demanding applications.
Real time applications have different performance re-
quirements, and production network management and
security require policy-based control of forwarding topolo-
gies used for different classes of traffic. To satisfy these
new requirements a new construct called the knowledge
plane has been proposed, which “gathers and provides an
integrated view and consistent set of control signals” for
controlling the use of network resources in an internet.
To satisfy these requirements, the knowledge plane must
control the routing and admission control functions to
enforce network resource usage policies while maintaining
the successful distributed, hop-by-hop routing model. This
requires the computation and implementation of multiple
routes per destination in the context of administrative
policies and multi-dimensional link metrics using a fully
distributed routing computation and hop-by-hop forward-
ing mechanisms. This paper presents an enhanced routing
architecture and a family of new algorithms that provide
the first comprehensive solution to these requirements;
furthermore, it is shown that this solution involves minimal
additional overhead compared with the current single-class
routing model.

I. INTRODUCTION

The architecture of today’s Internet is based on the
catenet model for internetworking [1], [2], [3]. The
two basic components of a catenet are networks and
gateways, where a catenet is formed by the intercon-
necting of networks with gateways. A primary goal of
the catenet model, and therefore the Internet architecture,
was to encourage the development and integration of new
networking technologies into the developing catenets. To
achieve this goal, only minimal assumptions were made
of networks and the routing computation by the catenet
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model. Networks were assumed to support the attach-
ment of a number of computers, transport datagrams,
allow switched access so that attached computers could
“quickly” send datagrams to different destinations, and
provide best-effort delivery, where the definition of best-
effort allowed datagrams to be dropped, or delivered
out of order. The routing computation was assumed
to support a single forwarding class chosen by the
optimization of a single, typically delay-related metric.

This best-effort model of communication has proven
surprisingly powerful. Indeed, much of the success of
the Internet architecture can be attributed to this inspired
design decision. However, largely as a product of its
own success, limitations of the Internet architecture
are being encountered as it is applied to ever more
demanding applications [4]. A primary limitation of this
communications model is that it only supports one path
to any destination in an internet. With this limitation,
the requirements of real-time applications cannot be
supported. Examples of such applications include on-
demand streaming, audio and video conferencing, visu-
alization, and virtual reality. Each of these applications
have different performance requirements of the network:
on-demand streaming requires low delay jitter while
conferencing requires both low delay and low delay
jitter; audio has minimal bandwidth but strict loss rate
requirements while video has high bandwidth but more
tolerant loss requirements; etc. Effective support of a
range of such applications requires the ability to compute
(in the routing plane) and implement (in the forwarding
plane) a set of paths to each destination providing the
range of performance characteristics supported by an
internet from which applications can pick.

Similarly, the network management and traffic engi-
neering requirements of production internets cannot be
supported by this single-class communications model.
The goal of network management and traffic engineering
is to control the use of network resources according to
resource management and security policies. This requires
that routes be computed in the context of administrative
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constraints on the characteristics of traffic allowed to
traverse different portions of an internet, with the result
that, in general, multiple paths will be computed to each
destination that support different classes of traffic. Again,
effective support of such functionality requires the ability
to compute and implement a set of paths to each destina-
tion providing the range of traffic classes supported by an
internet from which the traffic classification and forward-
ing functions can choose. One particular manifestation
of the inability of the current architecture to support
such policies is the limited support for security and
attack response available in the network today. Due to
the limitation of one path per destination, network-based
security services are currently limited to monolithic fire-
walls between a set of protected information resources
and an internet, and attack response to reconfiguration of
the filters and proxies on these firewalls. Specifically, it is
not possible to define custom forwarding topologies for
different administrative classes of traffic in an internet,
nor to modify these topologies in response to network-
based attacks or faults.

A secondary limitation of the single-class communi-
cation model is that, since routing and forwarding in the
context of policies and diverse application requirements
is not supported in an internet, existing policies must be
implemented external to the internet configuration. As
a result, policies must be relatively static, they cannot
be defined in terms of dynamic topology or network
state information available to the routing and forwarding
processes, and the mapping from policy to network
configuration is, of necessity, very device specific, and
therefore error-prone and expertise-intensive.

To address the above limitations of today’s Internet
architecture, a new construct called the knowledge plane
[5] (KP) has been proposed. The knowledge plane is
“a distributed and decentralized construct within the
network that gathers and aggregates information about
network operation, and provides an integrated view and
a consistent set of control signals.” Its primary functions
are to provide automatic fault and attack detection and
response, to provide a high-level, “do what I mean” inter-
face to network configuration, to enforce administrative
policies regarding the use of network resources, and to
allow applications to exploit special circumstances and
network technologies to satisfy the varied quality-of-
service requirements of applications in an internet. The
KP must satisfy a number of primary requirements:� It must work at a high level of abstraction; e.g., “the

internet must provide at least two (edge disjoint)
paths with delay

���
and available bandwidth ���

between all Gold customers and the video server
farm.”

� It must be able to reason about and react to what is
occurring in its network environment.� It must operate “out-of-band” in the sense that it
must not increase the complexity of the forwarding
plane.

To implement these functions and satisfy these re-
quirements the KP must control the routing and admis-
sion control functions to implement network resource
usage policies, manage routes providing the range of
performance characteristics available in an internet, and
monitor the routing and forwarding activity to ensure
policy compliance, modifying the routing and admission
control functions on the detection of policy violations
or changes to restore policy compliance. This must be
accomplished without violating the basic tenets of the
Internet architecture that have made it so successful,
specifically: distributed routing, hop-by-hop forwarding,
and the end-to-end principle [6]. To achieve these goals
the implementation of the KP requires a new approach to
the way in which routes are computed and packets are
forwarded in the Internet. Specifically, it must support
the computation and implementation of multiple routes
per destination, in the context of administrative policies
and multi-dimensional link weights, using a fully dis-
tributed routing computation and hop-by-hop forwarding
mechanisms.

This paper presents a new approach to Internet routing
that enables the implementation of the KP. The contri-
butions of this paper are:

� The first unifying approach to the support of rout-
ing with traffic engineering and quality-of-service
constraints.� A family of efficient algorithms for computing
routes in the context of traffic-engineering con-
straints, multi-dimensional link weights (for the
satisfaction of quality-of-service requirements), and
a combination of the two, which achieve new levels
of computational efficiency.� A forwarding architecture that efficiently supports
hop-by-hop forwarding in the context of multiple
paths to each destination.

Sections II, III, and IV present the model and algo-
rithms for computing optimal routes in the context of
policy-based link metrics. An outline of the correctness
of the algorithms is presented, and they are shown to be
highly efficient.

In this paper, the inclusion of multiple metrics in a
routing computation is called policy-based routing [9],
[11]. Policy-based routing supports traffic engineering by
the computation of routes in the context of administrative
constraints on the type of traffic allowed over links in
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an internet. Analogously, policy-based routing supports
quality-of-service (QoS) by the computation of routes
in the context of multi-dimensional weights (i.e. link
weights composed of multiple metrics) assigned to the
links in an internet. The metrics used in routing compu-
tations are assigned to individual links in the network.
For a given routing application, a set of link metrics is
identified for use in computing the path metrics used
in the routing decision. Link metrics can be assigned
to one of two classes based on how they are combined
into path metrics. Concave (or minmax) metrics are link
metrics for which the minimum (or maximum) value
(called the bottleneck value) of a set of link metrics
defines the path metric of a path composed of the given
set of links. Examples of concave metrics include resid-
ual bandwidth, residual buffer space, and administrative
traffic constraints. Additive metrics are link metrics for
which the sum (or product, which can be converted to a
sum of logarithms) of a set of link metrics defines the
path metric of the path composed of the given set of
links. Examples of additive metrics include delay, delay
jitter, cost, and reliability.

The foundational work on the problem of computing
routes in the context of more than one additive met-
ric was done by Jaffe [8], who defined the multiply-
constrained path problem (MCP) as the computation
of routes in the context of two additive metrics. He
presented an enhanced distributed Bellman-Ford algo-
rithm that solved this problem with time complexity of�	��

������������
������

, where
�

is the largest possible metric
value. Since Jaffe, a number of solutions have been
proposed for computing exact routes in the context
of multiple metrics for special situations. Wang and
Crowcroft [11] were the first to present the solution
to computing routes in the context of a concave and
an additive metric discussed above. Ma and Steenkist
[12] presented a modified Bellman-Ford algorithm that
computes paths satisfying delay, delay-jitter, and buffer
space constraints in the context of weighted-fair-queuing
scheduling algorithms in polynomial time. Cavendish
and Gerla [13] presented a modified Bellman-Ford al-
gorithm with complexity of

����
����
which computes

multi-constrained paths if all metrics of paths in an
internet are either non-decreasing or non-increasing as
a function of the hop count. Recent work by Siachalou
and Georgiadis [14] on MCP has resulted in an algorithm
with complexity

����
���� ���!��
����
(in terms defined in

Section III). This algorithm is similar to the QoS algo-
rithm presented in Section IV in that it is an enhanced
version of the Dijkstra algorithm based on invariants
similar to those underlying the algorithms presented in
Sections III and IV. However, a detailed comparison

of the Siachalou algorithms and those presented here is
beyond the scope of this paper. Several other algorithms
have been proposed for computing approximate solutions
to the QoS routing problem. Both Jaffe [8] and Chen and
Nahrstedt [9] propose algorithms which map a subset
of the metrics comprising a link weight to a reduced
range, and show that using such solutions the cost of a
policy-based path computation can be controlled at the
expense of the accuracy of the selected routes. Simi-
larly, a number of researchers [8], [15] have presented
algorithms which compute routes based on a function
of the multiple metrics comprising a link weight. These
approximation solutions do not work with administra-
tive traffic constraints. In summary, the drawbacks of
the current policy-based routing solutions are that they
have poor average case performance, they implement
inflexible routing models, and those based on algorithms
that compute approximate solutions do not work with the
administrative constraints used for traffic engineering.

The routing model used by the Internet architecture is
a table-driven, hop-by-hop routing model. In this model,
routers learn about the state of connectivity in an internet
by exchanging messages with each other, and run local
routing computations whose output is a forwarding table.
This forwarding table is used by the router’s forwarding
process to make per-packet forwarding decisions. In con-
trast, many recent policy-based routing proposals have
used an on-demand, source-driven, virtual-circuit-based
routing model where routes are computed on receipt
of the first packet of a flow, and forwarding is source
driven through the use of either path setup or source-
routing techniques. There are several weaknesses to this
model compared to the table-driven, incremental model.
First, changes in network state must be propagated to the
source, and topology change requests propagated back
into the network to adapt to changes in an internet.
Second, the model implements a centralized model of
routing control where forwarding state for all sources at
a given point in the network is maintained by the router
acting for those sources. Lastly, information about a link
must be propagated to all routers in an internet. As a
result, in these proposals, routing is implemented as a
centralized routing computation, with remote control of
forwarding state, which is less efficient, responsive, and
robust than table-driven, hop-by-hop solutions. Section V
presents a new forwarding architecture that efficiently
supports hop-by-hop forwarding in the context of policy-
based routing with multiple paths to each destination.
It should be noted that, while the new algorithms for
policy-based routing presented in this paper are applica-
ble to any routing model, a primary goal of their design
has been that they be compatible with a table-driven,
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hop-by-hop model.

II. A MODEL FOR POLICY-BASED ROUTING

A network is modeled as a weighted undirected graph"$#%�'&)(+*,�
, where

&
and

*
are the node and edge

sets, respectively. By convention, the size of these sets
are given by


-#/.0&/.
and 1 #/.0*2.

. Elements of*
are unordered pairs of distinct nodes in

&
. 3 ��45�

is
the set of edges adjacent to

4
in the graph. Each link��4+(768�:9;*

is assigned a weight, denoted by <>=@? . A path
is a sequence of nodes ACB�D ( B�E (�F�F�F�( B�GIH such that� BJ= ( BJ= K D �L9;*

for every
4M#ONP(RQ0(�F�F�FS(+T�UVN

, and all nodes
in the path are distinct. The weight of a path is given
by <�W #YX G[Z D= \ D <�]�^�]�^`_Pa F The nature of these weights, and
the functions used to combine these link weights into
path weights are specified for each algorithm.

In the following, we propose a declarative traffic
engineering model where network links are labeled with
statements declaring what the desired routing policies
are in the form of constraints of the traffic allowed
on each link. These constraints take the form of link
predicates in a boolean traffic algebra which describe
the traffic allowed on a link. New, efficient policy-based
routing algorithms then compute a minimal set of routes,
composed of a path predicate and a next hop, for each
destination in an internet. These algorithms, in effect,
discover the optimal set of forwarding classes needed at
a given source in the internet to implement the desired
policies. These path predicates are then installed in the
appropriate traffic classifiers.

The traffic algebra is a boolean algebra used to define
traffic classes in a flexible and efficient way. Specifically,
it is composed of the standard boolean operations on
the set b�c (�Ned

, where f primitive propositions (variables)
are true/false statements describing characteristics of
network traffic. The syntax for expressions in the algebra
is specified by the BNF grammar:

g h�h # c .;Ni.	j D F�F�F+j W .I�lk g �m.)� g�nog �p.
� g�qog �m.I� g%r g �m.ts 3:u � g �

The set of primitive propositions, indicated by
j = in

the grammar, can be defined in terms of any globally
significant attributes of the ingress router’s state that can
be expressed as a true/false statement. Link predicates
identify the traffic classes allowed to traverse the link,
and are denoted by vS=@? in the algorithms. Path predicates,
denoted by v W in the algorithms, and defined as v W #
v�] a ]�w n v�]�wl]�x n F�F�F n v�]�y5z a ]�y , specify the set of traffic
classes allowed to traverse the path. There is a maximum
of

Q W unique sets of traffic classes.

The
s 3:u � g �

primitive of the traffic algebra is the
SATISFIABILITY problem of traditional Boolean alge-
bra. Satisfiability must be tested in two situations by
the algorithms presented below that implement traffic-
engineering computations. First, an extension to a known
route should only be considered if classes of traffic exist
that are authorized to use both the path represented by the
known route and the link used to extend the path (at line
13 in Figure 5). This is true iff the conjunction of these
expressions is satisfiable (i.e.

s 3:u � ve= n v�=@? �
). Second,

given that classes of traffic exist that are authorized to
use a path represented by a new route, the algorithms
must determine whether all traffic supported by that route
has also been satisfied by other, known shorter routes.
This is true iff the new route’s traffic expression implies
the disjunction of the traffic expressions for all known
better routes (i.e.

� vS= r v�={a ( v�= w (|F�F`�
is valid, which is

denoted by
� v = r } = � in the algorithms). Determining

if an expression is valid is equivalent to determining if
the negation of the expression is unsatisfiable. Therefore
the expressions at lines 10 and 13 of Figure 5, of the
form v D r v E are equivalent to

k~s 3:u �lk:� v D r v E ���
(ork~s 3�u � v D n k v E �

).
The satisfiability decision performed by

s 3�u � v �
is the

prototypical NP-complete problem [7]. As is typical with
NP-complete problems, it has many restricted versions
that are computable in polynomial time. An analysis of
strategies for defining computationally tractable traffic
algebras is beyond the scope of this paper, however we
have implemented an efficient, restricted solution to the
SAT problem by implementing the traffic algebra as a set
algebra with the set operations of intersection, union, and
complement on the set of all possible forwarding classes.

The routing algorithms presented here are based on
an enhanced version of the path algebra defined by
Sobrinho [16], which supports the computation of a set
of routes for a given destination containing the “best” set
of routes for each destination. Formally, the path algebra� # A�� (���(���(���( c ( � H is defined as a set of weights
� , with a binary operator

�
, and two order relations,�

and
�

, defined on � . There are two distinguished
weights in � , c and

�
, representing the least and

absorptive elements of � , respectively.
�

is the original
path composition operator, and

�
is the original total

ordering from [16].
�

is used to compute path weights
from link weights.

�
is used by the routing algorithm

to build the forwarding set, starting with the minimal
element, and by the forwarding process to select the
minimal element of the forwarding set whose parameters
satisfy a given QoS request.

A new relation on routes,
�

, is added to the algebra
and used to define classes of comparable routes and
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select maximal elements of these classes for inclusion
in the set of forwarding entries for a given destination.�

is a partial ordering (reflexive, anti-symmetric, and
transitive) with the following, additional property:

Property 1:
� <�] � <�� ����� <�]���<�� �

.
A route ��� is a maximal element of a set � of routes
in a graph if the only element � 9 � where �S� � �
is ��� itself. A set ��� of routes is a maximal subset of
� if, for all � 9 � either ���9 ��� , or � 9 ��� and
for all � 9 � U b�� d

,
k�� � � � �

. The maximum size
of a maximal subset of routes is the smallest range of
the components of the weights (for the two component
weights considered here). An example path algebra based
on weights composed of delay and cost is as follows:

<�=�� �'T = (+� = �
c � � c ( c �

� � �l��(����
<�= � <�? � �'T =J¡ T ? (+� =J¡ � ? �
<�= � <�? � �'T =�A T ? � q ���'T = #�T ? � n �'� = � � ? ���
<�= � <�? � �'T ? � T = � n �'� ? � � = �

Figure 1 is a graphical depiction of the
�

relation
on a set of weights for routes (labeled 3 through ¢ ) to

a given destination in an internet where the arrows are
interpreted as A	£5¤ 47¥J¦�§ ¤¨�P� ¦e© H � AtªJ«�¤ T�¦�§ ¤8�P� ¦S© H .
Figure 2 illustrates the

�
relation where each route is

represented as a subset of the plane with upper left-
hand corner at the coordinates for the route. The intuition
communicated here is that a route satisfies any constraint
pair contained in its sub-region of the plane. Building
on this intuition, the

�
relation defines an ordering on

routes in terms of the containment (subset) of one route’s
region within another’s, i.e. if <>= � <�? , then the set of
constraint pairs that route

4
can satisfy is a subset of

those satisfiable by route
6
. The maximal subset of a set

of such routes (the set of routes shown with solid lines in
Figure 2) contain routes that satisfy all constraint pairs
satisfiable by any route in the internet, and is the goal of
the routing computation. Clearly, any pair of routes in the
maximal subset of routes overlap, and can satisfy some
set of constraint pairs. The

�
relation is used to select

one of the set of satisfying routes for a given constraint.
As defined in this example, the

�
relation has the affect

of truncating the extent of a route’s region at the first
overlapping route to the right in the maximal subset of
routes (as shown in Figure 3). As a result, forwarding
table lookups in this example involve choosing the lowest
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¬ ­
Queue of permanent routes to all nodes.¬¯® ­
Queue of permanent routes to node ° .± ­
Heap of temporary routes.±¨® ­
Entry in

±
for node ° .² ® ­

Balanced tree of routes for node ° .³ ® ­
Summary of traffic expression for all
routes in

¬ ®
.

TABLE I

NOTATION.

delay route with acceptable cost.

III. BASIC POLICY-BASED ROUTING ALGORITHMS

The notation used in the algorithms presented in
this paper is summarized in Table I. In addition, the
maximum number of unique truth assignments is denoted
by 3 #�Q W , the maximum number of unique weights
by

� #µ´�¶ ·
� �P¤ 
�¸ « ¦�§¹© « 4º¸ ª»£ �[¦ 1,f ¦e
 « 
 £�� �
, and the

maximum number of adjacent neighbors by ¤¯�½¼R] #
´	¾e¿ b . 3 ��45�À.�.>4Á9m&¹d

. Table II defines the primitive
operations for queues, heaps, and balanced trees used in
the algorithms, and gives their time complexity used in
the complexity analysis of the algorithms.

The algorithms presented in this section are based
on the data structure model shown in Figure 4. In this
structure, a balanced tree ( Â�= ) is maintained for each
node in the graph to hold newly discovered, temporary
labeled routes for that node. The heap u contains the
lightest weight entry from each non-empty Â�= (for a
maximum of



entries). Lastly, a queue,

� = , is maintained
for each node which contains the set of permanently
labeled routes discovered by the algorithm, in the order
in which they are discovered (which will be in increasing
weight). The general flow of these algorithms will be
to take the minimum entry from the heap u , compare
it with existing routes in the appropriate

� = , if it is
incomparable with existing routes in

� = it is pushed onto� = , and add “relaxed” routes for its neighbors to the
appropriate Â ] ’s.

The correctness of these algorithms is based on the
maintenance of the following three invariants: for all
routes ¢ 9 �

and Ã 9 Â�Ä , ¢ � Ã ; all routes to a
given destination

4
in

�
are incomparable for some set

of satisfying truth assignments; and the maximal subset
of routes to a given destination

6
in

� ?ÆÅOÂ�? represents
the maximal subset of all paths to

6
using nodes with

routes in
�

. Furthermore, these invariants are maintained
by the following two constraints on actions performed in
each iteration of these algorithms: (1) only known-non-
maximal routes are deleted or discarded, and (2) only

Notation Description
Queue¬>ÇÉÈ�Ê0Ë�Ì�Í'ÎÐÏ

Insert record
Ì

at tail of queue
Î

( Ñ Ë'Ò+Ï
)Ó�Ô�Õ�Ö�Ë ÎÐÏ

Return record at head of queue
Î

( Ñ Ë'Ò�Ï
)¬>×7Ø¯Ë ÎÐÏ

Delete record at head of queue
Î

( Ñ Ë'Ò�Ï
)¬>×7Øe±�Õ�Ù{Ú�Ë ÎÐÏ

Delete record at tail of queue
Î

( Ñ Ë'Ò+Ï
)

d-HeapÛ ° È�Ô�Ì+ÜÝË�Ì�Í'Ó�Ï
Insert record

Ì
in heap

Ó
( Ñ Ë�Þ@ßáà�â�Ë ° ÏºÏ

)Û °Éã Ì�Ô�ÕeÈ�Ô+ä�Ô�åÉË�Ì�ÍæÌRç�Ï
Replace record

Ì�ç
in heap with

record
Ì

having greater key value
( Ñ Ë�Ö!Þèß�à�â�Ë ° ÏºÏ

)é�Ô ã ÌáÔ�ÕSÈ�ÔRä�Ô�åÉË�Ì�ÍæÌRç�Ï
Replace record

Ì�ç
in heap with recordÌ

having lesser key value ( Ñ Ë�Þ@ßáà â Ë ° ÏºÏ
)êëÙ ° Ë Ó�Ï

Return record in heap
Ó

with smallest
key value ( Ñ Ë'Ò+Ï

)é�ÔRÚìÔ�Ü'ÔRê;Ù ° Ë Ó�Ï
Delete record in heap

Ó
with smallest

key value ( Ñ Ë�Ö�Þ@ßáà â Ë ° ÏºÏ
)é�Ô+ÚíÔÝÜºÔ�Ë�Ì ç Ï

Delete record
Ì ç

from heap
( Ñ Ë�Ö!Þèß�à�â�Ë ° ÏºÏ

)
Balanced TreeÛ ° È+Ô�Ì+ÜÝË�ÌRÍ'²½Ï
Insert record

Ì
in tree

²
( Ñ Ë�Þ@ß�à�Ë ° ÏºÏ

)êëÙ ° Ë ²îÏ
Return record in tree

²
with smallest

key value ( Ñ Ë�Þ@ßáàÉË ° ÏºÏ
)é�Ô+ÚíÔÝÜºÔRê;Ù ° Ë ²½Ï

Delete record in tree
²

with smallest
key value ( Ñ Ë�Þ@ßáàÉË ° ÏºÏ

)

TABLE II

OPERATIONS ON DATA STRUCTURES [17].

the smallest known-maximal route to a destination
4

is
moved to

� = .
A. Table-Driven Traffic Engineering

Figure 5 presents an enhanced version of the Dijkstra
routing algorithm that precomputes all optimal routes to
all destinations in an internet in the presence of traffic
constraints on the links in the network. In effect, this
algorithm computes routes in the virtual graph induced
by the link predicates existing in the internet. This virtual
graph is composed of all nodes reachable by some path
with a satisfiable path predicate, and all links composing
these paths. The virtual graph is “discovered” as needed
by the algorithm as the computation progresses.

Similar to Dijkstra, TD-TE-Dijkstra works by main-
taining a temporarily labeled set of routes, u , and a
queue of permanently labeled set of routes per des-
tination,

� G . Each route is specified by a four-tuple
A Tï( f!G ( <MG ( v�G�H . For routes in

� ] , <�] is the final
weight assignment specifying the shortest distance to B
for traffic satisfying the path predicate ve] . For routes in
u , < ] is the current best estimate of this distance based
on routes currently contained in

�
. f�] is the predecessor

to B for the route. TD-TE-Dijkstra proceeds using the
typical Dijkstra iteration over the


�ð ñ
closest node with
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algorithm TD-TE-Dijkstra()
begin

1
¬>ÇÉÈ�Ê0Ë'ò:È[ÍºÈáÍló�Í�Ò¨ô�Íõ¬¯ö�Ïø÷

2 for each ù Ë{ÈáÍ{ú�ÏëûYü½Ë{È+Ïlý
3

Û ° È�Ô�ÌRÜ5Ë'òÐúáÍlÈáÍ�þ»ö�ÿ�Í���öíÿ¯ô�Í
±MÏø÷
4 while

Ë��ì±���� óáÏ
begin

5
òLÙlÍíØ��'Í�þ	�'Í
���áô
� êëÙ ° Ëí±MÏø÷

6
é�Ô+ÚíÔÝÜ'Ô�êëÙ ° Ë ² � Ïø÷

7 if
Ë���²������2óáÏ

8 then
é�Ô+ÚíÔÝÜºÔRêëÙ ° Ëí±MÏ

9 else
Û °Éã Ì�Ô�ÕSÈ+Ô+ä�Ô�åÉË{ê;Ù ° Ë ²�� ÏøÍ
±��æÏø÷

10 if
Ë���Ë�� ��� ³ � ÏºÏ
then begin

11
¬>ÇÉÈ�Ê0Ë'ò�ÙºÍíØ��'Í�þ��lÍ����Rô�Í�¬���Ïø÷

12
³ � � ³ ��� � � ÷

13 for each ù Ë�ÙºÍæú�Ï;û üÐË�ÙæÏ��� ü�±ÐË�� ��� � � ÿ Ï � ��ËºË�� ��� � � ÿ Ï � ³ ÿ Ïlý
begin

14
þ ÿ � þ � � þ � ÿ ÷!� ÿ �"� � � � � ÿ ÷

15 if
Ëí± ÿ �$#[Ï

16 then
Û ° È�Ô�Ì+ÜÝË'òÐúáÍæÙlÍ'þÉÿ�Í
�øÿ0ô�Í
±MÏ

17 else if
Ëìþ ÿ ò�± ÿ�% þ�Ï

18 then
é�Ô ã ÌáÔ�ÕSÈ�Ô+ä�Ô+åÉË'òÐúáÍæÙºÍ'þ¨ÿ�Í��5ÿ0ô�Í
±MÏø÷

19
Û ° È+Ô�Ì+ÜÝË'òÐúáÍ�ÙlÍæþ ÿ Í�� ÿ ô�Í�² ÿ Ïø÷
end

end
end

end

Fig. 5. Table-Driven, Traffic-Engineering Dijkstra.

the difference that, as new routes are discovered, they are
inserted in the heap u if there is some class of traffic that
can satisfy the path predicate (the

s 3:u �l�
test at line 13),

and at the top of each iteration routes are pulled from
u and discarded until one is found that is unique in

�
(in the sense that it includes a traffic class for which no
route currently exists in

� = ), which is then added to
�

.

The time complexity of the TD-TE-Dijkstra algorithm
is dominated by the loops at lines 4 and 13. The loop at
line 4 is executed at most once for each incomparable
path (in terms of path predicates) to each node in the
graph for a total of


 3 times. The loop at line 13 is
executed at most once for each distinct instance of an
edge in the graph, for a total of 1;3 times. The most
time consuming operation performed as part of the loop
at line 4 is the deletion from the balanced tree Â�= at
line 6 of the best temporarily labeled route with per-
operation cost of

� ����� ¤ �½¼R] 3 �
, and an aggregate cost of
 3 ������� ¤¨�î¼+]¨3 �

. The accesses in lines 7–9 to the best
route in heap u have a per-operation cost

� ��� G ��
��
, for

an aggregate cost of 1;3 ��������
��
. For the loop at line 13,

the most time consuming operation is the addition to the
balanced tree Â�= at line 19 with a per-operation cost of�����!� ¤8�½¼+]83 �

, and an aggregate cost of 1;3 ������� ¤0�½¼R]É3 �
.

Therefore, the worst case time complexity of TD-TE-

algorithm TD-QoS-Dijkstra
begin

1
¬>ÇÉÈ�Ê0Ë'ò�ÈáÍlÈáÍ ó»ô�Í�¬ ö Ïø÷

2 for each ù Ë{È[Í ú�Ï;ûYüÐË{ÈRÏlý
3

Û ° È+Ô�Ì+ÜÝË'òÐúáÍºÈ[Íæþ ö�ÿ ô�Í
±MÏø÷
4 while

Ë��ì±&��� ó[Ï
begin

5
ò�ÙºÍ�Ø��'Í�þ��áô'� ê;Ù ° Ëí±MÏø÷

6
é�Ô+ÚíÔÝÜºÔRê;Ù ° Ë ² � Ïø÷

7 if
Ë���² � ��� ó[Ï

8 then
é�ÔRÚìÔ�Ü'ÔRê;Ù ° Ëí±MÏ

9 else
Û °¨ã ÌáÔ�ÕSÈ�Ô+ä�Ô+åÉË{êëÙ ° Ë ² � ÏøÍ
± � Ïø÷

10 if
Ëìþ�� � ( ±�Õ�Ù{Ú�Ë ¬)� Ï % þ�Ï
then begin

11
¬>ÇÉÈ�Ê0Ë'ò�ÙºÍìØ��'Í'þ	��ô�Í�¬��æÏø÷

12 for each ù Ë�ÙºÍæú�Ï;û�ü½Ë�ÙæÏ*�Ðþ ��+ þ � ÿ � ( ±�Õ�Ù{Ú�Ë ¬ � Ï % þ
ý
begin

13
þ ÿ � þ � + þ � ÿ ÷

14 if
Ëí± ÿ �,#áÏ

15 then
Û ° È�Ô+Ì+ÜÝË'ò~ú[ÍæÙºÍ'þ¨ÿ0ô�Í
±MÏ

16 else if
Ëìþ ÿ.- ± ÿ/% þ�Ï

17 then
é�Ô ã Ì�Ô�ÕeÈ�Ô+ä�Ô�åÉË'òÐúáÍ�ÙºÍ'þ¨ÿ8ô�Í
±MÏø÷

18
Û ° È�Ô�ÌRÜ5Ë'òÐúáÍ'ÙºÍ�þ ÿ ô�Í�² ÿ Ïø÷
end

end
end

end

Fig. 6. Table-Driven, QoS Dijkstra.

Dijkstra, dominated by the operation at line 19, is�	� 1;3 ������� 3 ���
.

B. Table-Driven QoS

Figure 6 presents a modified Dijkstra algorithm that
computes an optimal set of routes to each destination
subject to multiple general (additive or concave) path
metrics. An optimal set of routes for a graph is a subset
�&0 of the routes in the graph such that for any requested
set of metric constraints <�1 to a destination

T
, the shortest

route A TJ( f32 ( <�2½H to
T

in �&0 such that < 1 � <42 is a
shortest path in the graph with path metrics satisfying
the request constraints. The following theorem defines
the goal of the TD-QoS-Dijkstra in terms of the path
algebra presented above.

Theorem 1: Any maximal subset of the set of routes
� induced by a given

"
, is an optimal set of routes for

the network modeled by
"

.
Proof: By contradiction. Given a route request < 1
for destination

T
, let ��5
6 2 ð # A Tï( f75 ( <�5 H be the

smallest route from a maximal set of routes for the
graph where < 1 � <�5 . Also assume the route is not
the shortest path to

T
satisfying < 1 . There must exist

a route � 2 ñ 0 1 ð 6 1 # A Tï( f 2 ( < 2 H that is not a maximal
route for the graph where < 1 � <42 . This implies that
< 1 � <�5Y� <�2 . This either implies that <45 � <42 ,
which contradicts the fact that � 5
6 2 ð is a maximal route
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for the graph, or that there exists another maximal
route �&85
6 2 ð # A Tï( f985 ( <:85 H where <42 � <:85 (since
� 2 ñ 0 1 ð 6 1 is not a maximal route), which implies that
< 85 � <�2 � <�5 � < 1 , which contradicts the fact that
�;5
6 2 ð is the smallest maximal route

� <�1 .
Therefore, the route computation involves the
computation of a maximal set of routes for the
input graph, and the route lookup function involves
finding the smallest route from this set such that the
request is

�
the maximal route.

The complexity of TD-QoS-Dijkstra is of the same
form as that for TD-TE-Dijkstra (Section III-A), except
for the source of the limit on the maximum number
of incomparable paths to a destination. For TD-QoS-
Dijkstra the maximum number of incomparable paths
(in terms of incomparable path weight values) paths to
a given node in the graph is limited by the number
of unique path weight values,

�
. Similar to TD-TE-

Dijkstra the time complexity of the TD-QoS-Dijkstra
algorithm is dominated by the loops at lines 4 and 12.
The loop at line 4 is executed at most once for each
incomparable path (in terms of path weights) to each
node in the graph for a total of


��
times. The loop

at line 12 is executed at most once for each distinct
instance of an edge in the graph, for a total of 1 �
times. The most time consuming operation performed
as part of the loop at line 4 is the deletion from the
balanced tree Â�= at line 6 of the best temporarily labeled
route with per-operation cost of

������� ¤ �½¼+] � �
, and an

aggregate cost of

�� ������� ¤0�½¼+] � �

. The accesses in lines
7–9 to the best route in heap u have a per-operation
cost

����� G ��
��
, for an aggregate cost of 1 ����������
��

. For
the loop at line 12, the most time consuming operation
is the addition to the balanced tree Â�= at line 18 with
a per-operation cost of

������� ¤0�½¼R] �p�
, and an aggregate

cost of 1 �$�����!� ¤8�î¼+] � �
. Therefore, the worst case

time complexity of TD-TE-Dijkstra, dominated by the
operation at line 18, is

�	� 1 ���������l� ���
.

TD-QoS-Dijkstra performs the same computation as
Jaffe’s pseudopolynomial time algorithm for the MCP
problem [8] using only worst case

�	��
�� �
space com-

plexity compared with guaranteed space complexity of�	��
 E ���
(where b is the largest metric value) of Jaffe’s

algorithm. The space savings comes from directly com-
puting the maximal set of routes. From this set of routes,
all


 E �
routes computed by Jaffe’s algorithm can be

inferred with minimal overhead.

C. Table-Driven Traffic Engineering and QoS

Figure 7 presents a modified Dijkstra algorithm that
computes an optimal set of routes to each destination

algorithm Policy-Based-Dijkstra
begin

1 <>= 2 ñ�?A@ 2CBA2CB DEB D�F B < öHG
I
2 for each J ? 2KB�? GMLON ? 2 GAP
3 QCR 2 6 1 ð�?A@ ?�BS2CBUT ö�ÿ B�V ö�ÿ F B�W G�I
4 while ?�X W X \YD G

begin
5 @ =SB`W � BAT � B�V � F[Z]\ = R ? W G�I
6 ^ 6`_a6 ð 6 \ = R ?cb � G
I
7 if ?�Xdb � X \YD G
8 then ^ 6`_a6 ð 6 \ = R ? W G
9 else QKR�e 1 6 ¼�2 6Hfg6 � ? \ = R ?�b � G B�W � G
I
10 VHhci9j Z V � I W ð 1kZ W!¼R= _ ? < � G�I
11 while ?A? VHhci	jml\nD Gpo ? W ð 1 l\rq G�G
12 VHhci9j Z VHhdi9j ots W ð 1Hu V I W ð 1kZ W ð 1Hu R 6 ] ð I
13 if ? VHhci9jvl\nD G

then begin
14 <>= 2 ñ�?A@ =SBèW � B�T � B�V � F B < � G�I
15 for each J ? =AB�? GMLON ? = G X�w N W ? V � o V � ÿ P

begin
16 T ÿ Z T �yx T � ÿ I V ÿ Z V � ÿ I
17 if ? W ÿ \zq G
18 then QKR 2 6 1 ð�?�@ ?�B =AB�T ÿ B�V ÿ F B�W G
19 else if ? T ÿ
{ W ÿ u T G
20 then ^ 6 e 1 6 ¼|2 6Hfg6 � ?�@ ?�Bì=SB�T ÿ BAV ÿ F B�W G�I
21 QKR 2 6 1 ð�?�@ ?�B =SB�T ÿ BAV ÿ F B b ÿ G
I

end
end

end
end

Fig. 7. General-Policy-Based Dijkstra.

subject to multiple general (additive or concave) path
metrics, in the presence of traffic constraints on the
links. The time complexity of Policy-Based-Dijkstra is
dominated by the loops at lines 4, 11, and 15. The
loop at line 4 is executed


�� 3 times, and the loop
at line 15 1 � 3 times. The loop at line 11 scans the
entries in

� = to verify a new route is best for some truth
assignment. For a given destination, this loop is executed
at most an incrementally increasing number of times,
starting at c and growing to

� 3 UON
(the maximum

number of unique routes to a given destination) for a total
of

XO} N Z D= \ D 4 # ? } N Z D G } NE times. For completeness,
the statements at lines 6 and 21 take time proportional
to

������� ¤¨�î¼+] � 3 �
for a total of


�� 3 � ���!� ¤8�î¼+] � 3 �
and 1 � 3 � ���!� ¤8�½¼+] � 3 �

, respectively; and those in
lines 7–9 and 17–20 proportional to

� ��� G ��
��
for a

total of

�� 3 ����� G ��
��

and 1 � 3 ����� G ��
��
, respectively.

Therefore, the worst case time complexity of Policy-
Based-Dijkstra, dominated by the loop at line 11, is�	��
�� E 3 E �

.
The loop at line 11, which dominates the cost of

Policy-Based-Dijkstra, is required because there is no
way to summarize the permanent routes for a destination.
However, for the traffic engineering and QoS variants of
this algorithm, the permanent routes can be summarized
by a summary traffic expression (formed by the disjunc-
tion of permanent route path predicates) and the weight
of the last route, respectively. Using these shortcuts, the
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complexity of the traffic engineering and QoS algorithms
are

�	� 1;3 ������� 3 ���
and

��� 1 ��� ���!�l� ���
, respectively.

D. Performance Results

Figures 8 through 12 present the results of experi-
ments run using the TD-QoS-Dijkstra algorithm. The
experiments were run on a 1GHz Intel Pentium 3 based
system. The algorithms were implemented using the C++
Standard Template Library (STL) and the Boost Graph
Library. Each test involved running the algorithm on ten
random weight assignments to ten randomly generated
graphs (generated using the GT-ITM package [18]). For
each test the worst case measurements are graphed. The
metrics were generated using the “Cost 2” scheme from
[14] where the delay component is randomly selected
in the range

NPF�Fa~ ¤¨B ~ «�£ø� 47�
, and the cost component is

computed as
�[¦ ��£ #n�~�
~ ¤¨B ~ «�£ø� 47�:U T « ¥ ¤�� �

, where
�

is a random integer in the range
NPF�Fa�

; this scheme was
chosen as it proved to result in the most challenging
computations from a number of different schemes con-
sidered. The QoS routing problem was used for these
tests as it was easiest to generate meaningful random
metric assignments for. Space overhead was measured
in terms of the maximum number of entries stored in
the Â�Ä structures.

Tests were run for performance (both runtime and
space) as a function of graph size, average degree of
the graph, and the maximum link metric value. Due to
space constraints, only the graphs for size are shown
here. Also, since the maximum metric was shown to have
little impact on performance, only results for tests with
a maximum metric of 1000 are presented here. Figures 9
and 11 present the results, showing that, while costs
increase with both graph size and average degree, both
the magnitude and rate of growth are surprisingly tame
for what are fundamentally non-polynomial algorithms.
While runtime grows to approximately 4 seconds for
the largest problems, for graphs smaller than 500 nodes
with an average degree of 8 (well beyond the scale
supportable by current Internet routing protocols) the
runtime is at most a few hundred milliseconds, and the
growth rate is barely beyond linear in this range of
parameters. Similarly, the worst-case space utilization
stays below 100,000 entries (consuming less than 10MB
of memory) with similar growth rates.

One interesting observation made during this testing
was that the primary driver of the performance results
is the number of routes considered for addition to the
set u (e.g. at line 13 of Figure 5), which we call
candidate routes. Figure 8 plots the number of candidate
routes as a function of graph size. Comparing Figure 8
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Fig. 13. Model of Data Structures for Enhanced Algorithms

with Figures 9 and 11 shows that the growth rate and
relative magnitude of runtime and space reflect those of
the number of candidate routes. The graphs of runtime
and space normalized per candidate route, shown in
Figures 10 and 12, identify strategies for improving the
performance of these algorithms. Figure 10 illustrates the
logarithmic growth of operations on heap u as the size
of u grows, and Figure 12 illustrates that, as the size of
the graph grows, the effectiveness of the temporary route
discard strategy improves. These observations suggest
the strategies for improving the performance of these
algorithms of improving the efficiency of the data struc-
tures for storing temporary routes, and adopting more
aggressive strategies for discarding temporary routes.

In summary, the results showed: excellent runtime
performance in the range of parameters expected from
routing domains in the Internet (i.e. average degree
less than 5, and routing graph size less than 500);
the algorithms exhibited very well-behaved growth rates
(given their basic NP-completeness); and they exhibited
very reasonable space overhead in all scenarios.

IV. ENHANCED POLICY-BASED ROUTING

ALGORITHMS

The
������� 3 �

and
�����!�l� �

factors in the complexity of
the traffic engineering and QoS variants of the Policy-
Based-Dijkstra algorithm (respectively) are the result of
the use of a balanced tree for storing the temporarily la-
beled nodes for a given destination. This section presents
enhanced versions of these algorithms which use a
queue-based data structure for this purpose, reducing the
cost of managing these structures to a lower order term
in the time complexity. As a result the runtime cost of
the enhanced algorithms becomes dominated by

����� G ��
��
factors from the manipulation of the u heap.

This enhancement is based on the property that routes
to a given node with the same predecessor are discovered
in strictly increasing (or non-decreasing, depending on
the algorithm) order. This property is a result of the fact
that routes to a given predecessor will be discovered in
strictly increasing (non-decreasing) order, and therefore
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the order of discovery of routes from a given predecessor
to one of its neighbors will have the same property.

Based on this insight, the data structure shown in
Figure 13 can be used to improve the performance of the
algorithms presented in Section III. In this data structure
the balanced trees for each node are replaced with a
set of queues for each neighbor of the node, and a
summary heap containing the head of each neighbor
queue. Exploiting the ordering property of these queues,
the algorithms ensure that each node head �t= , and
therefore u
= , contain the lightest route in the link queues
that is not subsumed by the routes in

� = . Due to space

constraints, only the QoS version of these algorithms is
presented here.

Figures 26 and 27 present the enhanced versions of
the TD-TE-Dijkstra and TD-QoS-Dijkstra algorithms,
respectively. As described in Table I, the new notation}��R represents a traffic expression representing all routes
that have been added to � �R . Similar to the algorithms
presented in Section III-A, the correctness of these
algorithms is based on the fact that invariants presented
in Section III are maintained by the enhanced algo-
rithm. Specifically, as detailed in the comments to these
algorithms, constraints 1 and 2 are maintained by the
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Fig. 15. Enhanced Space(Size)

DeleteTMin() and AddCandidate() functions and, based
on this, the Dijkstra iteration over the


 ð ñ
best route in

the main body of the algorithm maintains the invariants.

The runtime complexity of the TD-QoS-Dijkstra algo-
rithm (again, ignoring the cost for determining satisfiabil-
ity) is dominated by the loops at lines 6 and 10. The loop
at line 6 is executed at most once for each incomparable
path to each node in the graph for a total of


��
times.

The loop at line 10 is executed at most once for each
distinct instance of an edge in the graph, for a total of
1 �

times. The most costly operation in the loop at line
6 is the DeleteTMin() call at line 9. In the DeleteTMin()
routine, the loop at line 7 will be executed, in total, at
most once per neighbor for each forwarding class for
a total of ¤8�î¼+] �

, and the cost per call of the heap
operations at lines 13 and 14 is

T½����� ^ ��
��
. Therefore, the

total worst-case cost of the call at line 8 of the main al-
gorithm is


�� ����� G ��
�� ¡�¤¨�î¼+] �
. In the AddCandidate()

routine, the runtime complexity is dominated by the heap
operations at lines 5, 20, and 23, which cost

� ��� G ��
��
each, for a total cost of the call to AddCandidate() at line
12 of the main algorithm of 1 ������� G ��
��

. Therefore, the
worst-case time complexity of the enhanced TD-QoS-
Dijkstra algorithm is

��� 1 �$�����!��
����
.
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Figures 14 through 18 show the results of running the
same tests described above with the enhanced version
of the TD-QoS-Dijkstra algorithm. These graphs show
a significant improvement in the performance of the en-
hanced algorithms in comparison to the basic algorithms,
and give an indication of the sources of these savings.
The flattening of the graph of space requirements as a
function of the graph size (Figure 17) is a result of the
far more aggressive candidate dropping performed in the
enhanced algorithms. With the much smaller resulting
data structures there is a corresponding decrease in
performance costs across all the graphs. Specifically,
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the conditional return at line 15 of the enhanced QoS
AddCandidate() routine ensures that each � W = contains
only incomparable routes at all times, and the loop at
line 8 of the QoS DeleteTMin() routine ensures that the
front of all � W = for a give

4
contain only incomparable

routes following the transfer of a route from
4

to
�

. The
only remaining source of “excess” routes held in the
data structures, and processed by the algorithms are the
comparable routes carried in different � W = for destination4

until they are cleaned up the the DeleteTMin() loop.
Similarly, the fact that the graph of runtime as a

function of the graph size (Figure 14 has flattened no-
ticeably is the result of replacing the log()-time balanced
tree data structure for Â�= with a constant-time queue
data structure for � W = . In addition, the very low cost
of the simple queue data structure contributes to the
decrease in cost across all graphs. In summary, the more
aggressive candidate drop strategy and cheaper queue-
based data structure used in the enhanced algorithms
result in a significant general reduction in the cost of the
routing computations. Furthermore, the replacement of
the log()-time balanced tree structures with constant-time
queue data structures by these algorithms has damped
the growth rate of their performance. Figures 19 and 20
compare the performance of the basic QoS, enhanced
QoS, and traditional (single path) Dijkstra algorithms.

V. HOP-BY-HOP POLICY-BASED ROUTING

The policy-based routing algorithms presented in Sec-
tions III and IV compute multiple routes to the same
destination to satisfy the policy requirements of an
internet. Such routes are not supported by current, host-
address-based packet forwarding mechanisms that only
allow one route per destination. The solution to this
problem is to use label-swapping technology (such as
that underlying MPLS [19]) as a generalized forwarding
mechanism that replaces IP addresses as the identifiers
used in the forwarding function with arbitrary labels

which can be defined by the routing protocol to represent
any policy/destination pair for which a route has been
computed.

A significant innovation of the policy-based routing
architecture presented here is the combination of a
table-driven, hop-by-hop routing model with label-swap
forwarding mechanisms, which we call distributed label-
swapping. Traditionally, label-swap forwarding has only
been seen as an appropriate match with an on-demand,
source-driven routing model. Indeed, to a large extent,
the virtual-circuit nature of these previous solutions has
been attributed to their use of label-swap forwarding.
Contrary to this view, the position taken here is that host
addresses and labels are largely equivalent alternatives
for representing forwarding state, and that the virtual-
circuit nature of prior architectures derives from their
use of a source-driven forwarding model. The primary
conceptual difference between address and label-swap
forwarding is that label-swap forwarding provides a
clean separation of the control and forwarding planes
[20] within the network layer, where address-based for-
warding ties the two planes together. This separation
provides what might be called a topological anonymity
of the forwarding plane that is critical to the imple-
mentation of policy-based routes. Chandranmenon and
Varghese [21] present a similar notion, which they call
threaded indices, where neighboring routers share the
indexes into their routing tables for specific routes which
are then included in forwarded packets to allow rapid
forwarding table lookups. In addition they present a
modified Bellman-Ford algorithm that exchanges these
labels among neighbors. Distributed label-swapping gen-
eralizes the threaded index concept to use generic labels
(with no direct forwarding table semantics), uses these
labels to represent routing policies computed by the rout-
ing protocols, and defines a family of routing protocols
to exchange local labels among neighbors.

As illustrated in Figure 21, distributed label-swap for-
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warding can be used in the context of traditional address-
based forwarding. In this example the forwarding table
is referenced for both traffic classification (through the
“address prefix” field), and for label-swap forwarding
(through the “local label” field). The benefit of this
mechanism for traffic forwarding is it can be gener-
alized to handle policy-based forwarding. Specifically,
distributed label-swap forwarding can be used to imple-
ment traffic engineering via the assignment of traffic to
administrative classes which are used to select different
paths for traffic to the same destination depending on the
labeling of links in the network with administrative class
sets. For example, Figure 22 shows a small network with
four nodes, two administrative classes 3 and Â , and the
given forwarding state for reaching node � . The benefits
of this architecture are that it is based on forwarding state
that is agnostic to the definition of forwarding classes,
allowing the data forwarding plane to remain simple
yet general; and it concentrates the path computation
functions in the routing protocol, which is the least time
critical, and most flexible component of the network
layer.

The resulting routing architecture can be seen as anal-
ogous to the Reduced Instruction Set Computer (RISC)
processor architecture in which researchers shifted much
of the intelligence for managing the use of processor
resources to the compilers that were able to bring a
higher-level perspective to the task, thus allowing much
more efficient use of the physical resources, as well as
freeing the hardware designers to focus on performance
issues of much simpler processor architectures. Sim-
ilarly, the communications architecture proposed here
requires a shift in intelligence for customized (i.e. policy-
based) path composition to the routing protocols and
frees the network layer to focus solely on hop-by-hop
forwarding issues, adding degrees of freedom to the
network hardware engineering problem that allow for
significant advances in the performance and effectiveness

of network infrastructure.
In this architecture, the role of the routing protocol

takes on new significance. The routing protocols used in
most of today’s computer networks are based on shortest-
path algorithms that can be classified as distance-vector
or link-state. Distance-vector protocols work by prop-
agating updates giving the distance to a destination to
neighboring routers whose routing tables may change
as a result of the update. Link-state protocols work by
flooding updates describing the state of links in the
network to all routers in the network. Recently, a hybrid
class of protocols, called link-vector [22], has been
defined that works by propagating link-state updates only
to routers whose routing tables may change as a result
of the update.

The enhancement of traditional unicast routing sys-
tems with the policy-based routing technology presented
above is straight-forward. The routing protocol must be
enhanced to carry the additional link metrics required
to implement the desired policies. This requires the
use of either a link-state or link-vector routing protocol
that exchanges information describing link state. Note,
however, that for a system depending on on-demand
routing computations a link-state, complete topology
protocol is required to ensure an ingress router has the
information it needs to compute an optimal route. In con-
trast, hop-by-hop based routing systems can work with
link-vector, partial topology protocols as each routing
process is ensured of learning from its neighbors of all
links composing optimal routes to all destinations in the
internet.

Forwarding state must be enhanced to include local
and next hop label information in addition to the des-
tination and next hop information existing in traditional
forwarding tables. Traffic classifiers must be placed at the
edge of an internet, where “edge” is defined to be any
point from which traffic can be injected into the internet.
Since each router represents a potential traffic source (for
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CLI and network management traffic), this effectively
means a traffic classification component must be present
in each router. As illustrated in Figure 23, the resulting
traffic flow requirements are that all non-labeled traffic
(sourced either from a router itself, or from a directly
connected host or non-labeling router) must be passed
through the traffic classifier first, and all labeled traffic
(sourced either from the traffic classifier or a directly
connected labeling router) must be passed to the label-
swap forwarding process.

Lastly, the routing protocol must be enhanced to
exchange information needed to compute the label swap
components of its forwarding tables. The output of the
routing algorithm is forwarding information described in
terms of a destination, traffic expression, and path weight
for each computed route. To be used for forwarding, this
information must be augmented with local and next hop
labels. To determine the next hop label for a given route
the routing process requires the forwarding tables of its
neighbors. Therefore, the final enhancement required of
routing protocols is that they exchange local forwarding
tables and use this information to compute the next
hop label for their routes. One challenge presented by
this requirement is that the routes computed by the
routing algorithm must be assured of matching an active
route in the selected next hop neighbor. As illustrated
in Figure 24, this is not guaranteed by the algorithms
presented above. Specifically, in this internet there are
a number of equally “good” routes from nodes � and

4
to node

T
. For example, it is possible that the routing

process at node
4

selects the paths through its neighbors¥
and

6
to provide two hop paths for traffic classes 3 ( Â (

and � , while node � selects the paths that go through
nodes � and 1 . In such a case there is no next hop label
that can be chosen at � for routes to

T
that will satisfy

the traffic policies.

To address this problem, Figure 25 presents an en-
hanced version of the basic traffic engineering algorithm
for use in the context of hop-by-hop forwarding. In
this algorithm, routes are augmented with two additional
fields;


 G is the next hop neighbor for a route to
destination

T
, and

¥ G is the next hop label for
T
. As

described above, a partial forwarding table is maintained
for each neighbor, specified by � R3� T�� , containing an
array of routes for each destination in the internet. Each
entry in this array, denoted by A Tï( <�G ( v�G (+¥ G,H , gives
the weight, traffic expression, and next hop label for
each route in the neighbor’s forwarding table. In this
algorithm, new paths are only considered if they are
extensions of paths chosen by the neighbor which is the
next hop to the predecessor to the path’s destination.
For example, from Figure 24, node � will only consider
paths to destination

T
that are extensions of node

4
’s

paths to
T

through nodes
¥

and
6
. A fringe benefit of this

enhancement is the next hop label computation can now
be integrated with the routing computation (as shown by
the inclusion of the next hop label in the routes computed
by the algorithm).

VI. CONCLUSIONS

This paper presents an enhanced routing architecture
and family of routing algorithms that efficiently support
the routing requirements of the knowledge plane. A
family of routing algorithms is presented that efficiently
compute routes in the context of traffic and performance
constraints. The enhanced TD-TE-Dijkstra algorithm is
the most efficient algorithm available for computing
routes that satisfy traffic engineering requirements, and
Policy-Based-Dijkstra is the first algorithm for comput-
ing routes that simultaneously satisfy traffic engineering
and quality-of-service requirements. A traffic algebra
was defined to formalize the notion of traffic constraints,
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algorithm Hop-by-Hop-TD-TE-Dijkstra
begin

1 <>= 2 ñ�?�@ 2KBA2CBAD|B D B
2KBAq F B < öHG�I
2 for each J ? 2KB�? G�LON ? 2 GAP
3 QKR 2 6 1 ð�?A@ ?�BA2CBUT ö�ÿ B�V ö�ÿ Bì?�BAq F B�W G
I
4 while ?�X W X \nD G

begin
5 @ =SB`W � BUT � BAV � B R � B _ � F[Z�\ = R ? W G�I
6 ^ 6�_�6 ð 6 \ = R ?�b � G
I
7 if ?�Xdb � X \nD G
8 then ^ 6`_a6 ð 6 \ = R ? W G
9 else QKR�e 1 6 ¼�2 6Hfg6 � ? \ = R ?�b � G B�W � G�I
10 if ? s ? V ������� GAG

then begin
11 <>= 2 ñ�?A@ =SBèW � BUT � BAV � F B < � G�I
12

�|� Z �|��� V � I
13 for each J ? =AB�? G�LON ? = G X?��t@ ?�B�T��ÿ B�V��ÿ B _ �ÿ F LO��® ^H� ?K� X? V ö'® ^ o V��ÿ \zV � o V � ÿ G	o? T ö�® ^ K&T��ÿ \zT � K�T � ÿ G�G9ow N W ? V � o V � ÿ Gyo�s ?�? V � o V � ÿ G ���5ÿ GSP

begin
14 T ÿ Z T � K�T � ÿ I V ÿ Z V � o V � ÿ I
15 if ? W ÿ \Yq G
16 then QKR 2 6 1 ð�?�@ ?�B =ABAT ÿ BSV ÿ B R � B _��ÿ F B�W G
17 else if ? T ÿ @ W ÿ u T G
18 then ^ 6 e 1 6 ¼|2 6Hfg6 � ?�@ ?�Bí=SBUT ÿ B�V ÿ B R � B _ �ÿ F B�W G�I
19 QCR 2 6 1 ð�?A@ ?�B =SBUT ÿ B�V ÿ B R � B _ �ÿ F B b ÿ G�I

end
end

end
end

Fig. 25. Hop-by-Hop TD-TE-Dijkstra.

and a set-based model was identified for efficiently
implementing restricted but useful traffic engineering
policies. An enhanced path algebra was presented that
supports the computation of the best set of routes for
a each destination. Lastly, the distributed label-swap
forwarding architecture was defined that efficiently im-
plements multiple paths per destination required for hop-
by-hop, policy-based packet forwarding based on label-
swapping, and a hop-by-hop version of the TD-TE-
Dijkstra algorithm was presented for computing routes
that can be implemented in this architecture.
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algorithm TD-TE-Dijkstra
begin

1 for each J = L.�gP �|� Z D I
2 for each J ? =SB�? G�LO ¡P V ÿ � Z V �ÿ Z D I
3 <>= 2 ñ�?A@ 2CB�2KBSD|B D�F B < ö G
I
4 for each J ? 2CBí? GMLON ? 2 GSP

begin
5 <>= 2 ñ�?A@ ?�BA2CBUT öíÿ B�V ö�ÿ F B7¢ öÿ G
I
6 QKR 2 6 1 ð�?�@ ?�BS2CBUT öíÿ BAV ö�ÿ F B	£ ÿ G�I
7 QKR 2 6 1 ð�?�@ ?�BS2CBUT öíÿ BAV ö�ÿ F B)W G�I

end
8 while ?SX W X F D G

begin
9 @ =SBìW�B�T	BSV F[Z�\ = R ? W G
I
10

�|� Z �|�p� V I
11 <>= 2 ñ�?�@ =SB`W�BUT9B�V F B < � G
I
12 DeleteTMin();
13 for each J ? =SB�? G�LON ? Q GSP

begin
14 T ÿ Z T x T � ÿ I V ÿ Z V o V � ÿ I
15 AddCandidate ?A@ ?�Bl=SBUT ÿ BAV ÿ F G ;

end
end

end

function TE-DeleteTMin()
// Delete minimum entry from W and restore invariants.
// Constraint 1 – only deletes routes (line 9) where
// every STA for the route also satisfies a known
// better route (a route in < ® ).
// Constraint 2 – loop at line 7 ensures there are some
// STAs for new W ® that do not satisfy any known
// better route (current W ® or any route in < ® ).
// Assumes

� ®
has been updated with \ = R ? W G u V .

begin
1 @ =SB`W�BUT9B�V F[Z�\ = R ? W G
I
2 < 0'W ? ¢ j � G�I
3 if ?SX ¢ j � X F D G
4 then QKR�e 1 6 ¼|2 6Hfg6 � ? £ 6 ¼ G ? ¢ j � G B7£ j� G
5 else ^ 6`_a6 ð 6 \ = R ? £ � G
I
6 if ?SX £ � X F D G

then begin
// Find smallest route in link queues
// where

s ? V �¤��� G
.

7 for each J ? =SB � G�LON ? = G X¥?SX ¢!¦� X F D G	o? £ 6 ¼ G ? ¢!¦� G u V �¤��� GAP
begin

8 while ?�?�X ¢ ¦� X F D Gpo ? £ 6 ¼ G ? ¢ ¦� G u V �¤�|� G�G
9 < 0'W ? ¢ ¦� G
I
10 if ?SX ¢ ¦� X F D G
11 then QKR�e 1 6 ¼|2 6Hfg6 � ? £ 6 ¼ G ? ¢ ¦� G B7£ ¦� G
12 else ^ 6`_a6 ð 6 ? £§¦� G
I

end
13 if ?SX £ � X F D G

then QKR�e 1 6 ¼|2 6Hfg6 � ? \ = R ? £ � G B�W � G�I return;
end

14 ^ 6`_a6 ð 6 \ = R ? W G
I
end

function TE-AddCandidate ?A@ ?�Bº=SB�T ÿ B�V ÿ F G
// Add new route to appropriate ¢ and restore invariants.
// Constraint 1 – only drops routes (lines 1, 10, and 21)
// where every STA for the route also satisfies a known
// better route.
// Constraint 2 – ensures there is an STA for \ = R ? £ ÿ G
// that is not satisfied by any known better route.
begin

1 if ? V ÿ*�¨�Ýÿ G
then return;

2 if ?SX £ ÿ X \nD G
then begin

3 <>= 2 ñ�?�@ ?�B =AB�T ÿ B�V ÿ F B7¢ �ÿ G
I
4 QKR 2 6 1 ð�?�@ ?CBæ=AB�T ÿ BAV ÿ F B9£ ÿ G�I
5 QKR 2 6 1 ð�?�@ ?CBæ=AB�T ÿ BAV ÿ F B�W G�I
6 return;

end
7 @ ?CB � BUT i BAV i&F[Z�\ = R ? £ ÿ G
I
8 if ? T iª© T ÿ G

then // Know
s ? V ÿ*�¤�5ÿ G

from line 1.
9 if ? V ÿ*� ? V`i � V �ÿ GAG�G
10 then return; // All STAs for V ÿ satisfy a better route.
11 else begin //

s ? V ÿ«� ? V`i � V �ÿ G�GAG
// There is an STA for V ÿ that does not satisfy
// any known better routes.

12 if ?�X ¢ �ÿ X \nD G
13 then QCR 2 6 1 ð�?A@ ?�B =SBUT ÿ B�V ÿ F B7£ ÿ G
14 <>= 2 ñ�?�@ ?CB =SBUT ÿ B�V ÿ F B7¢ �ÿ G
I

end
else // T�i F T ÿ ; since T ÿ F¬\ = R ? £ �ÿ G , it must be

// true that X ¢ �ÿ X \YD .
if ? s ? V`i � ? V ÿ7�¥�5ÿ G�G�G

then begin
// There is an STA for V i that doesn’t satisfy any
// known better route.

15 <>= 2 ñ�?�@ ?CB =SBUT�­�B�V ÿ F B7¢ �ÿ G
I
16 QKR 2 6 1 ð�?A@ ?�B =SB�T ÿ BAV ÿ F B9£ ÿ G�I

// Following replaces @ ?�B � B�T i B�V i&F .
17 ^ 6 e 1 6 ¼�2 6`fg6 � ?A@ ?�B�=SBUT ÿ B�V ÿ F B�W ÿ G�I

end
else begin // ? VHi � ? V ÿ3�®�Ýÿ GAG

// All STAs for VHi also satisfy a better route.
18 <>= 2 ñ�?�@ ?CB =SBUT ÿ B�V ÿ F B7¢ �ÿ G
I

// Following replaces @ ?�B � B�T�itB�VHi F .
19 ^ 6 e 1 6 ¼�2 6`fg6 � ?A@ ?�B�=SBUT ÿ B�V ÿ F B7£ ¦ÿ G�I
20 ^ 6 e 1 6 ¼�2 6`fg6 � ?A@ ?�B�=SBUT ÿ B�V ÿ F B�W ÿ G�I
21 < 0�W ? ¢ ¦ÿ G�I
22 if ?�X ¢ ¦ÿ X F D G
23 then QCR 2 6 1 ð�? £ 6 ¼ G ? ¢ ¦ÿ G B7£ ÿ G
I

end
end

Fig. 26. Enhanced Traffic Engineering Dijkstra.
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algorithm TD-QoS-Dijkstra
begin

1 <>= 2 ñ�?A@ 2CB�2KB D F B < ö G�I
2 for each J ? 2CBí? GMLON ? 2 GSP

begin
3 <>= 2 ñ�?A@ ?�BA2CBUT öíÿ F B	¢ öÿ G
I
4 QKR 2 6 1 ð�?�@ ?�BS2CBUT öíÿ F B7£ ÿ G
I
5 QKR 2 6 1 ð�?�@ ?�BS2CBUT öíÿ F B�W G�I

end;
6 while ?SX W X F D G

begin
7 @ =SBìW�B�T F¯Z�\ = R ? W G
I
8 <>= 2 ñ�?A@ =SB`W�B�T F B < � G
I
9 DeleteTMin();
10 for each J ? =SB�? G�LON ? = GAP

begin
11 T ÿ Z T x T � ÿ I
12 AddCandidate ?A@ ?�Bl=SBUT ÿ F G�I

end
end

end

function QoS-DeleteTMin()
// Delete minimum entry from W and restore invariants:
// Constraint 1 – only deletes routes (line 9) that are
// ° another route.
// Constraint 2 – loop at line 7 ensures new W � ° ±
// new W!¼+= _ ? < � G u
begin

1 @ =SB`W�BUT F[Z�\ = R ? W G
I
2 < 0'W ? ¢ j � G�I
3 if ?SX ¢ j � X F D G
4 then QKR�e 1 6 ¼|2 6Hfg6 � ? £ 6 ¼ G ? ¢ j � G B7£ j� G
5 else ^ 6`_a6 ð 6 \ = R ? £ � G
I
6 if ?SX £ � X F D G

then begin
// Find smallest route in link queues that is not
// ° the deleted route.

7 for each J ? =SB � G�LON ? = G X¥?SX ¢ ¦� X F D G	o? £ 6 ¼ G ? ¢ ¦� G u T ° T GAP
begin

8 while ?�?�X ¢ ¦� X F D Gpo ? £ 6 ¼ G ? ¢ ¦� G u T ° T GAG
9 < 0'W ? ¢!¦� G
I
10 if ?SX ¢!¦� X F D G
11 then QKR�e 1 6 ¼|2 6Hfg6 � ? £ 6 ¼ G ? ¢ ¦� G B7£ ¦� G
12 else ^ 6`_a6 ð 6 ? £ ¦� G
I

end
13 if ?SX £ � X F D G

then QKR�e 1 6 ¼|2 6Hfg6 � ? \ = R ? £ � G B�W � G�I return;
end

14 ^ 6`_a6 ð 6 \ = R ? W G
I
end

function QoS-AddCandidate ?�@ ?CBl=SBAT ÿ F G
// Add new route to appropriate ¢ and restore invariants:
// Constraint 1 – only drops known comparable routes
// (lines 1, 10, 15, and 24).
// Constraint 2 – ensures \ = R ? £ ÿ Gr²

(and therefore ° ± )
// all routes in ¢�³ÿ queues.
begin

1 if ? T ÿ ° W!¼+= _ ? < ÿ G u T G then return;
2 if ?SX £ ÿ X \YD G

then begin
3 <>= 2 ñ�?�@ ?�B =SBUT ÿ F B9¢ �ÿ G
I
4 QKR 2 6 1 ð�?�@ ?�B{=SBUT ÿ F B7£ ÿ G�I
5 QKR 2 6 1 ð�?�@ ?�B{=SBUT ÿ F B�W G�I
6 return;

end
7 @ ?CB � B�T�i F�Z]\ = R ? £ ÿ G�I
8 if ? T�i ² T ÿ G

then
9 if ? T ÿ ° T i G
10 then return;
11 else begin // ?�? T ÿ ° ± T i Gpo ? T i ² T ÿ G�G
12 if ?SX ¢ �ÿ X \zD G
13 then QKR 2 6 1 ð�?A@ ?�B =SBUT ÿ F B9£ � G
14 else if ? T ÿ ° W!¼R= _ ? ¢ �ÿ G u T G
15 then return;
16 <>= 2 ñ�?�@ ?�B =AB�T ÿ F B7¢ �ÿ G
I

end
else // T ÿ4{ T i ; since T ÿµ´ \ = R ? £ �ÿ G , it must be

// true that X ¢ �ÿ X \YD .
17 if ? T ÿ*¶± T i G

then begin
18 <>= 2 ñ�?�@ ?�B =AB�T ÿ F B7¢ �ÿ G
I
19 QKR 2 6 1 ð�?�@ ?CB =SBAT ÿ F B	£ ÿ G�I

// Following replaces @ ?�B � BUT�i F .
20 ^ 6 e 1 6 ¼�2 6Hfg6 � ?�@ ?CB�=SBUT ÿ F B�W ÿ G�I

end
else begin // ? T ÿ«¶ T�i G

21 <>= 2 ñ�?�@ ?�B =AB�T ÿ F B7¢ �ÿ G
I
// Following replaces @ ?�B � BUT i F .

22 ^ 6 e 1 6 ¼�2 6Hfg6 � ?�@ ?CB�=SBUT ÿ F B7£ ¦ÿ G
I
23 ^ 6 e 1 6 ¼�2 6Hfg6 � ?�@ ?CB�=SBUT ÿ F B�W ÿ G�I
24 < 0'W ? ¢�¦ÿ G�I
25 if ?SX ¢ ¦ÿ X F D G
26 then QKR 2 6 1 ð�? £ 6 ¼ G ? ¢ ¦ÿ G B7£ ÿ G�I

end
end

Fig. 27. Enhanced QoS Dijkstra.


